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Submodule Overview:
The purpose of the whole module is to provide the technological overview and
considerations, potential policy recommendations, and international cooperation
agenda for the adoption of frontier ICTs for digital leaders in developing countries to
unlock the full potential of frontier ICTs.
In this purpose, the entire module consists of an overview of Frontier ICTs and three
submodules. In the future, new submodules can be added as needed to cover new
emerging technologies.
The overview module covers the definition, scope, and common features of frontier
ICTs, as well as barriers and risks of scaling frontier ICTs. It also covers the key areas
for policymaking and international cooperation that policymakers should consider from
a national perspective for the promotion and development of frontier ICTs.
The submodules address three technologies, i.e. Artificial intelligence, Blockchain,
and the Internet of Things, respectively. Each submodule provides an overview of the
technology, the impact of the technology on the Sustainable Development Goals,
challenges and risks, the status of the technology-related policies. Cases are also
reviewed, drawing on policy recommendations and international cooperation agenda
for maximizing the development and utilization of the technology.
This submodule covers Blockchain, which is recognized as an important means of
achieving the 2030 Agenda for Sustainable Development. However, the use, adoption,
and adaptation of the technology are not the same across the globe.
Blockchain is expected to have a greater impact on sustainable development and is
also recognized as an important source of concerns for socio-economic development
(especially policymaking) in developing countries.
Therefore, this submodule provides fundamental information on the challenges/risks,
best practices, policy recommendations, and international cooperation agendas
related to Blockchain that policymakers in developing countries should consider when
developing and applying Blockchain to enable sustainable development through
innovation in their public sector and society.

Objectives
The main objective of the submodule is to provide relevant information, cases, policy
recommendations, and international cooperation agenda(s) to enable national
policymakers to properly apply Blockchain in their path towards achieving the SDGs.
Specifically, this module aims to:
1. Introduce the definition, scope, and features of Blockchain.
2. Examine the role and importance of Blockchain in achieving the SDGs.
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3. Provide major challenges, barriers, and risks to be considered in developing
and introducing Blockchain.
4. Provide the current status of policies related to Blockchain and global cases
applied in the public sector.
5. Suggest policy recommendations and international cooperation measures for
effective and efficient development and application of Blockchain. This
promotes a better understanding of the goals and direction for government
policymakers to pursue.

Learning outcomes
After working on this submodule, readers should be able to:
1. Promote a better understanding of Blockchain as well as an overall
understanding of frontier ICTs.
2. Provide a rationale for the use of Blockchain to achieve the SDGs.
3. Understand challenges and risks in the effective and efficient application of
Blockchain for sustainable development and measures to address it.
4. Promote a better understanding of where Blockchain can be applied and the
conditions and methods for success.
5. Identify key policy directions and measures to consider in the development,
application, and deployment of Blockchain for sustainable development.
6. Provide the ideas for international/regional cooperation to accelerate the
application of Blockchain to countries.

Target Audience
This submodule was developed for digital leaders in developing countries interested
in Blockchain. This submodule provides digital leaders with the general and
comprehensive knowledge they need to understand the use, adoption, and application
of Blockchain from a technical and policy perspective. The target audience of this
submodule includes people who wish to solve problems faced by their country by
utilizing Blockchain, establish related strategies or plans to maximize the use of
Blockchain, or have a holistic view of Blockchain at the government level.

Analytical Framework
In order for policymakers to clearly understand the various issues surrounding the
development, application, and deployment of frontier ICTs, this module examines the
issues in technological, economic, social, and environmental dimensions, and
suggests policy recommendations to address the issues. These four dimensions
reflect the technical features of frontier ICTs and the three pillars of SDGs.
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Technical features of frontier ICTs: Although there are common
characteristics that penetrate frontier ICTs, each technology has distinctive
features. Therefore, it is necessary to examine technical issues related to the
inherent nature of each frontier ICT such as AI, Blockchain, and IoT.
Three pillars of SDGs: As shown in Figure 1, the 17 Goals of the 2030 Agenda
are broadly divided into three main categories or pillars: Society, Economy,
and Environment. Although frontier ICTs are expected to have significant
positive impacts on the SDGs, they can also lead to negative impacts on some
SDGs depending on the technical features and readiness. Issues and
considerations for each domain need to be examined to ensure balanced and
sustainable development at the social, economic, and environmental levels.

Figure 1 Categorization of the SDGs into the Society, Economy, and
Environment groups

Source: Vinuesa, Ricardo, et al. (2020). The role of artificial intelligence in achieving the Sustainable
Development Goals. Nature communications 11.1: 1-10.

Following the description above, this module suggests and uses a TESE
(Technological, Economic, Social, Environmental) framework that synthesizes the
technical features of frontier ICTs and the three main pillars of SDGs so that digital
leaders can identify considerations and potential policy recommendations related to
frontier ICTs in a systematic way. Based on the policy recommendations derived in
this way, digital leaders can establish policies, plans, and regulations related to frontier
ICTs that are suitable for the environment and situation of the country.

Table 1 TESE (Technological, Economic, Social, Environmental) framework
Domain

Considerations

Policy Directions

Technological
Economic
Social
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Domain

Considerations

Policy Directions

Environmental

A Suggestion for Learners
Each technology (AI, Blockchain, IoT) is covered in a structured manner with an
intentional order. This order and structure are intended to help and direct the learner
not only to absorb the material, but also to practice a sequence of practical steps
leading to drafting a policy recommendation agenda which can then be helpful in
guiding policy development planning. In each part, a sequence of five preparatory
steps (Technology overview, Opportunities for sustainable development,
Considerations, Policy, Case studies) lead toward two steps of forming corresponding
recommendations (Policy recommendations, international cooperation opportunities).
Therefore, it would be most beneficial if readers, after each step, reproduce a similar
process and results within their respective countries’ national context.
As this submodule is not intended for a specific region, digital leaders should consider
their country's social and economic context when formulating policies related to
frontier ICTs.
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1. Blockchain technology overview
Blockchain technologies have seen growing adoption in the last decade. At first,
blockchain technology appeared as part of a novelty and alternative electronic
payment systems, and with time, it has moved to become an essential part of a
growing ecosystem of different blockchain-based solutions and applications.
Blockchain technology has the capacity to disrupt the business model of organizations
and businesses as we know it. The applicability of this disruptive technology, its
potential role in global sustainable development, and the achievement of the SDGs
make it a part of frontier technologies that needs to be understood and exploited in
favor of sustainability. However, if individuals, companies, or countries intend to adopt,
exploit or implement blockchain technology for their benefit, it is necessary to
understand not only the benefits and opportunities but also the risks and challenges
created by this technology. Therefore, this section provides an explanation of
blockchain technology by analyzing the current trend in academic research, use cases
of the technology, and national strategies of countries adopting blockchain technology.
Organizations and governments that plan or consider implementing policies or
initiatives relative to blockchain technology can use this guide as a starting point for
their future agenda.
The organization of this part is as follows:
•
•
•
•
•
•
•

Chapter 1 provides an overview of blockchain technology.
Chapter 2 discusses the potential contributions of blockchain technology to the
SDGs.
Chapter 3 covers essential considerations when implementing blockchain
technology.
Chapter 4 describes insights from existent strategies or policies related to
blockchain technology.
Chapter 5 provides actual use cases of implementing blockchain technology.
Policy recommendations are described in Chapter 6.
Lastly, Chapter 7 explores possible international cooperation opportunities
related to blockchain technologies.

1.1. Blockchain technology defined
Merriam-Webster dictionary defines a blockchain as a digital database that contains
information (e.g. financial transactions, real estate records). Transactions on the
blockchain can be shared simultaneously within a decentralized publicly accessible
network 1 . The term blockchain was born around 2008 with the distribution of the
Bitcoin white paper made by an anonymous persona known as Satoshi Nakamoto2.
However, it was not until 2009, with the launch of the Bitcoin network, that blockchain
technology became widely known. Bitcoin white paper suggests the use of blocks of
Merriam-Webster dictionary (2021, Nov 3). “Blockchain.” Available from: https://www.merriamwebster.com/dictionary/blockchain.
2
Marco Iansiti and Karim R. Lakhani (2017). The Truth About Blockchain. Harvard Business Review.
Jan. 01. Available from https://hbr.org/2017/01/the-truth-about-blockchain
1

1

information linked to each other by a unique digital signature that includes the digital
signature of the previous block to create an immutable ledger. Thanks to this, data
stored in a blockchain cannot be changed, modified, nor deleted. The unique
characteristics of blockchain make it possible to create distributed digital ledgers of
cryptographically signed transactions grouped into blocks.
Figure 2 represents the concept of a blockchain. The process consists of linking each
block and chaining it to the previous block using a cryptographic hash that is derived
from the previous block. New blocks are validated and passed through a consensus
decision process among the network participants. Once a new block passes through
these processes, the block will be linked to previous ones through hashes, which
creates data immutable in the block. If a part of the data is modified or deleted at a
block-level, the chain of hashes gets broken. As time passes and new blocks are
integrated into the blockchain, older blocks become more difficult to modify or change.
Figure 2 Graphic representation of a blockchain concept

Source: Yaga, D., Mell, P., Roby, N., & Scarfone, K. (2018). Nistir 8202 blockchain technology overview.
National Institute of Standards and Technology.

New blocks are replicated across the multiple copies of the digital ledger within the
blockchain network. Any conflicts are resolved automatically using established rules
in the consensus algorithm of the blockchain. Because a blockchain is a chronological
chain of cryptographically connected blocks, it presents the foundational database of
all state changes ever conducted in a specific network. Consensus algorithms are the
heart of blockchain solutions and allow the scalability and applicability of the
blockchain.
In simple terms, a blockchain is a decentralized network which combines different
technologies to allow a decentralized information exchange environment for its
participants. Blockchain networks can be categorized based on their permission
model, determining who can maintain them (publish or create blocks). If anyone can
publish a new block, it is permissionless. If only particular users can publish blocks, it
is permissioned. In other words, a permissioned blockchain network is like a controlled
corporate intranet, while a permissionless blockchain network is public like the
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Internet, where anyone is free to contribute3. If a member decides to keep a full copy
of the ledger, it becomes a network node4.
To better understand blockchain technology, the different elements of blockchain are
divided into six layers: data, network, consensus, incentive, contract, and application.
Figure 3 shows a detailed description of each layer5. The data layer is composed of
the block information and an encryption algorithm used by the blockchain. The network
layer possesses all the established protocols and mechanisms for data propagation.
The consensus layer comprises algorithms that allow consensus among participants
and data validation in the blockchain. The incentive layer includes the economics part
of the blockchain; this layer is composed of participants' distribution system and
reward system to keep the network alive. The contract layer offers an option to include
smart contracts, scripts, or code that allow the self-execution of the contract if
conditions are met. The application layer is the last layer of the blockchain. It is
composed of programmable interfaces and programmable scenarios that allow the
use of blockchain solutions in real applications.
Figure 3 Blockchain technology layers

Source: Cheng, J., Song, J., Fan, D., Zhang, Y., & Feng, W. (2020, July). Current Status and Prospects
of Blockchain Technology. In the International Conference on Artificial Intelligence and Security (pp.
674-684). Springer, Singapore.

3

Yaga, D., Mell, P., Roby, N., & Scarfone, K. (2018). Nistir 8202 blockchain technology overview.
National Institute of Standards and Technology.
4
Zhengyang, W., Xingzhou, L., Jinjin, R., & Jiaqing, K. (2019). Prediction of cryptocurrency price
dynamics with multiple machine learning techniques. In Proceedings of the 2019 4th International
Conference on Machine Learning Technologies. pp. 15-19.
5
Cheng, J., Song, J., Fan, D., Zhang, Y., & Feng, W. (2020, July). Current Status and Prospects of
Blockchain Technology. In the International Conference on Artificial Intelligence and Security (pp.
674-684). Springer, Singapore.
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1.2. Key characteristics
What makes blockchain technology unique are its specific characteristics. Blockchain
promises individuals transparency, trust, immutability, controllability, security,
pseudonymity, verifiability, and decentralization6. Figure 4 shows the interconnection
of key characteristics provided by blockchain technology.
● To provide transparency, identical copies of the transactions are available to
the participants at any time7. This event is referred to as a digitally distributed
ledger which allows participants to access the data stored into a blockchain at
any given time.
● Trust is guaranteed by immutable transactions, rigorous governance rules, and
cryptographic algorithms8. This characteristic enables individuals to participate
without a central authority 9 , allowing blockchain to operate without a trust
requirement between parties.
● The immutability property of blockchain does not allow transaction information
to be removed or changed. Once stored in the blockchain, it cannot be modified
or deleted.
● Pseudonymity is achieved through encryption. Public and private keys are used
so individuals can use a public address that is not associated with them but
allows them to have unique control over their assets. Therefore, individuals do
not need reputation or disclosure of identity to participate in the blockchain.
● Controllability is granted to individuals by tracking individual assets on a
blockchain. This feature will enable them to exercise exclusive control over their
assets or digital information, so individuals can choose with whom they make a
transaction10.
● Blockchain provides security through the use of encryption algorithms. These
algorithms and the dissemination of the data across all the network nodes offer
security and data integrity.
● Verifiability is reached by auditing any transactions. Individuals have access to
all transactions in real-time11. The immutability and sequence of transactions of
blockchains allow a complete record of the transactions that can be verified at
any given moment. The record in the distributed ledger allows checking the
authenticity of the transactions and provides irrefutable proof of it12.
● Blockchain possesses network functions, despite the fact that participants are
completely unknown to each other. Information entered into the blockchain
cannot be deleted or modified.
● Blockchain technology does not require intermediaries to verify the validity of a
transaction (e.g. payments, taxes, land registration). This specification allows
6

Tillemann, T., Price, A., Tillemann-Dick, G., & Knight, A. (2019). The Blueprint for Blockchain and
Social Innovation. New America.
7
Wüst, K., & Gervais, A. (2018, June). Do you need a blockchain?. In 2018 Crypto Valley Conference
on Blockchain Technology (CVCBT) (pp. 45-54). IEEE.
8
Beck, R., Stenum Czepluch, J., Lollike, N., & Malone, S. (2016). Blockchain–the gateway to trust-free
cryptographic transactions.
9
Lapointe, C., & Fishbane, L. (2019). The blockchain ethical design framework. Innovations:
Technology, Governance, Globalization, 12(3-4), 50-71.
10
Ibid.
11
Bernabe, J. B., Canovas, J. L., Hernandez-Ramos, J. L., Moreno, R. T., & Skarmeta, A. (2019).
Privacy-preserving solutions for blockchain: Review and challenges. IEEE Access, 7, 164908-164940.
12
Alketbi, A., Nasir, Q., & Talib, M. A. (2018). Blockchain for government services—Use cases,
security benefits and challenges. 2018 15th Learning and Technology Conference (L T), 112–119.
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the reduction of the number of parties involved as well as a faster process and
transaction facilitation by allowing direct transactions. As a result,
decentralization and efficiency are offered to its participants13.
● New blocks are created by the consensus of the majority of participants (The
various alternatives available for the consensus algorithm are described in Box
1).
Figure 4 Characteristics of blockchain technology

Source: Lapointe, C., & Fishbane, L. (2019). The blockchain ethical design framework. Innovations:
Technology, Governance, Globalization, 12(3-4), 50-71.

In its conception, blockchain technology was intended to be used as part of a
decentralized payment system that works over the Internet, allowing trust between
senders and receivers without the need for a central authority. However, with the
constant evolution of blockchain (Details of the evolution of blockchain technology are
presented in Box 2), researchers, entrepreneurs, and organizations have been
analyzing the applicability of blockchain technology to different industries. As shown
in Figure 5, current applications of blockchain technology (e.g. smart contracts, digital
currency, securities, and record-keeping) can facilitate the implementation of
blockchain in different markets, sectors, or applications (e.g. government, banking,
healthcare, legal, economy, supply chain, real estate, IoT, among others).

13

Nofer, M., Gomber, P., Hinz, O., & Schiereck, D. (2017). Blockchain. Business & Information
Systems Engineering, 59(3), 183-187.

5

Figure 5 Examples of applicability of blockchain

Source: Marrero Sergio (2018). Six emerging categories for blockchain use cases Available from
https://hellosergio.medium.com/6-emerging-categories-for-blockchain-use-cases-4650f824d130.

Box 1 Consensus algorithms within the blockchain
Among the aspects that provide additional functionality to blockchain technology, it is
important to understand the different alternatives available for consensus algorithms.
As a core part of blockchain technology, consensus algorithms play an essential role. In
need of a decision-making process, consensus mechanisms allow all the participants to
reach an agreement. The goal of the consensus process is to validate any information
added to the ledger. This process ensures that the data contained in each block represents
the last group of transactions that occurs in the network. With the evolution of blockchain
technologies, different ways of consensus models have been developed.
•

•

•

•

Proof of Work (PoW) is when the nodes compete to reach a consensus by solving
a complex mathematical problem. Each time an answer is found, the complexity of
the mathematical problem and the computational resources needed to solve the
problem increase. PoW makes it expensive to cheat the network.
Proof of Stake (PoS) allows consensus by the risk of capital. Nodes deposit their
cryptocurrencies to have the right to check new transactions and add them to the
blockchain. If a node does not behave by the rules, it loses its stake.
Delegated Proof of Stake (DPOS) is the same as PoS. However, individuals
deposit their coins and delegate their decision power to an overarching entity. In
some cases, real-time voting is combined with the social reputation to achieve
consensus.
Proof of Space (PoS) allows participants to allocate computational storage. The
consensus is reached when an individual proves that the storage allocated is
actually used by a piece of data at the moment of the proof.

Source: Nguyen, G.-T., & Kim, K. (2018). A Survey about Consensus Algorithms Used in Blockchain.
Journal of Information Processing Systems, 14(1), 101–128.
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Box 2 Stages of the evolution of blockchain technology
Over the last 12 years (2009-2020), blockchain technology constantly underwent extensive
innovation 14 , from being conceived as a new digital payment alternative to a complete
decentralized platform with self-execution code. As a result of the constant evolution of
blockchain technology during the last decade, we can divide it into four main stages15.
BLOCKCHAIN 1.0. The first generation of the technology started with the bitcoin network
in 2009. In this generation, cryptocurrencies were introduced. The main idea behind the
technology was to provide an alternative for the traditional payment systems. Its code is
entirely open-source16. No single authority has control of the blockchain network. In this
stage, a consensus mechanism such as Proof-of-Work (PoW) was introduced as an
alternative to centralized governance. In addition, novelty reward systems that allow the
trust and the propagation of the blockchain network were introduced as well. Its
functionalities allow the generation of different cryptocurrency projects17.
BLOCKCHAIN 2.0. The main idea behind blockchain 2.0 was to provide an infrastructure
that allows the automatization of programs stored on a blockchain when predetermined
conditions are fulfilled. The development of smart contract blockchains (e.g. Ethereum) and
Hyperledger frameworks permitted the use of blockchains for business applications18. A
smart contract is a self-executed program that is composed of code running on top of a
blockchain. This code contains specific rules that delimit the interaction of the parties. When
a rule is fulfilled, the contract is automatically enforced. The internal regulation of the smart
contract verifies, facilitates, and enforces the execution of the agreement between parties.
Smart contracts can be contemplated for financial transactions, insurances, property law,
legal process, crowdfunding process, and others.
BLOCKCHAIN 3.0. In this generation of blockchains, the convergence towards
decentralized applications (dapps) was introduced. Dapps use decentralized storage and
decentralized communications. Dapp runs on top of blockchain networks. Dapp transactions
use a distributed and peer-to-peer (P2P) process19. Dapp needs to generate virtual assets
that act as proof of value. At this level, blockchains, hyper ledgers, and other platforms were
used to code smart contracts for a variety of decentralized applications for areas such as
supply chains, government, healthcare, energy, business, and the Internet of Things20.
BLOCKCHAIN 4.0. This generation mainly focused on services such as public ledgers and
distributed database protocols that provide access to the information in real-time. This level
has a seamless integration to Industry 4.0-based applications. However, this industrial
revolution approach in which most of the processes are fully automatic and conducted by
machines demands a high level of trust and privacy protection, to keep the integrity and

14

Bodkhe, U., Tanwar, S., Parekh, K., Khanpara, P., Tyagi, S., Kumar, N., & Alazab, M. (2020).
Blockchain for industry 4.0: A comprehensive review. IEEE Access, 8, 79764-79800.
15
Ibid.
16
Angelis, J., & Ribeiro da Silva, E. (2019). Blockchain adoption: A value driver perspective. Business
Horizons, 62(3), 307–314.
17
Bodkhe, U., Tanwar, S., Parekh, K., Khanpara, P., Tyagi, S., Kumar, N., & Alazab, M. (2020).
Blockchain for industry 4.0: A comprehensive review. IEEE Access, 8, 79764-79800.
18
Cong, L. W., & He, Z. (2019). Blockchain Disruption and Smart Contracts. The Review of Financial
Studies, 32(5), 1754–1797.
19
Angelis, J., & Ribeiro da Silva, E. (2019). Blockchain adoption: A value driver perspective. Business
Horizons, 62(3), 307–314.
20
Bodkhe, U., Tanwar, S., Parekh, K., Khanpara, P., Tyagi, S., Kumar, N., & Alazab, M. (2020).
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immutability of the data (these features can be powered by blockchain technology). Adding
blockchain to the IT systems allows the integration of cross-systems and business
processes. Smart contracts eliminate the need for paper-based contracts and regulate
participants within the network by their consensus algorithms21.

1.3. Current status
In 2021, the blockchain market size was USD 4.9 billion, and it is projected to grow to
USD 67.4 billion by 2026. The market growth is dominated by public cloud solutions
that offer blockchain technologies and the initiative of some governments to promote
efficiency and transparency through open transactions. Most of the main factors
contributing to the market growth of blockchain are its innovative and disruptive
characteristics that offer a change to business models. Blockchain protocols have
become attractive, and there is a growing demand for open-chain and hyper ledger
solutions22. In addition, there is an increase in the number of venture capital firms that
are invested or used as funding sources in blockchain projects.
In terms of market share, Figure 6 shows the different industries adopting blockchain.
The banking, financial services, and insurance (BFSI) industry owns the largest market
share in terms of the market adoption of blockchain. BFSI uses blockchain technology
to optimize processes and decrease operational costs. In addition, the opportunity to
provide transparency in transactions and eliminate the middleman make blockchain
attractive to payment services providers. With the current state of the art of blockchain,
broad adoption has been made by sectors like payments, content creation, and the
creation of digital identities. The increased market share by industries in blockchain
also promotes an increase in the number of investments made in blockchain
technologies23.

21

Mohamed, N., & Al-Jaroodi, J. (2019). Applying Blockchain in Industry 4.0 Applications. 2019 IEEE
9th Annual Computing and Communication Workshop and Conference (CCWC), 0852–0858.
22
Research & Markets (2021, December 16). Global Blockchain Market Report 2021: Market Size is
Projected to Grow from $4.9 Billion in 2021 to $67.4 Billion by 2026, at a CAGR of 68.4%.
GlobeNewswire News Room. Available from https://www.globenewswire.com/newsrelease/2021/12/16/2353499/28124/en/Global-Blockchain-Market-Report-2021-Market-Size-isProjected-to-Grow-from-4-9-Billion-in-2021-to-67-4-Billion-by-2026-at-a-CAGR-of-68-4.html
23
CB Insights Research (2021, March 3). 58 Big Industries Blockchain Could Disrupt. CB Insights
Research. Available from https://www.cbinsights.com/research/industries-disrupted-blockchain/
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Figure 6 Market share of blockchain by industry (2020)

Source: Fortune Business Insights. (2021). Blockchain Market Size, Share
& Statistics Forecast 2028. Retrieved January 5, 2022, Available from
https://www.fortunebusinessinsights.com/industry-reports/blockchainmarket-100072

Looking by region, North America dominates global blockchain markets. This can be
attributed to the presence of major players in this region (e.g. IBM, Microsoft, Oracle,
Amazon Web Services, and others). These large enterprises are working to provide
commercial solutions to enable digital services, ensuring the security and privacy of
data using blockchain solutions. In the case of the European region, countries such
as France, Germany, Italy, Spain, and the Netherlands are heavily investing in digital
currencies. The Asia-Pacific region has a large number of blockchain technology
vendors. Manufacturing companies are also investing in blockchain to reduce
operation costs. In addition, this region includes economies like China and India,
where governments are promoting the adoption of blockchain24. Figure 7 shows the
2022 forecast of blockchain solutions spendings per region.
Figure 7 2022 Forecast of spending on blockchain by region (in billion USD)

Source: Statista. (2021, April 9). 51 Critical Blockchain Statistics: 2021 Data
Analysis & Market Share. Financesonline Retrieved January 5, 2022 Available from
https://financesonline.com/blockchain-statistics/
24

Fortune Business Insights. Blockchain Market Size, Share & Statistics Forecast 2028. Available
from https://www.fortunebusinessinsights.com/industry-reports/blockchain-market-100072
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The use of blockchain allows governments and industries to promote a faster, more
efficient, and transparent way to transfer value, keep records of transactions, protect
data and promote transparency. As shown in Figure 8, the characteristics of
blockchain allow it to be applied in different applications (e.g. sales and purchases of
digital assets, proof of ownership, patient records, digital identity, custodian services,
decentralized storage, and others). Table 2 provides an example of the applicability of
blockchain to financial services, government, and the IoT sectors. Figure 9 shows a
taxonomy of the applicability of blockchain technology for industry 4.0. Blockchain can
be applied to various industries and sectors, and has the potential to be deployed in
many different application areas such as energy, healthcare, agriculture, smart city,
logistics, and tourism.
Figure 8 Common applications of blockchain

Source: Grant Thornton (2017). Blockchain technology. Available from
https://www.grantthornton.com.mt/service/technology-advisory-services/blockchain-technology/
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Table 2 Top blockchain applications
Industries

Sectors

Description

Financial
Services

Investment
Management

Here, blockchain offers an opportunity to improve the
management process. It enables access to a single source of data
trust for collaboration, transparency for data validation, and
immutability to record stores to promote data security.

Cross-border
transactions

In a globalized environment, organizations need to do crossborder transactions frequently. In 2018, smarter payment tracker
reported that B2B payments accounted for USD 125 billion in
revenues. In this sense, blockchain provides efficiency and
security to payments by removing intermediaries.

Trade Finance

The current process of trade finances remains inefficient and
vulnerable, which enables fraudulent trading. Blockchain provides
a way to digitize trade finance and its characteristics provide faster
processing, transparency, reduction of intermediaries and reduce
the risk for fraud or human error. TradeIX and R3 companies
launched a project called Marco Polo that consists of an end-toend open account business network for trade finance.

Budgeting

Corruption is a constant problem for governments. According to
the corruption perception index, two-thirds of the countries are
considered highly corrupt. If Blockchain is applied in this domain,
its main characteristics (distributed architecture, immutability, and
transparency) may help to fight corruption and fraud in the public
sector, it can provide more transparency to the budget decision
by the government through the facilitation of access to information
for the general public 25.

Voting

A transparent election process ensures democracy, making
reliability of the voting process essential. Blockchain can provide
a decentralization of the voting process; its characteristics can
ensure a more secure and transparent process. FollowMyVote is
a startup that proposes the use of Blockchain in an online voting
platform to ensure transparency.

Digital
Identification

Every person has the right to an identification. This identification
allows individuals to access public and private services. In this
sense, blockchain technology can be used to keep a more reliable
encrypted record of individuals' identity. At the same time,
individuals can have more control over their digital data and how
it is being used by different parties.

Smart
Applications

In the case of smart applications, IoT sensors provide a way to
collect data that will be used to automate processes. However,
these devices are exposed to cybercriminals and cyberattacks. In
this sense, IoT sensors can store the data directly in a Blockchain
to allow data immutability and makes it more complex to tamper.

Government

Internet of
Things (IoT)

Source: Cem, D. (2021, October 11). Top 16 Blockchain Applications/Use Cases in 2021. AI Multiple.
Available from https://research.aimultiple.com/blockchain-applications/

25

Kim, K., & Kang, T. (2017). Does Technology Against Corruption Always Lead to Benefit? The
Potential Risks and Challenges of the Blockchain Technology. 22.
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Figure 9 Taxonomy of blockchain for Industry 4.0

Source: Bodkhe, U., Tanwar, S., Parekh, K., Khanpara, P., Tyagi, S., Kumar, N., & Alazab, M. (2020).
Blockchain for industry 4.0: A comprehensive review. IEEE Access, 8, 79764-79800.

1.4. Blockchain technology in government
Blockchain technology offers unique opportunities to governments to move from siloed
and centralized systems to more efficient, secure, cost-effective, and agile
infrastructures. If properly adopted, blockchain technology can be used to protect data,
reduce fraud, increase trust, transparency and accountability. Governments could
control resources over a distributed ledger in which citizens and different organizations
can participate simultaneously.
The government can contribute to service innovation within the government by fully
demonstrating the unique characteristics of blockchain technology, such as
decentralization, transparency, increased efficiency, and improved traceability.
Governments can use blockchain technology to support public sector applications
such as, but not limited to, payments, land registration, traceability, healthcare, identity
management, the voting process, and assets management. Table 3 shows the
initiatives of governments to adopt blockchain applications. Government adoption of
blockchain can be observed from the regulatory, citizens, and institutions perspective.
In addition, Table 4 describes government initiatives to pilot projects proposed to
address internal needs.
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Table 3 Government example adoption of blockchain application
Use Cases

Representative Countries

Focus

Medical and healthcare

Brazil, China, Japan, Philippines,
Switzerland, United States of
America, etc.

Supply chain, Internet-ofThings, etc.

Financial applications

(Almost) All

Cryptocurrencies, asset
management, etc.

Critical infrastructures

Republic of Korea

Asset management,
optimization, etc.

Blockchain city

Malaysia

Cryptocurrency, data
management

Asset management

Georgia, Sweden, Switzerland

Land registry, property
transactions, etc.

Education

Japan, Malta

Certificate management

Data management

Philippines, Australia

Cloud data management

Source: Clavin, J., Duan, S., Zhang, H., Janeja, V. P., Joshi, K. P., Yesha, Y., Erickson, L. C., & Li, J.
D. (2020). Blockchains for Government: Use Cases and Challenges. Digital Government: Research
and Practice, 1(3), 1–21. https://doi.org/10.1145/3427097

Table 4 Use cases for government pilot projects on blockchain
Government

Project

Description

United States
of America

Accelerate
management of
contract billing

Blockchain solution implemented to handle the Health and
Human Services department portfolio. The solution allows the
decentralized distribution of data to different stakeholders of
the process.

Philippines

Smart contracts
for rural banks

Government approved the use of smart contract to provide
financial services in rural banks

Malaysia

Blockchain city

In a project funded to promote tourism in Malaysia’s Melaka
Straits city, blockchain is intended to be used to track tourist
visas, passengers, luggage, and booking services. The
solution also promotes the use of a digital coin that can be
exchanged for fiat money and used through mobile phones.

Republic
of Korea

Blockchainenabled virtual
power plant

The government announced the investment in a blockchain
solution to promote a power plant in Busan. With the goal of
integrating multiple energy resources and optimizing power
generation.

Estonia

e-Estonia program

The program promotes different services provided by the
government through electronic channels. Blockchain is used
to store e-healthcare data.

Land registration
and real estate
transactions.

A project was implemented by the governments to use
blockchain technology to register land titles and related
property transactions.

Georgia
Sweden

and

Source: Clavin et al. (2020).
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2. Opportunities for sustainable development
Blockchain technology, like other disruptive technologies, plays an important role in
global sustainable development. Blockchain technology may help countries address
some of the issues and challenges they face in their path towards achieving
sustainability goals proposed by the United Nations. Hence, it is essential to
understand the opportunities brought by this technology better. Figure 10 summarizes
the applicability of blockchain technology to the 17 SDGs. Most of the positive impact
of blockchain technology comes from its availability and ability to provide data
transparency, traceability, and accountability. If data is available to different actors
through blockchain technology, better decisions can be made towards the fulfillment
of the SDGs.
Figure 10 Main blockchain use cases for SDGs

Source: Fraga-Lamas, P., & Fernández-Caramés, T. M. (2020). Leveraging Blockchain for
Sustainability and Open Innovation: A Cyber-Resilient Approach toward EU Green Deal and UN
Sustainable Development Goals. In Computer Security Threats. IntechOpen.

In this chapter, the positive effects of blockchain technology is explained taking into
consideration the SDG categories previously described in the Overview section.
2.1. Blockchain technology and societal outcomes
To understand the impact of blockchain technology on societal outcomes, the
discussion focuses on actions or activities that affect communities, families, and
individuals. The correct use of blockchain technology can help track and positively
impact societies. For example, accountability is an integral part of social progress in
which blockchain technology can help to keep a transparent record of different
14

transactions conducted at the government level, charities and business sectors. Also,
it provides mediums for increasing public transparency to help combat misinformation
through openness and immutability record keeping. In the case of the SDGs,
blockchain technology contributes to SDGs 1, 2, 3, 4, 5, 6, 7, 11, and 16. For instance,
a blockchain-based solution can provide data reliability for credentials, certifications,
and civic documents, which can help improve education quality. Specific examples of
the positive impacts of blockchain technology on each goal are provided in Annex 1.
2.2. Blockchain technology and economic outcomes
Over the past few years, many organizations and businesses have been rethinking
their operations based on the blockchain technology approach that delivers trust
through openness and decentralization. Every day, more organizations trust digital
solutions through the internet, which brings opportunities to the global economy. In a
report presented by PwC, blockchain technology is expected to boost the GDP of the
countries by USD 1.76 trillion over the next decade. This technology can create value
across different sectors and contribute to the SDGs fulfillment with value creation. In
this sense, blockchain contributes positively to SDGs 8, 9, 19, 12, and 17. Case in
point, blockchain technology can be used to promote decentralized platforms to
access government financial support, tax control, quality assessment and control, or
goods markets. Annex 1 provides a specific example for each Goal.
2.3. Blockchain technology and environmental outcomes
Environmental sustainability is becoming the most important point to address for global
development. Countries are running against time to establish actions that benefit
future generations and protect the environment. To support these efforts, trustworthy
information is a fundamental need. Thereby, blockchain technology can be used to
enable initiatives that contribute to environmental protection. Researchers have
explored blockchain solutions that can benefit diffusion and reduction of energy
consumption, carbon assets exchange, rewards for biodiversity protection, and wildlife
conservation. Specific examples of blockchain-based solutions that benefit the
environment are listed in Annex 1.
Although blockchain technologies facilitate data decentralization, traceability,
immutability, and transparency, they also come with a cost and a footprint on the
environment. In this sense, the adoption of blockchain technologies can lead to
detrimental effects on the SDGs as well. Annex 1 discusses the potential negative
impact and considerations which are central to blockchain adoption. Key challenges
and risks associated with the adoption of blockchain technology are also elaborated.
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3. Considerations for using blockchain technology
The main factors to consider in disruptive technology adoption are the challenges and
risks carried by technology. Governments and policymakers should minimize the
impact of the challenges and risks created by these disruptive technologies, including
blockchain. Therefore, governments must take initiatives to understand and mitigate
the possible consequences of adopting blockchain.
In 2019, the European Commission summarized some of the challenges that the
governments might face while implementing blockchain-based solutions.
Governments can be exposed to challenges related to the following: integration of
technology into existing systems, scalability issues, interoperability of the different
blockchain alternatives currently available on the market, lack of policy framework for
specific use cases of blockchain technology (e.g. cryptocurrencies), and the
enforceability of smart contracts. Subsequent subchapters explore the challenges and
risks brought by the adoption of blockchain technology.
The risks and challenges associated with blockchain could potentially have unintended
negative consequences for the SDGs. Therefore, in order to effectively utilize
blockchain, for the SDGs, it is necessary to have a good understanding of the negative
impact of blockchain on the SDGs. For more information, please refer to Annex 1.

3.1. Taxonomy of challenges in blockchain technology adoption
Blockchain adoption challenges can be classified into six levels: adoption,
technological, security, legal and regulatory, interoperability and energy consumption,
as shown in Figure 11.
Figure 11 High-level challenges of blockchain technology

Source: PwC (2018). Building block(chain)s for a better planet.

Adoption Challenges: Usability is a current barrier to the adoption of blockchain
technologies. The learning curve for the correct adoption of the technology makes
it difficult to use in everyday life. This challenge can lead to other difficulties related
to the trust and understanding of the individuals to the technology. If services are
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provided over blockchain, participants will require a high blockchain literacy 26. If
implemented at a government level, blockchain-based solutions can create
reliability issues. Public entities will need to put their reliability and trust in the
technology behind the blockchain. If the system uses pure decentralized structure
as envisioned by blockchain developers, control and management issues will
arise27.
Technological Barriers: The decentralized architecture of blockchains requires
every transaction to be processed by participants of the network. An application that
requires PoW takes a considerable amount of time to process the transaction. As
time goes by, blockchain becomes bigger and requires greater hardware resources,
validation time, and higher fees to validate transactions. The limited capacity to
handle simultaneous transactions in seconds leads to a scalability challenge that
can end in constraints of the size of the blockchain28. Such problems can be solved
using permissioned blockchains as fewer users are required to verify the block’s
creation. However, this approach is against the core idea of permissionless
structure without any central authority29.
Security Risks: Open data is a key blockchain principle. All transaction data is
shared among blockchain participants. This characteristic can affect the adaptability
of the technology in private enterprises. In most cases, private enterprises cannot
expose private data for legal or competitive reasons. To overcome this, blockchain
implements a combination of a public and private key. However, this can become a
weakness: A hacker will only need the right keys to access the data. All the
responsibility to protect the data relies on the users’ knowledge of the technology30.
Consequently, blockchain-based solutions can lead to data privacy and cybersecurity threats.
Legal and regulatory challenges: Blockchain technologies work through the
Internet, which makes control regulation more complex. Countries can find
challenges in the jurisdiction to apply a law. Every legislative framework is defined
by country jurisdiction, and blockchain ledgers do not have a specific location.
Transactions can happen worldwide, which can make it complex, difficult, or in the
worst of cases, conflicting with existing regulations. If blockchain technology is
implemented through smart contracts, regulation will need to consider technological
development and the law will need to recognize blockchain data as immutable.
These considerations will create the need for the law to consider a smart contract
valid and enforceable. Other challenges include responsibility and accountability
26

Akram, S. V., Malik, P. K., Singh, R., Anita, G., & Tanwar, S. (2020). Adoption of blockchain
technology in various realms: Opportunities and challenges. SECURITY AND PRIVACY. 3(5). e109.
27
Viriyasitavat, W., & Hoonsopon, D. (2019). Blockchain characteristics and consensus in modern
business processes. Journal of Industrial Information Integration, 13, 32–39.
28
Sadhya, V., & Sadhya, H. (2018). Barriers to Adoption of Blockchain Technology. AMCIS 2018
Proceedings.
29
Hughes, L., Dwivedi, Y. K., Misra, S. K., Rana, N. P., Raghavan, V., & Akella, V. (2019). Blockchain
research, practice and policy: Applications, benefits, limitations, emerging research themes and
research agenda. International Journal of Information Management, 49, 114–129.
30
Zamani, E., He, Y., & Phillips, M. (2020). On the Security Risks of the Blockchain. Journal of
Computer Information Systems, 60(6), 495–506.
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recognition. Blockchain makes it difficult to attribute responsibility for illegal
actions31.
Interoperability: With the current status of blockchain technology, there are no
standards that enable the correct interoperability of the technology with existing
systems. This absence of interoperability gives advantages and freedom to
blockchain developers. However, it discourages companies from adopting it
because existing platforms need additional tools to communicate with blockchains.
The current interoperability of IT systems is extremely limited and, in cases, nonexistent. Most of the applications are designed and developed for some specific
needs in isolation, bringing interoperability and compatibility 32 , which increases
operational costs needed to consider the creation of new authentication and
communication protocols for interoperability of blockchain-based solutions33.
Energy Consumption Challenges: The current status of blockchain technology,
as explained before, proposes the use of PoW for transaction validation, which,
over time, requires more energy to scale up the blockchain, resulting in significant
damages to the environment. Therefore, alternatives or more energy-effective
validation processes need to be explored34.
Risks can be divided into two categories, from a technological and adoption
perspective. Subchapter 3.2 provides an overview of the risks inherent in the
technology and Subchapter 3.3 provides common challenges to adopting blockchain
technology.

3.2. Risks inherent to blockchain technology
Blockchain technology requires standards that allow different countries to adopt the
same approach while using blockchains. The interdependency of blockchain attributes
makes it impossible to work without understanding the interaction with other technical
attributes. The trade-off of attributes for blockchain creation or adoption solutions to
applications poses risks that will have ethical and technical consequences for
organizations and individuals35. For better understanding, this chapter explains the
risks inherent in the technology from the perspective of ethical and technical issues.

31

Yeoh, P. (2017). Regulatory issues in blockchain technology. Journal of Financial Regulation and
Compliance. 25(2). 196–208.
32
Bodkhe, U., Tanwar, S., Parekh, K., Khanpara, P., Tyagi, S., Kumar, N., & Alazab, M. (2020).
Blockchain for industry 4.0: A comprehensive review. IEEE Access, 8, 79764-79800.
33
Akram, S. V., Malik, P. K., Singh, R., Anita, G., & Tanwar, S. (2020). Adoption of blockchain
technology in various realms: Opportunities and challenges. SECURITY AND PRIVACY. 3(5). e109.
34
Sedlmeir, J., Buhl, H. U., Fridgen, G., & Keller, R. (2020). The Energy Consumption of Blockchain
Technology: Beyond Myth. Business & Information Systems Engineering. 62(6).599–608.
35
Lapointe, C., & Fishbane, L. (2019). The blockchain ethical design framework. Innovations:
Technology, Governance, Globalization. 12(3-4). 50-71.
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The issues can be divided into categories related to governance, identity, access,
verification and authentication, ownership of data, and security36.
Governance: It refers to the rules that allow the governing of a blockchain system.
Usually, blockchain systems have a rigid set of rules at the conception of the
systems that control all transactions, upgrades, or changes in the source code of
the blockchain application. However, from an organizational perspective,
governance allows the interaction of legal, cultural, and institutional arrangements.
It defines what can be done, who can do it, how controls are exercised, and how
risk and returns from activities within the organization are undertaken. Governance
can become a risk if values, institutions, culture, and objectives pursued by each
organization are not taken into consideration while adopting blockchain37. Risks and
issues can come from rules used on the current human governance structure that
compromise norms, culture, institutions, and individuals. Therefore, governance in
blockchain should be created considering a social perspective. The governance of
blockchain applications must ensure guiding principles and an ethical philosophy
that follows the desired outcomes of the implementation38.
Identity: When referring to an identity, we need to consider what constitutes
"identity," to whom an actor's identity is given in the blockchain, and how this identity
is used, accessed, and protected. In a virtual environment, many different pieces of
information compose a digital identity. Blockchain can also be used to preserve this
digital identity. Therefore, it is important to consider how this digital identity is linked
to a unique individual and how it can be used to prove one’s identity or credentials39.
Data transparency could put someone at risk of exploitation if ethnic, religious
preference, sexual orientation, or other identifiers are openly exposed. A person
could be at risk of persecution. Moreover, the immutability of information on a
blockchain removes the ability to be forgotten. Political refugees, crime witnesses,
or survivors of domestic abuse have the right to anonymity or to create a new
identity. Can a blockchain allow this? If someone changes their name, this
information will be linked to biometrics of the previous digital identity40.
Access: Each individual needs to grant or execute access to their information in
order to use or interact with a blockchain. Therefore, the scope of access to an
individual’s personal data is critical, and it is essential to understand how this
information is read or written from the blockchain. If this information is accessible
by harmful actors, it can lead to several damages. Access includes the level of
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digital literacy and the individual abilities to access a blockchain system 41.
Verification and authentication: How information is verified and authenticated is
critical on a blockchain. In the case of digital information, verification and
authentication are related to the transaction authentication process. The entity that
initiates the transaction controls digital data, linking individuals or objects to the
blockchain. Thus, verification becomes more complex. The moment human
interaction is introduced, political, legal, and ethical barriers need to be considered.
So, we need to look into which actors are involved and how the verification and
authentication of digital information on the blockchain is done42.
Ownership of data: Data owners should have control over the data. Blockchain
allows its participants to have the ability to control the manipulation (e.g. sharing,
access, provision or collection) of their data. It is essential to consider how this data
is stored, how incorrect information is changed, and where the data is stored. In
adopting blockchain technology, a trust framework needs to be established to
enable people to take ownership and control over their data43.
Security: An important factor related to the protection of the information from
potential threats and bad actors. Individuals’ understanding of the potential risk and
the management of the private key play an important role. At a systems level, this
refers to potential vulnerabilities found in the system. While using blockchains,
individuals do not need to remember passwords, emails, or phone numbers that
allow them access to the information. This feature can cause ethical challenges as
well. Blockchain technology uses encryption algorithms that secure information
using public and private keys. However, what would happen if a person loses
his/her private key to control assets or information 44? Such a person could be locked
out without the ability to recover any digital assets. There are no known easy
solutions to this problem.
In addition to these issues, blockchain technology can be exposed to existing negative
social dynamics (discrimination, inappropriate remarks, etc.) when system designers
and engineers may inadvertently reflect such biases within the system code. The use
of blockchain technology can also represent a consolidation of power over persons
and organizations. It can lead to the creation of secret agreements that overpass the
laws and regulations of the countries. In a specific example, blockchain technology is
used to verify financial records to access a loan using members of a community as
validators. The blockchain has the risk of coding bias of the community and risks of
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coding a specific status quo that will affect others45. Although unintended, blockchains
could aggravate social disparities.

3.3. Common challenges in blockchain technology adoption
As any new technology, blockchain adoption is limited by common challenges like
telecom infrastructure, legislative barriers, data integrity, project management, barriers
in communication and education, and inadequate institutional capacity. These
common challenges represent a barrier to blockchain adoption or implementation.
Figure 12 exemplifies the challenges in the adoption of blockchain into healthcare.
Figure 12 Main challenges to adoption of blockchain technology in healthcare

Source: PreScouter. (2020). Blockchain in Healthcare & Life Sciences. Available from
https://www.prescouter.com/inquiry/blockchain-healthcare-life-sciences/

Telecom infrastructure: Blockchain technologies work over the Internet. Countries
require a certain quality level of ICT and internet penetration. Some blockchain
technologies can use SMS to send messages. However, others require the Internet,
computers, or smartphones to access more complex blockchain services. The lack
of effective technologies for telecommunications can affect the reach and adoption
of blockchain technology. Some countries still face a gap in internet penetration46.
Legislative barriers: National legislation plays an important role in the adoption of
blockchain technologies. Country regulation is key to provide data legitimacy in the
long run. However, the characteristics of technology make it complex to regulate
within a country's legislation, and these legal barriers can make it difficult to ensure
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sustainability47.
Data integrity: Cyber-attacks conducted by harmful actors constitute a threat to
blockchain technology. If these actors control over 51 per cent of the blockchain,
data integrity can be lost. Therefore, the need for data security protocols and
procedures is important48.
Project management: Technology adoption needs adequate management.
Blockchains offer innovation that needs to be tested in a way that progress and
impact are analyzed to understand the implications of technology adoption. People
in charge of blockchain technology projects have to be aware of the correct
management practices and random testing that allows to see the impact in the long
run49.
Barriers to communication and education: The adoption of blockchain
technology demands a high level of knowledge, as individuals need to be educated
about blockchain technology, its advantages, disadvantages, and how to use it.
Changes in the traditional mediums, for example, finances, land registration, or
personal identification, could take a long time. Appropriate education and
communication are crucial in the process50.
Inadequate institutional capacity: Individuals' demands need to match the
capacity of the institutions in terms of human resources, economic resources, and
logistics. Human resources in institutions that adopt blockchain solutions should be
equipped with the necessary technical ability and skills, knowledge, and
technology51.

3.4. Challenges for blockchain technology adoption in developing countries
Blockchain technology brings disruption and innovation, but it also has a dangerous
side that is of greater concern, especially in developing countries. This can create
unique challenges that need to be considered in order to benefit from the positive
effects of blockchain technology.
Developing countries willing to adopt blockchains may have to undertake high costs.
This is due to a lack of competence in the knowledge of blockchain that promotes the
ability of countries to create custom versions for specific conditions and needs. The
root cause of this can be attributed to several challenges relative to policy frameworks,
ICT infrastructure, and the quality of human resources for technological innovation.
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The high cost of the Internet, unstable electricity, and lack of knowledge in the knowhow of blockchain deployment and utilization can make adoption difficult. The lack of
investment into blockchain ground research and lack of graduate-level education may
result in the rest of the globe lagging behind. In addition, there is less effort to use of
national blockchain associations or research laboratories to build core capacity in
technology, policy implications, economic impact, and regulations in developing
countries52.
The lack of infrastructure and the current challenges can represent a missed
opportunity to close the gap in areas such as financial inclusion, e-government,
international trade, supply chain digitization, or interoperability of ICT systems.
Thus, developing countries will also need to establish better digital infrastructure,
provide capacity building, and enable a better ecosystem to support blockchain
technology. Securing blockchain-related capabilities requires not only technical
experts but also legal experts.

3.5. Stages of blockchain development
As shown in Figure 13, blockchain projects require a certain process for its
development. It is essential for governments to use cases that can be addressed with
blockchain technology and whether these use cases leverage blockchain strengths.
Blockchain implementation or adoption is different from previous e-government
development projects (web presence, interaction, e-government transactions, and
digital transformation). The process of the development of blockchain leverages
previous systems implemented and provides an additional layer of data protection. For
example, the migration of government services to web environments was previously
mandatory, but with blockchain, most applications are based on the web by default.
When implementing blockchain, it is necessary to consider potential areas (use cases)
in which blockchain can bring benefits. It is essential to visualize how the blockchainbased solution can interact in real environments. Therefore, a proof of concept can be
the first step to see how the blockchain-based solution works without overspending
funds. The last phase of the process is to escalate the solution having in mind the size
of a specific segment of the population that will benefit from the solution.
Below is a description of the subphases of the implementation process of blockchain53.
•

•

Use Case: It allows the visualization of a real implementation of blockchain.
The process is also mainly composed of subcategories such as learning,
inventory, assessment, and prioritization.
Proof of Concept: It is also known as the minimum viable product ecosystem.
It is a scale version of a project. The concept needs to be built and tested to
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•

identify potential threats and challenges. We need to define, develop, select the
technology, build and test, and review in retrospective.
Scale: Once the project has been validated, tested, and analyzed, the next step
is to scale the solution. The phases in this process are: development,
expansion, piloting, design, industrialization and institutionalization of the
solution.

Figure 13 The blockchain implementation roadmap

Source: Deloitte Insights (2017). TechTrends 2018: The symphonic enterprise.

In addition to these three stages, several additional components need to be
understood as well: management, people, process, technology, and acquisition. Each
of these components plays an integral part in the process54. Figure 14 shows the key
activities and detailed phases of blockchain development.

“Assessment | Blockchain Playbook Online - beta.” https://blockchain-workinggroup.github.io/blockchain-playbook/phases/1/ (accessed Nov. 27, 2021).
54
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•

•
•
•

•

Management: Control the execution of the blockchain project. It defines the
schedule, budget, and standard processes. In addition, it is constantly
monitoring the progress.
People: The most important of this component is to help identify potential
stakeholders, key users, and participants of the network.
Process: Here, the scope is defined, and integrations with additional systems
are validated and initiated.
Technology: This category refers to the understanding of the technology from
the perspective of risk assessment, deployment, and testing of technological
components.
Acquisition: In this component, KPI and other indicators are defined to allow
validation of the solution.

Figure 14 Key activities of the components of the blockchain development

Source: ACT-IAC (2018). Blockchain Playbook for the U.S. Federal Government.

If blockchain is correctly understood and developed, it can enable decision-makers
and policymakers to create the most value from the technology. In addition, it is
important to better understand the policy progress of different countries. The next
chapter of this module seeks to understand blockchain-related policy and its
implications on sustainable development.
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4. Blockchain-related policy
For the long-term development of blockchain technologies, countries are developing
and implementing national strategies that promote its uses. These national strategies
include innovation approach, pilot applications, private-public partnerships and
cooperation to obtain the best from the blockchain. All over the world, countries have
considered the application of regulations across sectors that blockchain technology
can influence. However, regulations may cause conflicts across jurisdictions 55 . To
avoid these conflicts, the industry has been playing a significant role in the
collaboration for law enforcement and regulation.
Different blockchain alliances work as a global initiative that includes private
companies, research institutions, and regulatory agencies worldwide. They work
together in an effort to promote public safety and a pro-innovation regulatory
environment for blockchain 56 . This chapter provides an overview of global policy
highlights, regulatory trends, as well as national policies and strategies of various
countries.

4.1. Global blockchain policy highlights
In 2020, the Global Blockchain Business Council conducted a global standard
mapping initiative to observe the evolution of blockchain technologies regarding
technical, regulatory, and governance models in different countries. The first challenge
pertains to the cross-border standardization and regulation of technology. Current
policies are related to consumer protection, financial surveillance, regulation of digital
assets, taxation, central bank digital currency (CBDC), banking, sovereign strategies,
and regulatory sandboxes.
Most of the countries analyzed in the report have issued formal alerts to investors
interested in blockchain solutions for digital assets. In the case of financial
surveillance, the European Union (EU) has created directives that analyze virtual
currency conversion platforms and reinforce the obligation of these platforms to be
accessible as legal entities. In Asia and the Pacific, Latin America, and Europe, the
Financial Action Task Force (FATF 57 ) has guided the creation of strategies and
frameworks used to evaluate digital currencies. In the case of blockchain applications
for financial services, countries like France, Lichtenstein, and Bailiwick of Jersey have
tried to regulate the uses of blockchain technology; before regulating the technology
first. In the same sense for taxation, European Union member States have tried to
create a comprehensive tax framework for mining. The Islamic Republic of Iran also
established a licensing regime for mining operations which requires paying a higher
fee for energy consumption. In the case of CBDC, countries like France, Germany,
Sweden, and the Netherlands have launched pilot projects to explore the implications

PwC, “Establishing blockchain policy,” 2019. Accessed: Nov. 27, 2021. [Online]. Available:
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of digital currencies that have an equivalent value one-to-one with their fiat currency.
Around 40 initiatives are currently conducting research on the topic58.

4.2. Regulatory trend of blockchain technology
In case of the regulatory trends impacting blockchain adoption, the major topics are
regulatory clarification, fintech regulation, standardization, taxation, and data privacy.
This section provides an explanation of policy and regulations status.
Regulatory Clarification: There are no specific regulations that keep up with the
evolution of technology. Many countries try to regulate blockchain technology in some
aspects. However, these approaches confuse industries. For instance, a specific area
of blockchain that has no regulatory support is smart contracts. This absence makes
its adoption difficult. Consumer protection is another concern for regulators. In the
United States of America, federal and state regulators have raised legal prohibitions
for abusive practices relative to blockchain-based applications. Enforcement agencies
like the Consumer Financial Protection Bureau (CFPB) have the ability to sue
businesses for unfair or abusive practices, and federal laws ask for full disclosures of
financial information to consumers59.
Fintech Regulation: Every day, financial transactions outside of traditional
mechanisms occur more frequently. The government is tightening efforts, and
regulations are just appearing on the scene, most of the actions are relative to tax
control. However, each government is taking a different approach to this issue. From
an international perspective, companies using blockchain in their business model are
navigating through complex rules and regulations in each country in which the
company operates. Most global efforts to reach harmony in regulations are relative to
legacy technology and do not address disruptive technologies. However, at a national
level, each country has its own financial laws and regulations. For example, the United
States of America has over ten federal regulators. Similarly, European authorities have
determined that blockchain financial assets are outside the scope of European Union
financial rules. In extreme cases, like in China, blockchain financial applications (ICOs)
are entirely banned60.
Taxation: Blockchain-based assets are taxed differently according to the country. For
example, Israel taxes blockchain assets as a financial asset, while Spain taxes them
as capital gains in the taxes for personal income. In the United States of America,
blockchain assets are treated as commodities. However, the regulation still needs to
resolve several issues. Each time an individual uses blockchain assets such as
cryptocurrencies to purchase goods or services, if the price value of the cryptocurrency
58
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increases before the transaction, it must be reported in taxes as capital gains61.
Standardization: Most governments have not started to consider technical aspects
such as interoperability, security or collaboration models. In 2020, the World Economic
Forum and the Global Business Council established a map with technical standards
for blockchain technologies. Findings showed a lack of clarity and inconsistency in
terminologies, as well as an unclear scope of standardization. There are significant
gaps, overlaps, and inconsistencies in the aspects of the standardization. These
findings make it clear that standardization initiatives are still in the early stages
compared with the fast-paced evolution of technology.
Data Privacy: What raises regulatory concerns about data privacy is discrimination
and exclusion. Existing regulations mandating how organizations collect, use, and
share data can also affect the blockchain. For example, in the European Union, the
General Data Protection Regulation Act (GDPR) grants rights to European citizens. It
creates restrictions on data handling to organizations. This act affects the use of
blockchain technology in various applications by mandating organizations to delete
personal information upon request. This regulation goes against blockchain principles.
In other countries, blockchain technology is limited based on the restriction of datasharing outside the country borders 62 . However, heavy-handed government
intervention can kill blockchain without allowing the key characteristics of the
technology to be promoted for innovation.

4.3. National blockchain policies and strategies: examples
As a novel technology, blockchain disrupts existing regulations and policies within
countries. The specific characteristics of blockchain make it a challenge for
policymakers and regulatory bodies to create policies or strategies to adopt
blockchain. Therefore, policymakers in charge of the formulation of policies,
regulations, and national strategies need to know the trend of countries regarding the
regulation and standardization of blockchain technologies. This subchapter provides
a summary analysis of national blockchain policies and strategies worldwide. Rothwell
and Zegveld propose the use of a framework to analyze policy in different categories,
tools, and examples of government-led activities. The framework analyzes the role of
policy in science and technology activities, dividing policies into three categories:
supply-side, environmental-side, and demand-side. These categories are divided into
several tools (e.g. education, financial, taxation, political, procurement, commercial,
legal, and regulatory). For blockchain technology, most of the policies have been made
to address the challenges of blockchain applications used for financial services.
Below are specific examples of efforts conducted by countries around the world:
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United States of America
In the United States of America, policymakers consider technology as an important
part of the country's future. Therefore, the central government constantly recommends
policymakers caution to avoid an over-regulation that can drive investment
opportunities in technology overseas63. Every state in the United States of America
has the autonomy to propose laws that affect blockchain technology and
cryptocurrencies. The regulation follows two approaches. The first approach is a very
favorable principle that promotes exemptions to the regulation of blockchain
applications in certain cases. The second approach attempts to formulate detailed
definitions but eventually wisely opts for broader, more technology-agnostic
definitions.
Regulators adopt a regulatory sandbox that allows the testing and development of new
emerging technologies within the border of the state (e.g. Arizona)64. For other sectors
affected by blockchain technology, regulations are specified by each agency or
department. For example, the Department of Agriculture regulates and creates a policy
that moderates the use of blockchains in food supply chains. The Food and Drug
Administration regulates its use in drug supply chains. The Security and Exchange
Commission (SEC) governs the use of cryptocurrency securities. The Department of
Health and Human Services supervises any blockchain use for health records. The
Federal Trade Commission (FTC) regulates unfair and deceptive practices involving
blockchain-based businesses65. In addition, Table 5 summarizes the policy initiatives
formulated for the United States of America regarding blockchain. A total of 23
initiatives regarding the policy can be noted. Most of these initiatives are related to
legal and regulatory concerns to specific applications of blockchain.
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Table 5 Blockchain technology policy by category in the United States of
America
Policy Categories

Policy Tools

Policy Activity Description

Qty

Supply-side

Public enterprise

1

4.3

Environmental side

Taxation

Implement blockchains for private
medical data (1).
Virtual currencies file as money
transmitters (1).
Regulate and license money
transmitters (2); Protect private
property and contract integrity (3);
Conduct regulatory research (2); Take
actions for securities registration issues
and fraud (1); Work towards
cryptocurrency and blockchain
compliance standards (1).
Blockchain products comply with
system and regulators (1); Virtual
currency businesses file as money
transmitters (1).
Blockchain products comply with the
current system and regulators (1);
Facilitate a smarter energy grid using
blockchain (2); Develop encryption
standards for medical data protection
(1).
Issue blockchain guidance documents
(1); Form working groups on securities
regulations, taxation (1); Investigate
and define security regulation (1); Use
blockchain in health and research (1);
Regulatory agencies coordinate the
need for financial products and
transactions (1); Deter and prosecute
fraud and abuse (1).

1

4.3

9

39.1

2

8.7

4

17.4

6

26.1

Legal and
regulatory

Political

Demand-side

Procurement

Public services

%

Source: Kuo, C. C., & Shyu, J. Z. (2021). A Cross-National Comparative Policy Analysis of Blockchain
Technology between the USA and China. Sustainability, 13(12), 6893.

Policy efforts focus mainly on the control of financial transactions, the protection of
private property and contract integrity, and allow the constant R&D of the technology.
In addition, other issues related to fraud prevention and compliance standards are
taken into consideration by regulations and policies in the United States of America.
European Union
The European Union has taken a measured approach to introducing blockchainrelated policies, adopting a permissive stance to its member countries. Member
countries have given permission to exchanges of traditional currency for
cryptocurrency not to charge VAT on their service. But as a restrictive counterbalance,
the European Union mandated Know Your Customer (KYC), and Anti Money Laundry
(AML) measures under the Fifth Money Laundering Directive (5MLD). The European
Parliament requests that the European Commission and other European Union
30

authorities take an innovation-friendly approach to maximize the potential of
blockchain and Distributed Ledger Technology (DLT) in the European Union. The
regulations should enable passporting firms and principles of technology neutrality and
business model neutrality66.
Regulations should try to remove existing barriers to implementing blockchains. This
supports the Commission's approach of following a use-case method to explore the
regulatory environment around blockchain technology and its actors. The European
Union's independent data protection authority has been given the responsibility of
providing further guidance on how blockchain technology can fulfill the European
Union legislation on data protection, particularly the General Data Protection
Regulation 67 . Members of the European Union are working with international
organizations to enhance the development of technical standards for smart contracts,
undertake an in-depth analysis of the existing legal framework and analyze whether a
European passport for blockchain and DLT-based projects could be introduced to
enhance and promote financing to small-and-medium-sized enterprises68.
United Arab Emirates
The UAE has undertaken a broad and multi-faceted blockchain initiative called
Emirates Blockchain Strategy 2021. This strategy aims to make a transition of 50 per
cent of applicable government transactions to a blockchain. Through this policy,
government organizations are encouraged to integrate channels with the aim to
improve the functionality of services across several entities and enable digital
integration with the private sector 69. Abu Dhabi Global Markets Financial Services
Regulatory Authority (ADGM FSRA) established a regulatory sandbox and created
guidance for the regulation of cryptocurrencies to establish rules to govern the safe
operation of related fintech businesses. In addition, the Emirates Authority for
Standardization and Metrology (ESMA) is one of the 12 observing members
Monitoring ISO/TC 307 (ISO Blockchain Standards)70.
Republic of Korea
Most of the country’s regulations are related to and applied to virtual assets. The
amended act on the reporting and use of specified financial transactions information
act ("SFIA71") regulates virtual asset service providers. Moreover, a taxation bill of
individual virtual assets was expected to be enforced in January 2022. In addition,
money, transmission laws, and anti-money laundering consider and request the
66
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collection of information of customer transfers over KRW 1 million.
The Korean government regulations actively support and foster the research and
development of blockchain technology. The Korea Internet and Security Agency
(KISA), a public institution under the Ministry of Science and ICT, and the National IT
Industry Promotion Agency (NIPA) are conducting pilot projects towards the
development of blockchains. A sandbox was created in Busan City as a special
regulatory-free zone that eases regulations for the blockchain sector72.
People’s Republic of China
In October 2019, the President of the People's Republic of China called for the
adoption of blockchain technology in the country to promote innovation 73 . As a
commitment to the development of blockchain, the National Blockchain and
Distributed Accounting Technology Standardization Technical Committee was created
in October 2020 to provide standards to the industry. Major companies incorporate
this committee (e.g. Huawei, Baidu). Sandbox pilots have been adopted in major cities
across China to build environments and test blockchain-based solutions for fintech. In
addition, the government aims to create the national Blockchain-Based Service
Network that hosts small and large companies interested in the technology. Table 6
summarizes the main policies created by the government.
China's main policy efforts are to promote blockchain technology R&D, project funding
and expand innovative technology to create the next stage for new emerging
technologies, establish the standards and reference architecture needed for
blockchain implementation in collaboration with international organizations74.
Blockchain technology keeps evolving at an accelerated speed. As a consequence,
the majority of the efforts made by countries to provide policy, standards, and
regulations are regarding:
•
•
•
•

Intellectual property75,
Data Privacy and confidentiality76,
Standards 77 78,
Interoperability,
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•
•
•
•
•

Digital Identity 79,
Cybersecurity80,
Governance81 82,
Regulatory Sandbox83,
Oversight Mechanism84.

Closer collaboration between government regulators and the ecosystems of
blockchain initiative groups, consortia, and research institutes needs to be promoted,
with the aim of providing an answer to the open questions left by blockchain
technology85. The following chapter analyzes case studies related to the adoption of
blockchain technology in the public sector.
Table 6 Blockchain technology policy by category in the People’s Republic of
China
Policy Categories
Supply-side

Policy Tools
Public
enterprise

Scientific and
technical

Education

Information
service
Environmental
side

Financial

Policy Activity Description

Qty

%

Develop blockchain technology and
applications (1); Establish blockchain
research working group in financial sector
(1).
Use information technology to enhance
digitalization (1); Combine blockchain
systems and traditional business models
(1); Formulate the requirements for the
target system and the underlying
technology platform (2).
Support key colleges and universities to set
up blockchain professional courses (1);
Promote the joint efforts of key enterprise
and universities for blockchain talent
training base (2); Strengthen blockchain
professional and technical personnel for
high-end talent training (1).
Support demonstration bases and public
service platform construction (2); Build
blockchain open-source community (1).
Financial support related to blockchain
projects (1); Establish investment funds (1);
Support the development of SMEs (1).

2

4.4

4

8.9

4

8.9

3

6.7

3

6.7
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Legal and
regulatory

Political

Demand-side

Procurement
Public services

Overseas
agent

Guide the formulation of specific standards
(5); Standardize the comprehensive system
listed in the framework (1); Relax market
access restrictions (1).
Promote blockchain technology
development and applications (1); Promote
next-generation information technology (3);
Establish blockchain standards system (4);
Accelerate the development of international
standards and reference architectures (3);
Build a general development platform for
blockchains (3).
Applications standards support for
government procurement (1).
Enhance the service to enterprises (1);
Promote the scenarios of commercial,
enterprise or financial application (1); Form
blockchain ecology of technical exchanges
and cooperation among enterprises (1).
Implement China-United States of America
and China-Europe mechanism to support
enterprises (1); Lead/participate in
blockchain international standardization
organization (2); Establish blockchain
standards for international community (1).

7

15.6

14

31.1

1

2.2

3

6.7

4

8.9

Source: Kuo, C. C., & Shyu, J. Z. (2021). A Cross-National Comparative Policy Analysis of Blockchain Technology
between the USA and China. Sustainability, 13(12), 6893.
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5. Case studies in the public sector
Almost every part of the public sector is expected to benefit from blockchain
technology in some way. Governments across the world are rapidly expanding the
exploration and use of blockchain technology for various purposes86.
5.1. Blockchain technology usage and typical blockchain application in the
public sector
According to the 2018 case analysis of the OECD OPSI87, the use of blockchains in
the public sector can be classified into eight major use cases and can be organized
into ten project types. The eight use cases are: 1) Identity, 2) Personal records, 3)
Land title registry, 4) Supply chain management, inventorization, 5) Benefits,
entitlements, and aid, 6) Contract and vendor management, 7) Voting, 8) Streamlining
inter-agency processes (Table 7).
Table 7 Potential use cases of blockchain technology in the public sector
Use Case

Description

Identity

Establishing and maintaining identities for citizens and residents (birth
certificates, marriage licenses, visas, death records).

Personal records

Interoperable health records, insurance records, etc.

Land title registry

Details and historic records related to real estate and property transactions.

Supply chain
management,
inventorization

Tracking an asset from its creation, transportation, purchase, and
inventory.

Benefits,
entitlements, and aid

Social security, medical benefits payments, domestic and international aid.
Anticipatory/automated payments could be automated through Smart
Contracts.

Contract and vendor
management

Tracking and paying vendors, managing purchase commitments and
transactions, and monitoring schedule performance. Blockchain can allow
for perfect transparency of government expenditures.

Voting

Enabling new methods of digital voting, ensuring eligibility, accurate
counting, and auditing (e.g. to avoid ballot-rigging).

Streamlining
interagency
processes

Blockchains and smart contracts can automate transaction handling and
improve information sharing – allowing each agency to better focus on their
own mission and tech without as much need to consider others tech.

Source: OECD OPSI (Observatory of Public Sector Innovation), Blockchain and its Use in the Public
Sector, June 20, 2018.
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The ten types of blockchain projects and their number are shown in Table 8.
Table 8 Top 10 types of blockchain-related projects in the public sector
Rank

Types of projects (count)

1

Strategy/Research (42)

2

Identity (Credentials/Licenses/Attestations) (25)

3

Personal Records (Health, Financial, etc.) (25)

4

Economic Development (24)

5

Financial Services/Market Infrastructure (20)

6

Land Title Registry (19)

7

Digital Currency (Central Bank Issued) (18)

8

Benefits/Entitlements (13)

9

Compliance/Reporting (12)

10

Research/Standards (12)

Source: OECD OPSI (Observatory of Public Sector Innovation), Blockchain and its Use in the Public
Sector, June 20, 2018.
Note: OECD analyzed by using data collected by The Illinois Blockchain initiative (March 2018).
Initiatives may be tagged with more than one type of project.

Many blockchain adoption projects in the public sector are at the early research
stages, but several of them are functional proof-of-concept or implemented services.
A few are also cross-government and cross-sector communities of practice dedicated
to raising awareness and skills of civil servants and serving as a place to share ideas
and collaborate88.

5.2. Case studies in the public sector from OECD OPSI
A total of 11 cases of blockchain application in the public sector were identified from
2016 to December 2021 in the OECD OPSI. Eight cases were selected as the final
analysis target, excluding the overlapping case application fields in consideration of
the innovation maturity. There is a summary of the identified cases in Table 9, and
detailed information can be found for each case in Annex 7.
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Table 9 Blockchain technology adoption cases in the public sector from OECD
OPSI
No

Sector

Country

Year

Project Name

Phase

1

Counterfeit

Mongolia

2018

Counterfeit Medicine
Detection Using
Blockchain and AI

Developing Proposals

2

Digital ID

United
States of
America

2018

ID2020 Alliance

Developing
Proposals,
Implementation

2018

Transforming
International Remittance
for Serbian Diaspora
using Blockchain and
Digital Identity

Implementation

2021

Harnessing the potential
of blockchain technology
for due diligence and
sustainability in cotton
value chains

Developing
Proposals,
Implementation

2018

Blockchain of
Frequencies

Implementation

2020

Reducing Friction in
Trade (RFIT)

Implementation,
Evaluation

3

Finance

Serbia

4

Industry

5

Telecommunication France

6

Trade

7

Voting

Switzerland

United
Kingdom

Portugal

GovTech: Using
Implementation,Evalu
2018~20 technology to support the
ation,
19
Sustainable Development
Diffusing Lessons
Goals in Portugal

8

Welfare

Netherlands

2017

The Child Package –
using blockchain
technology to improve
services for residents

9

Tax

Colombia

2018

Tracking potential tax
evaders on Instagram

Implementation,
Evaluation,
Diffusing Lessons

10 Welfare

Republic of
Korea

2017

Prevention of solitary
deaths through smart
care ICT

Generating Ideas or
Designing Solutions

11 Work

Republic of
Korea

2019

“The Work”, AI Job
Recommendation Service
Using the National Job
Information Platform

Developing
Proposals,
Implementation,Evalu
ation

Evaluation
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6. Policy recommendations
The adoption of blockchain without considering its negative impacts, risks, and
challenges can cause new issues to arise from the adoption of blockchain on a large
scale. Governments and regulators must be aligned to evaluate blockchain-specific
features according to laws, regulations, and data governance frameworks at the
national and international levels. To support blockchain development and adoption,
existing systems and technologies should be considered, in the scope that blockchain
solutions complement and leverage existing technologies. This chapter draws a set of
policy recommendations based on the TESE (Technological, Economic, Social,
Environmental) framework suggested in the Overview section. This framework
considers the technical features of blockchain technology and aligns it with the three
main pillars of SDGs (Society, Economy, and Environment).
6.1. Mapping of considerations to policy directions
This subchapter aims to provide a starting point supporting policy makers involved in
national strategies or regulations related to blockchain technologies. Table 10 below
presents considerations and possible policy directions for each component of the
TESE framework.

Table 10 Summary of considerations and policy directions by using TESE
framework
Domain

Considerations

Policy directions

Technological

T1. Blockchain creates a considerable
amount of data that can cause scalability
issues.

TP1. Promote the reuse of
public infrastructure

T2. Collaboration among institutes that use
blockchain for data sharing may cause
interoperability issues.
T3. Blockchain-based systems follow a
decentralized approach, therefore
hierarchical structures can cause reliability
problems.
T4. Blockchain requires internet access to
provide it functionality. Therefore, a lack of
internet can cause isolation issues.
T5. Blockchain technologies allow open data
environments that can cause data privacy
concerns.
T6. Technical characteristics of blockchain
can cause complexity in the correct
understanding of the technology.

TP2. Establish directions to the
collaboration across institutions.
TP2. Promote open platforms
TP3. Renovation of
organizational structures.
TP4. Promote internet
penetration. Invest in public ICT
infrastructure. Promote regional
integrations through ICT
infrastructure.
TP5. Promote policies
regarding data privacy issues.
Create directions regarding risk
management, records
management, confidentiality
and safeguarding.
TP6. Creation of knowledge
programs. Programs to train
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Domain

Considerations

Policy directions

T7. Blockchain depends on open-source
initiatives which can leave potential
vulnerabilities to potential attackers.

experts on blockchain are
needed.

T8. Programmers can code bias into the
code of blockchain applications which can
affect and favor certain individuals.
T9. Data published in blockchain can create
concerns pertaining to data protection and
privacy.

TP7. Cybersecurity initiatives to
reduce potential vulnerabilities
and development of
cybersecurity frameworks is
needed.
TP8. Promote ethics and good
practices.
TP9. Share norms and ethical
standards.

Economic

Social

EC1. Cost of converting physical data to
digital can increase the cost of adopting
blockchain.

ECP1. Allocation of funds and
Decision-making tools

EC2. Conflict of interest between blockchain
participants can increase the operational
cost of implemented solutions.

ECP2. Partnership between
private and public sectors.
International collaborations.
Guides that assist with role
creations.

EC3. Low financial resources may affect the
upgrade or acquisition of resources to adopt
blockchain.

ECP3. State-like services.

S1. In terms of financial applications,
blockchain solutions require an incentive
structure to enable their dissemination, first
adopters have a greater benefit. Which
creates inequality in the allocation of
incentives in blockchain-based solutions
implementations.

SP1. Transparency laws

S2. Blockchain adoption can increase
unemployment by eliminating certain jobs
(e.g. brokers, agencies, others)

SP4. Mechanism to promote
blockchain technology. Data
protection and data privacy
laws.

S3. Blockchain solutions may contribute to
the financial inclusion of the unbanked.
However, scaling up technology to meet the
requirements of the unbanked is likely to
further deepen the gender digital divide,
leading to an increase in gender
discrimination.
S4. Data published in blockchain cannot be
deleted, which can affect the right to be
forgotten.
S5. The need for specific rules for the
governance of blockchain applications can
cause ethical problems.

SP2. Educational programs.
Initiatives to promote job
creation.
SP3. Promote gender equality.

SP5. Create programs that
promote responsibility through
new technology.
SP6. Anti-discrimination laws
SP7.Local initiatives to promote
awareness. Knowledge sharing
programs. Seek technical
assistance.
SP8.Creation of regulatory
sandboxes.
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Domain

Considerations

Policy directions

S6. Digital identities are a potential
application of blockchain. However, the
promotion of data transparency by public
blockchain can put at risk ethnic, religious,
sexual orientation, or other identifiers.
S7. Human resources in institutions that
adopt blockchain solutions need to also have
the necessary technical ability, skills, and
knowledge.
S8. Blockchain technology requires new
policies that allow businesses to test
blockchain-based solutions. This can cause
problems related to policies, compliance,
and security flaws that might affect social
interactions.
Environmental

EN1. Blockchain solutions consume high
processing resources, which may impact the
environment and further exacerbate climate
change.
EN2. Data is validated and aggregated using
proof-of-work (mining). It resorts to complex
mathematical problems that are highly
energy-intense that in a majority come from
non-renewable energy sources and
contribute to water pollution.

ENP1. Incentivization of use of
renewable energy.
ENP2. Regulations for
environment protection
ENP2. Research and
development funding.

Note: Considerations in chapter 3 were categorized by using TESE framework and policy directions
were drawn by authors to match with every consideration.

6.2. Policy implications from national strategy analysis
Chapter 4 analyzes the conditions of current blockchain policies developed by
countries.
Table 11 Lessons from the experiences of advanced countries in blockchain
policy
Country

Lessons

United States of
America

•
•
•
•
•
•
•

Regulate specific applications of blockchain
Every state has autonomy in policy creation
Technology-agnostic policy
Joining research laboratories
Government grants to promote industrial innovation
Regulatory sandbox for testing
Assign specific roles for policy formulation to each institution

European Union

•
•
•

Open approach
Mandate initiatives to protect the country against crimes
Innovation-friendly approach
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•
•
•

Regulations try to remove existing barriers
Data protection laws
Enhance and promote financing to small- and medium-sized enterprises

United Arab
Emirates

•
•
•
•
•

Multi-faceted blockchain initiative
Incorporate blockchain in government services
Regulatory sandbox
Provision of guidance on the applications of blockchain
International cooperation and collaboration regarding blockchain
standards

Republic of Korea

•
•
•

Regulation specific to the application of blockchain
Laws for capital protection
Reformulation of the Specific Financial Transaction Information Act to
contemplate virtual assets.
Foster of research and development activities
Regulatory-free zones that ease regulations

•
•
China

•
•
•
•
•
•
•
•

Adoption of technology to promote innovation
Development of committees
Provision of standards
Public-private partnerships to promote the development of China's
blockchain service network
Promotion of sandbox pilots
Promotion of a national Blockchain-Based Service Network
Funding for development projects
Incentivization of R&D activities

Note: Lessons were drawn by the authors based on the content of Subchapter 4.3.

However, the biggest challenge in the adoption of blockchain is related to regulation
and policy formulation. The current regulation causes uncertainty and has no clear
panorama about the limitations of blockchain adoption. The innovative aspects of
blockchain technology (e.g. transparency, data openness, permissionless, anonymity,
or immutability) are the most complex problems that nations can confront in terms of
legal aspects and regulation creation. These innovative aspects represent a constant
challenge to law enforcement officers to perform basic legal functions, like determining
what law applies to carry out regulatory monitoring and law enforcement89.

6.3. Policy implications from blockchain use-case analysis
Chapter 5 and Annex 2 presents several case studies that were analyzed to
understand blockchain applications' potential implementation challenges, and course
of action taken by different countries. Below is a summary of the implications and
recommendations pertaining to blockchain policy formulation.
Government should promote different test-runs in an effort to collect data to measure
the impact of blockchain on humanitarian problems.
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•

•
•

•

•
•
•

•
•
•
•
•

•

Users have limited knowledge about how new technologies work. As a
consequence, analyzing user behaviors can represent a challenge in
blockchain implementations.
The lack of implementation of new technologies implies limited data availability,
which makes it difficult to initially assess the impact of blockchain.
Lack of competitiveness in the related industries can pose challenges to
blockchain implementation, hence the necessity to promote and encourage
blockchain use within industrial systems.
Different stakeholders need to commit resources and technical capacity to
implement and apply blockchain technology, which may lead to market
monopoly and deepen inequalities, thereby affecting small players.
Governments should promote funding for the implementation of new
technologies.
Government should be promoting transparency and data availability by
implementing blockchain to solve problems such as counterfeit drugs.
Participation of all stakeholders in any specific process is essential to
implement prototypes of potential blockchain applications that can contribute to
improving individual lives.
Regulation should encourage the use of new technologies like blockchain that
have potential social issues (e.g. counterfeit drugs).
Governments need to define key indicators that allow them to measure the
effectiveness of the implemented blockchain applications.
Governments need to foster strategies that raise awareness on the use of new
technologies for the benefit of individuals.
Sharing data between the public and private sector is important to allow
synergies for the analysis of the effect of blockchain applications.
The adoption of new technologies can also come with resistance, resulting from
individuals’ fear of the unknown. In this sense, governments are enabling efforts
to foster unique solutions and programs that allow individuals to experience
technology in a controlled and safe environment.
Political support is essential to promote, encourage and provide the resources
needed to test and implement new technologies.

6.4. Recommended policy directions
Governments play an essential role in the innovation, development, and adoption of
new technologies. Their role is to create the necessary pillars that will work as a strong
foundation for the development of new technologies for the benefit of citizens. In this
sense, the benefits of blockchain can be used to increase the efficiency, trust,
productivity, and transparency of government services. However, it is necessary to
consider the negative aspects of blockchain. Adverse aspects of blockchain can be
mitigated through effective implementation and policy formulation strategies and
initiatives. This subchapter provides policy directions for blockchain, and elaborates
on the insights and implications drawn from blockchain policy analysis, use cases, and
the takeaways from previous chapters. Policy recommendations and action areas are
presented in eight categories.
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1. Establish standards for interoperability
Many of government systems work as isolated silos. Therefore, policymakers must
promote the standardization of technologies. Countries should support the
development of international standards that address security, privacy, and governance
issues as well as interoperability. Additionally, governments may wish to explore the
creation of certifications centers to ensure the compliance of blockchain architecture
with standards.
Different initiatives of interoperability have been initiated by organizations worldwide.
For example, the International Organization for Standardization (ISO) is developing
technology-agnostic standards for blockchain technology. The technical committee
(ISO/TC 307) established by ISO is developing eleven standards that can have a
significant impact on the standardization of blockchain90. At the national level, the
British Standards Institution (BSI) of the United Kingdom, which produces technical
standards for the country, has started working on blockchain standards for supply
chain solutions based on blockchain. Another case of standard initiatives is the China
Electronics Standardization Institute (CESI) , an institution in charge of standardizing
activities in the field of electronic information technologies. The Chinese government
has recommended the CESI proposed blockchain standards for smart contracts,
privacy, and deposits that seek the promotion of the blockchain industry across the
country91.
2. Improve the capacity for policy integration at different levels of the
government
Policymakers must include key economic, environmental, and social considerations
when designing policies that address the analysis, design, and implementation of
blockchain applications. It is important for governments to select tools that incorporate
environmental, social and regulatory impacts as well as the cost-benefit of
implementing new technologies. They also need to define, at government levels, when
it is possible to use data for other purposes independent of the intended one. In order
to avoid silos, promote the integration of several systems, and integrate requirements
from multiple government sectors, it is essential to reformulate processes and avoid
using those formulated for legacy IT systems.
For instance, the United Arab Emirates (UAE) launched the initiative Smart Dubai that
consists of a blockchain platform as a service to host government use cases.
Currently, the platform hosts over 30 blockchain projects that aim to establish an
integration channel to improve government services and digital integration with the
private sector. In this sense, the United Arab Emirates government has created
policies to promote and transform 50 per cent of government transactions into a
blockchain platform. The government aims to enable a paperless digital layer at all
90

ISO/TC 307. Blockchain and distributed ledger technologies.
https://www.iso.org/committee/6266604.html
91
WEF. (2020). Inclusive Deployment of Blockchain for Supply Chains: A Framework for Blockchain
Interoperability.
https://www3.weforum.org/docs/WEF_A_Framework_for_Blockchain_Interoperability_2020.pdf

43

applicable government services. In this aspect, the Abu Dhabi Digital Authority (ADDA)
has been developing technology policies, standards, strategic plans and initiatives that
promote government integration into a blockchain platform and enable a data
marketplace for the government.
3. Development of guidelines and principles for the adoption of blockchain
With the constant changes in technology, policymakers must provide guidelines and
principles that help organizations adopt the technology. These guidelines should set
the chart of the course for the adoption of blockchain. In addition, the government must
establish a governance framework where all the stakeholders are correctly
represented.
The European Commission has created the European Blockchain Services
Infrastructure (EBSI) and the European Blockchain Partnership (EBP) (refer to Box 3
for more information). These initiatives intend to provide guidelines, address legal and
regulatory regimes issues related to blockchain-based applications. In addition, it aims
to provide cross-border public services through its own blockchain platform92.
Box 3 European Blockchain Partnership (EBP) and European Blockchain
Services Infrastructure (EBSI)
European Blockchain Partnership (EBP) 93
It is an initiative in Europe which aims to develop a blockchain strategy and build a
blockchain infrastructure for public services. This association fosters collaboration
between members of the European Union to support interoperability and
deployment of blockchain-based services. It offers a regulatory environment
according to the laws of the European Union, governance structures and models
that allow the integration of blockchain-based solutions across Europe.
The EBP works as a technological and regulatory sandbox under the principles of a
‘gold standard’ for blockchain:
•
•
•

•
•

Environmental sustainability: Blockchain should be eco-friendly and energy
efficient.
Data Protection: Blockchain should support and be compatible with data
protection and privacy regulations from Europe.
Digital Identity: Blockchain should enhance Europe’s digital identity
framework. Therefore, it needs to be compatible with e-signature regulations
and support pragmatic decentralized and self-sovereign identity frameworks.
Cybersecurity: Blockchain should provide high levels of cybersecurity
Interoperability: Blockchain should be interoperable with legal systems and
across other blockchain at any level.
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European Blockchain Services Infrastructure (EBSI)94
EBSI is designed as a market-friendly ecosystem based on open standards and a
transparent governance model. The EBSI provides its own blockchain at both
European and member States levels. Nodes of the EBSI are distributed across
European countries. Its blockchain ecosystem is designed based on open standards
and a transparent government model. The architecture is a combination of three
layers:
•

•
•

Core Services: Standardized interfaces (APIs), that allow third parties to
develop applications according to the guiding principles of the European
Blockchain Partnership (EBP).
Chain and Storage layer: It is a set of blockchain, and the off-chain protocols
supported by EBSI.
Infrastructure layer: Generic capabilities and connectivity to blockchain
networks.

Some of the use cases supported by EBSI are 1) Self-Sovereign Identity (ESSIF),
2) Diploma Management, 3) Document Traceability, 4) Trust Data Sharing, 5) SME
Financing, 6) European Social Security Pass (ESSP), and 6) Asylum Process
Management.

4. Create a blockchain development committee
Policymakers and business leaders must communicate with each other to understand,
regulate and facilitate the effective adoption of blockchain technology. For this
purpose, governments should create a special committee with the participation of
blockchain experts from the public, private and academic fields. The committee's role
should include high-level discussions on viable paths for blockchain development. In
addition, it can advise on the correct development of public projects and regulatory
frameworks. Under this committee, a specialized task force team may be needed to
provide practical assistance in promoting blockchain adoption. This team should be in
charge of finding government use cases and developing knowledge of the technology.
It should also provide directions to make evidence-based decisions guiding to make
best use of available scientific knowledge and data resources. In this sense, the
committee should define plans and terms of reference that specify ways the country
can develop a strategy for collaboration and identification of key use cases (e.g. land
registration or taxation) for blockchain.
Australia has set up a National Blockchain Roadmap Steering Committee. The
committee brings together experts from government, academia, and industry intending
to analyze opportunities brought by blockchain technology in Australia. In addition to
the experts, four working groups are supporting the committee in exploring
government use cases, economic opportunities, and identifying technical and
94
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regulatory barriers to blockchain adoption. The working groups work mainly in supply
chains, credentialing, cybersecurity, and regulatory compliance obligations.
Government agencies and standardization agencies oversee the working groups'
results and findings to prevent cross-cutting issues95.
5. Promote participation and inclusion of multiple stakeholders to promote
synergy among sectors for the research and development (R&D) of
blockchain
Proper utilization of national innovation systems can lead to breakthrough innovations
in technology. Therefore, governments should promote and create incentives for
innovations in blockchain technology that contribute to SDGs. It is necessary to allow
the participation of multi-stakeholder actors that need to be represented in the
governance structure of blockchain. Guidelines should provide detailed direction on
the role of governments, such as supporting competitive grants and institutional
support for new innovative business models to promote healthy competition in the
sector.
6. Reduce inequality and gender Issues
Policy recommendations incentivizing the participation of women in positions of
decision-making are necessary to reduce gender inequality and gender-based
discrimination. Policies should provide women and girls with learning opportunities on
disruptive technologies at the earliest stages of their formal education. These efforts
can ensure that women are equipped with the necessary skills and knowledge to
develop and benefit from blockchain technologies. In addition, support must be
provided to women’s organizations as well, to increase their effectiveness and provide
affordable access to new technologies.
For instance, UN Women is collaborating with a Norway-based company to provide
blockchain-based solutions that support women and girls when the United Nations’
humanitarian response is needed. Blockchain is intended to be used as a streamlining
solution that supports women to save and store humanitarian cash transfers and
remittances in a safe place 96. In this respect, women who are often blocked from
traditional financial lending services can also benefit from blockchain. For example,
CARE village saving and loan association (VSLA) program has reached 6.7 million
people, primarily women in 47 countries, through the use of a blockchain-based
solution97.
7. Provide incentives for promotion and collaboration
Governments need to support and incentivize the participation of all primary
stakeholders and engage them in the design of tools that allow to properly measure
the impact of blockchain applications implementation. Furthermore, they should create
95
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economic incentives that incentivize startups to develop new blockchain-based
solutions.
In 2021, the Ministry of Science and ICT of the Republic of Korea provided USD 4.5
million in grants to blockchain startups. In a joint effort of the ICT ministry and the
National IT Industry Promotion Agency (NIPA), the Blockchain Technology Verification
Support Project was created in order to boost the commercialization, patents,
copyright, and memorandum of understanding (MoU) contracts of blockchain-based
applications98. Other Korean Governmental Agencies are also supporting blockchainrelated projects, research and development, and are nurturing programs for
blockchain companies99.
8. Promote environment protection and use of renewable energy
Governments should encourage the publication and open data availability of resource
data from renewable energy production in the country (e.g. solar, hydroelectric, wind,
and others). It is important for Governments to ensure a proper legislation that protect
the environment and regulates blockchains’ use of energy.
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7. International cooperation opportunities
Countries have found a unique opportunity to promote and innovate government
services. For example, China created an open public blockchain platform that will allow
small and large companies to find a space to collaborate and exchange information.
Estonia Keyless Signature Infrastructure (KSI) provides a space to store healthcare,
land, and digital court information. International cooperation and collaboration
between nations can accelerate progress towards blockchain adoption. This chapter
presents existing initiatives and opportunities for international cooperation.
1. International partnerships and alliances
Establishing a mechanism to collaborate and exchange ideas on regulations, policy,
or innovation is essential to address some of the challenges brought by blockchain
technologies. In Africa, Asia and the Pacific, and Latin America, governments partner
with organizations from developed countries. For example, the real estate registry
office in Brazil has been working with a startup based in United States of America
(East Coast) to implement a blockchain-based land management solution 100 .
Therefore, governments must consider strategic alliances and partnerships along with
vertical and horizontal integration with their objectives and actions strategies that
accelerate their understanding of blockchain's effects across sectors. However, they
need to consider important related factors such as regulations, technology standards,
interoperability and protocols that create synergy and align with their short-term and
long-term goals.
2. International events, seminars, and talks
It is necessary for countries to join annual conferences dedicated to blockchain.
Researchers could use these occasions to discuss and share results regarding
blockchain technologies and their applicability. Several annual conferences are
dedicated to blockchain, high-profile events:
•
•
•
•
•

New York’s Consensus,
Shanghai’s Wanxiang Blockchain Summit,
Dubai’s Future Blockchain Summit,
Singapore’s Blockchain Summit,
OECD Global Blockchain Policy Forum.

These events promote and catalyze collaboration between jurisdictions as they
provide an opportunity to find synergies between countries with common goals.
Moreover, countries could resort to online platforms to gather international focus
groups related to technological improvements/adaptations of blockchain at the global
or local levels.
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3. Economic conditions agreements
As previously mentioned, blockchain technology adoption or implementation has
several challenges at the technical, administrative, governance, and large-scale
implementation levels. International Organizations need to technically and financially
support countries through the provision of programs which enable them to integrate
into global economy and access funds to develop blockchain-based solutions. Efforts
need to be made worldwide to foster an enabling tax, legal and regulatory environment
for blockchain initiatives to have a global platform for international cooperation.
Similarly, governments should provide more effective and efficient support through
international collaboration to provide healthy economic conditions.
4. Open-Source initiative
In terms of faster adoption, open-source movements enable small and large
companies worldwide to openly collaborate and share ideas and technologies. These
open movements allow the promotion of innovation and a quicker adoption of these
technologies. This is the case of several blockchain technologies (e.g. Hyperledger)
which have open movements for the creation of advanced cross-industry participation
including members from all continents. As more participants join these initiatives,
technology can be developed and spread across countries.
The Hyperledger Foundation, a non-profit organization, brings resources,
technologies and provides the infrastructure to host blockchain projects. The projects
are developed by developer communities, end-user organizations, services providers,
start-ups, and academics. The foundation promotes the open-source collaborative
effort across blockchain industries with the goal to advance distributed ledger
technologies and enhance smart contracts knowledge101.
5. Societal and gender issues
Countries should join efforts to provide guidance on the elimination of sociocultural,
infrastructural, technological, and individual barriers. Efforts should be directed to
explain how these barriers limit access to equal opportunities and livelihood conditions
and what initiatives can be conducted by countries to address these issues. It is
important to promote a public-private alliance that enables blockchain communities
and law enforcement agencies to work together to tackle gender discrimination,
criminal activity and inequality. Blockchain alliances in the world should serve as a
trusted source for law enforcement and regulatory agencies to provide resources,
share knowledge and periodically update technical information on blockchain-based
solutions. Leveraging blockchain to address societal and gender issues can also
contribute to reducing existing misperceptions about blockchain.
6. Climate action
Our planet is running out of time to reduce environmental damage. It is vital to reduce
the environmental impact of new technologies. As mentioned previously, blockchain
technologies consume a significantly large amount of energy to establish trust,
101
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transparency, accountability, and traceability between stakeholders. Therefore,
countries must join efforts to develop technical assistance and investment programs
that support blockchain-based innovation solutions that are eco-friendly and consume
renewable energy sources.
It is also necessary to promote the creation of alliances between governmental
agencies, international institutions, and the private sector to develop guidelines that
support climate initiatives and reduce greenhouse gas emissions. Furthermore,
governments and international organizations need to support and create financial
programs that reward and promote environmentally friendly initiatives, such as clean
technology startups that leverage blockchain technologies to become eco-friendly.
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Annex 1: Examples of Blockchain and sustainable development
1. Opportunities for sustainable development
Blockchain and positive societal outcomes
SDG 1 (No poverty): Equal rights to ownership, basic services, technology, and
economic resources are necessary for every country. However, in many developing
countries, vulnerable populations do not have birth certificates nor official identity
documents. In most cases, undocumented people cannot access government
services or subsidies. Therefore, blockchain can be used to implement a unique
digital identity system which can, in terms, help fight poverty. In Thailand, the
Electronic Transactions Development Agency (ETDA) of the Ministry of Digital
Economy and Society uses blockchains to solve this issue. In 2019, the country
embarked on the Digital ID Project to develop a nationwide digital identification
platform aiming to use blockchain-based timestamping to authenticate and verify
the digital identities of Thai citizens. However, this implies that the entire population
needs to have access to internet connectivity102.
SDG 2 (Zero hunger): Ending hunger that aims to ensure universal access to food
for all, including people in vulnerable situations. In this sense, blockchain can
contribute to the creation of trackable food vouchers. Blocks for Transport is a digital
supply chain initiative in a project developed by the World Food Programme (WFP).
It seeks to increase food transport efficiency between the Port of Djibouti through
the Ethiopian supply chain corridor to their warehouses. This initiative aims to
deploy a private blockchain between supply chain participants. Building Blocks is
another World Food Programme-led initiative which works as a voucher delivery
platform to deliver cash transfers to those in need. Its main goal is to simplify
voucher transactions by removing the need to create virtual custodial accounts with
financial services providers. It consists of a large-scale deployment of blockchain
technology and serves approximately 700,000 Syrian refugees in Jordan103.
SDG 3 (Good health and well-being): Access to quality essential healthcare
services is an essential right of individuals. Blockchain can contribute to the data
protection of patients' records. Blockchain Cuba's healthcare system is an initiative
that allows the use of a modernized information-sharing mechanism in healthcare.
Cuba's healthcare system collaborates with the Electronic Technology Software
Production Company (SOFTEL) to develop a blockchain solution that manages and
allows the exchange of medical information between different institutions in the
country. The project was created in 2019 with the support of the ''Manuel Fajardo''
hospital. SOFTEL implemented a solution that allows digital medical records from
laboratories, CT scans, x-rays, and other tests performed on patients to be
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accessed through Blockchain. This data will be available to any health entity in the
country once a centralized medical history is created at the national level104.
SDG 4 (Quality education): For financial success, it is important to increase the
number of people with relevant skills. At the same time, it is important to receive
and share official credentials securely and efficiently. Blockcerts offers an open
standard for issuing, viewing, and verifying blockchain-based credentials. The
solution records academic, professional certifications, workforce development, and
civic documents into a blockchain. The digital records are registered on a
blockchain, cryptographically signed, tamper-proof, and shared. The main goal is
to enable a wave of innovation that allows individuals to save and share their official
records. The initial design was based on prototypes developed at the MIT Media
Lab and Learning Machine, now known as Hyland Credentials. The project is open
source to encourage other collaborators to engage and get involved 105.
SDG 5 (Gender Equality): Empowering all women and girls and ending genderbased discrimination are essential to reach gender equality. VipiCash won the first
"blockchain hackathon" co-organized by UN Women and Innovation Norway in
2017. VipiCash is an application that uses blockchain technology to enable secure
money transfer among women. This allows them to have access and control over
their own money and gain independence from the male family members. Its founder
is a social innovator who grew up in a refugee camp. The creator is currently
working on creating blockchain solutions to help empower women in humanitarian
crisis situations106.
SDG 6 (Water and sanitation for all): Freshwater supplies need an increase of
efficiency in their distribution. Blockchain enables the creation of a transparent and
reliable water trading system. In Australia, Arup, a multinational firm, is working with
the Government of the State of New South Wales to build a proof-of-concept that
uses blockchain technology to improve the water trading system. This initiative will
allow the state government to provide fairer and more reliable, transparent, and
efficient services to its citizens107.
SDG 7 (Affordable and clean energy). Energy efficiency is important for
sustainability. In the Russian Federation, the power company Rosseti and Waves
Enterprise and Alfa-Bank implemented a pilot project called "Energy accounting
Using Blockchain Technology'' to increase energy efficiency through blockchains.
The solution will be used for electric power metering. The project's main goal is to
ensure transparency of the transactions and data exchange between electricity
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companies and consumers108.
SDG 11 (Sustainable cities and communities): Blockchain can allow cities to be
inclusive, safe, resilient, and sustainable. It can help governments provide a more
affordable and sustainable transport system. The State Railway of Thailand
currently uses blockchain technology to develop a dedicated communications
system. This project can help increase the accuracy of its railway itinerary and
enhance the security of high-value parcels shipped through its logistics network.
The ultimate goals of transportation and logistics are to deploy blockchain
technology, to make cities inclusive, safe, resilient, and sustainable. There are
opportunities for all to access essential services such as transportation, in a
sustainable way109.
SDG 16 (Peace, justice and strong institutions): Part of the goal is the
development of effective, accountable, and transparent institutions at all
government levels. In this sense, blockchain attributes ensure transparency in
transactions and the immutability of the stored data. As a consequence,
governments can empower citizens and increase transparency. For example, the
Bank of Thailand adopted blockchain technology to minimize interbank settlement
fees. A total of 22 banks have adopted this initiative in Thailand that have come
together to formalize the Thailand Blockchain Community Initiative, which will
streamline Letters of Guarantee via a shared trade finance platform. Transparency
guarantees accessibility and availability of commerce and trade documents as well
as other relevant data to the public for criticism or better strategy-making110.

Blockchain and positive economic outcomes
SDG 8 (Decent work and economic growth): Citizens have the right to access
financial services. As part of this goal, it is important to strengthen the capacity of
domestic financial institutions to encourage and expand access to different financial
services. However, this can be very challenging, and in this sense, blockchain can
provide a way for citizens to access financial services (e.g. interest-free loans,
saving accounts). In April 2020, the Federal Tax Service (FTS) of the Russian
Federation launched a blockchain platform named "MasterChain" to issue interestfree loans to Small Medium Enterprises (SMEs). The platform has been designed
using smart contracts of Ethereum to process business owners' applications for
interest-free loans to pay wages. It transfers digital values and information between

108

Shchegoleva, N. G., Terenteva, O. I., & Khabarov, V. I. (2019, November). Blockchain Technology
in Management of the Energy Sector of the Russian Federation. In The International Scientific and
Practical Forum “Industry. Science. Competence. Integration” (pp. 444-449). Springer, Cham.
109
Asia Blockchain Review (2019, December 27). Thailand: The Land of Blockchain. Available from
https://www.asiablockchainreview.com/thailand-the-land-of-blockchain/.
110
Deloitte. Keeping up with Global Fintech Trend. Available from
https://www2.deloitte.com/th/en/pages/technology/articles/keeping-up-with-global-fintech-trend-andthailands-next-move.html

53

platform participants. In addition, the platform provides other relative services111.
SDG 9 (Industry, innovation, and infrastructure): Governments need to promote
and develop sustainable, resilient, and inclusive infrastructure. As part of this goal,
it is important to increase access of small-scale industrial and other enterprises in
developing countries to financial services and their integration to value chains and
markets. Thereby, Blockchain can contribute to creating financial inclusion through
the creation of a transactions system. Latvia encourages e-government in all
domains of Government. It has also explored the use of blockchain systems in the
public sector and government services. A pilot project in Latvia involves the
implementation of a transactions system reform that would strengthen the
supervisory capacity of the VID (Valsts Ieņēmumu Dienests / State Revenue
Service of the Republic of Latvia). The objective is to reduce unregistered cash flow
and provide relief to businesses in their financial and administrative activities. As a
consequence, the use of paper receipts is reduced as well112.
SDG 10 (Reduced inequalities): The information can help to eliminate the digital
divide and increase the opportunities for every community. To improve schools'
internet connectivity worldwide, UNICEF proposed the Project "Connect," a
blockchain-based platform that aims to map every school in the world and its
connectivity. The initiative aims is to provide real-time data which assesses the
quality of each school's internet connectivity, eventually creating an observable
metric of society's progress113.
SDG 12 (Responsible consumption and production): The world needs a
sustainable use and management of natural resources. For example, Blockchain
can provide a seafood traceability system for quality control. Bitcliq, a technological
SME, developed a blockchain-based e-marketplace for seafood trading. The
platform, named Lota Digital, allows fishers to register and sell fish and other
varieties of seafood on the platform. It provides a quality control service in the
auction process and controls the trade agreements between the buyer and the
seller through blockchain114.
SDG 17 (Partnerships for the goals): Mobilizing financial resources for
developing countries is a challenge. The use of Blockchain as a platform can help
to coordinate and trace international aid. In collaboration with the fintech startup
Disberse, UK Aid launched a pilot project to test whether using blockchain
technology could solve problems of transparency, speed, efficiency, and
mismanagement of aid funding across the financial supply chain. Financial flows
from donors represent large sums of money but form complex dependencies that
are difficult to understand at each level. Such a traceability problem means that
analyzing the effectiveness of the complete system is not enough. Indeed,
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blockchain-enabled platform is used to coordinate and trace international aid
transactions using smart contracts. The platform is combined with a virtual money
account linked to a registered banking provider. This solution has improved the
overall speed, cost, and transparency of funds across the financial supply chain115.
Blockchain and positive environmental outcomes
SDG 13 (Climate action): As climate is gradually deteriorating and threatening the
planet’s sustainability and balance, building knowledge and capacity through open
platforms is important to address climate change. For example, the low carbon tea
project in Kenya (GLI-TEA) ran a pilot testing on blockchain technology for the
Kenyan tea sector. The project expects blockchain to support the traceability and
transparency of the tea value chain production and emissions. At the same time,
they are increasing trust among consumers and retailers. Promoting tea as a
'carbon sink' could give farmers potential access to carbon markets, bringing
economic incentives for small-scale tea producers116.
SDG 14 (Below water): The protection and restoration of ecosystems can help
mitigate climate change. However, the high demand and consumption of plastic
products highlights the urge to implement plastic waste reduction initiatives and
prevent plastic waste from polluting rivers and oceans. The Plastic Bank is a nonprofit social organization that uses blockchain technology to track recyclable
materials and provide rewards in the form of virtual currency tokens to those who
bring plastic waste to recycling collection areas. The initiative intends to address
marine plastic waste in developing countries by collecting plastic and pushing
companies to use the collected plastic, also known as social plastic, in their
products117.
SDG 15 (Life on land): The conservation of species is important to promote life on
land. Wildlife Credits is a wildlife conservation incentive payment scheme
developed and piloted by Namibian community-based natural resource
management (CBNRM) organizations. They offer conservancies direct payments
for wildlife sightings on their territory and for maintaining habitat, mainly in migration
corridors, in locations where rule of law is not upheld and banking infrastructure is
poor. Payments for ecosystem services (PES) schemes can be corrupt, and
payments sometimes fail to reach their recipients118.
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2. Potential for a negative impact on sustainable development
Blockchain and negative societal outcomes
SDG 3 (Good health and well-being): Data is essential to access quality
healthcare services. However, storing extensive records on the blockchain, such as
complete electronic medical or genetic data records, would be inefficient and costly.
In addition, storing personal health data 'on a chain', thus, making it visible to other
network participants is a data privacy infringement119.
SDG 5 (Gender Equality): A European Union (EU) report on the gender digital
divide mentions that severe gender inequalities persist in the digital sector. Women
in particular face numerous difficulties in the ICT sector120 and make up 55 per cent
of the world’s unbanked population (World Economic Forum). In addition,
blockchain technology was not designed with low-income customers in mind.
Therefore, if blockchain technology is used to promote financial inclusion and
reduction of gender inequality, low-income female customers will encounter
difficulties to process transactions relating to blockchain as there is a clear barrier
in accessing the technology necessary to use blockchain applications that promote
gender equality 121 . This is due to blockchain's anonymity characteristic which
renders it impossible to reveal the percentage to which blockchain is promoting
gender equality.
SDG 6 (Water and sanitation for all): The extensive use of technology and digital
tools has a direct detrimental impact on water pollution. Local water ecosystems
are affected due to water overheating and widespread use. The transaction
validation process used by proof of work requires highly complex mathematical
problems to create more currency and is highly energy-intensive. Blockchain
technology solutions consume most of the electricity needed from non-renewable
energy sources, which can cause CO2 emissions and a freshwater footprint, as
water is necessary to produce energy122.
SDG 11 (Sustainable cities and communities): In extreme cases, deleting data
is necessary, which contradicts the blockchain principle of immutability. Technically
speaking, it is impossible to delete data from the blockchain. From a legal
perspective, European countries refer to this as the "GDPR-blockchain paradox,"
given that everyone has the "right to be forgotten." Therefore, it is important to have
options to adapt blockchain technology under heavily regulated frameworks that
protect citizens’ privacy123.
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SDG 16 (Peace, justice and strong institutions): Digital identities also raise
important questions about privacy and control of data. Blockchain requires
integration with digital data sources, which negatively impact groups that can be
discriminated against by having analog data. Converting physical data into digital
form will increase the cost of technology adoption as well as implementation time.
At the same time, data accuracy can be limited due to human error, and such gaps
need to be addressed by governments seeking to implement a digital identity124.
Blockchain and negative economic outcomes
SDG 8 (Decent work and economic growth): Blockchain adoption requires a
stable access to the internet or local networks to provide access to data stored in it.
This lack of access can negatively impact society's adoption of information or
relevant industry promotion using blockchain technology as the standard. Rural
communities that lack internet access can be excluded from banking, insurance, or
other financial services.
SDG 10 (Reduced inequalities): Blockchain technology enables decentralized
solutions and eliminates interface/intermediary roles. This adoption can impact
social behaviors and dispute resolution activities (e.g. mediation, negotiation,
management skills), while jobs such as brokers, agencies, or auditors may
gradually disappear the process125.
Blockchain and negative environmental outcomes
SDG 13 (Climate action): Part of the design of blockchain technology is the
increasing difficulty of transaction validation. This increasing difficulty, combined
with competition among participants, requires increasingly powerful computers and
data centers that consume large energy amounts126.
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Annex 2: Case Studies of blockchain based on OECD OPSI
1) Counterfeit Medicine Detection Using Blockchain Technology and AI
(Mongolia, 2018)127
Case summary
The Mongolian government has signed a Memorandum of Understanding partnership
with British company FarmaTrust, a blockchain and AI solution provider for the
pharmaceutical and medical sectors, to conduct a feasibility analysis project related to
blockchain technology and AI-based counterfeit drugs detection (from February to
October 2018). Mongolia is an area where counterfeit drug cases occur frequently and
the country has a population of only 3 million, making tracking and implementation
rapidly expandable at the national level. The purpose of the project is to increase
transparency in the drug supply chain through the application of advanced
technologies such as blockchain technology, AI, and Big Data analysis for saving
thousands of lives by removing counterfeit drugs.
First, they tried a trial application to the Tuv region, which is located outside the capital
city of Ulaanbaatar. Blockchain, AI, and Big Data analysis technologies are applied to
the government's pharmacy monitoring and inspection support and pharmaceutical
supply chain management, including warehouses and retailers, to detect counterfeit
drugs as well as end-to-end supply chain management. Blockchain application makes
it impossible to change the database of all stakeholders in the pharmaceutical supply
chain, enabling more efficient and easier tracking and processing of shared records
and checking the authenticity of drugs. By applying AI and Big Data analysis, data
from all supply chains can be analyzed in real-time, forged drugs can be detected and
automatically reported. Manufacturers to retailers can check all history information and
expiration dates through drug label scanning using mobile applications.
Challenges
•

•

Participation in all kinds of supply chain partners: End-to-end tracking of drugs
requires all supply chain partners to participate in this project. The national
regulatory framework on the falsified medicine directory is needed for this.
Cooperation with the overseas pharmaceutical industries: Due to the lack of
competitiveness in related industries in Mongolia, cooperation with foreign
companies was promoted which may create limitations due to constraints
imposed by partner companies. It is necessary to lay the foundation for
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cooperation to foster an industrial ecosystem related to new technologies in
Mongolia.
Conditions for success
•

Feasibility projects based on cooperation with the private sector: It was possible
to estimate policies, principles, and budget sizes necessary for the successful
implementation of national-scale projects by promoting feasibility projects
through cooperation with private companies with technologies.

2) ID2020 Alliance (United States of America, 2018)128
Case summary
ID2020 Alliance has a secretariat in New York as a public-private partnership that
maximizes the potential of digital IDs to improve life and wellbeing.
Through public-private cooperation, the ID2020 Alliance conducted a project to
provide digital ID solutions for the world's most vulnerable populations, especially
refugees and stateless people, in 2018. This project will establish digital ID technology
standards and solve the alienation and citizenship of about 1.1 billion people
worldwide who live without legal identification cards.
This project promoted two pilots in 2018. The first pilot project was led by a partner
company, “iRespond” which cooperates with the International Rescue Committee
(IRC) to provide iris recognition and blockchain-based digital identification for refugees
at Mae La Camp in Thailand. This digital identity allowed beneficiaries to constantly
access healthcare services and job-related services.
The second project provided biometric verification and blockchain-based digital
identification cards to improve access to energy subsidies, through close cooperation
with the Indonesian National Team for the Acceleration of Poverty Reduction.
The ID2020 Alliance creates a pool of funds to ensure the continuous implementation
of influential digital ID projects and supports significant programs that meet core
technology and ethical standards. Future pilot projects include the provision of
vaccines, child health records, financial inclusion through verifiable credit records,
refugee settlement, and humanitarian passports.
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Challenges
•

Limited assessment methodologies: As ID2020 is piloting a variety of different
digital identity solutions, in different geographical jurisdictions, it is not easy to
gather, analyze, and compare data across target populations and solutions. To
reduce these limitations, ID2020 has tried to develop and adopt robust
monitoring, evaluation, and learning framework across all ID2020 pilot partners.

Conditions for success
•

Since the political environment is unstable in countries with more refugees and
stateless populations, maintaining good relationships with pilot project partners,
governments, and non-profit organizations is a key factor in success.

3) Transforming International Remittance for Serbian Diaspora using
Blockchain Technology and Digital Identity (Serbia, 2018)129
Case summary
In September 2018, in order to solve the problems of existing remittance services, the
city of Nis administration in Serbia launched a blockchain-based application that
provides inexpensive and transparent remittance services to users inside and outside
Serbia.
The development resulted from a collaboration between "Aid: Tech”, an Irish
blockchain platform company with practical use cases such as blockchain-based
remittance, international aid, donation, social welfare, and medical care, and United
Nations Development Program (UNDP) Serbia.
This application provides remittance functions with Serbia's diaspora and relatives in
Serbia. It comprises a dedicated interface for UNDP Serbia managers, utility providers,
and merchant partners, including grocery retailers, allowing the sender to decide
where and how to remit the money when remitted. In addition, it creates a digital ID
that can be used for money transfers and other purposes. This allows recipients to
make online or in-store purchases with the funds they receive through a digital voucher
ID.
The technology ensures traceability, transparency, and insight into international
remittances for diaspora remittances to Serbia. The remitter can transfer money in a
cheaper and more accessible way, compared to using intermediary services. The
129

Sources: 1. OECD OPSI (Observatory of Public Sector Innovation), Transforming International
Remittance for Serbian Diaspora using Blockchain and Digital Identity, https://oecdopsi.org/innovations/transforming-international-remittance-for-serbian-diaspora-using-blockchain-anddigital-identity/
2. UNDP Serbia, Blockchain links Serbian diaspora and their families back home, 2018.7.3.,
https://www.rs.undp.org/content/serbia/en/home/blog/2018/blockchain-links-serbian-diaspora-andtheir-families-back-home.html

60

Serbian government can make better economic policy decisions based on a higher
understanding of funds' inflow and distribution channels.
Challenges
•

•

•

Difficulty to analyze user behavior: To mitigate risks such as incorrect
assumptions on user behavior and lack of contextualized understanding to
meet user and the market needs, it is crucial to work with partners who directly
interact with users, or with users themselves.
Limitation of spread: Successful outcomes of blockchain-enabled projects can
only be achieved when the sender and recipient are aware of the usefulness of
this application. In addition to user convenience, government-level promotion
strategies are needed to encourage its use and adoption.
Difficulty to assess the impact: As there is currently little usable data and no
comparable program in place, there are no reference points in terms of
measurement of the solution’s impact. Instead, these indicators will be
measured based on the growth rate.

Conditions for success
•

Partnerships with global specialized companies were able to produce highquality results quickly. Still, it is necessary to secure cooperation and capacity
with Serbian companies through expansion and maintenance, to ensure the
initiative’s sustainability.

4) Harnessing the potential of blockchain technology for due diligence and
sustainability in cotton value chains (Switzerland, 2021)130
Case summary
The United Nations Economic Commission for Europe (UNECE) has developed an
open source blockchain system to advance responsible consumers’ choices and
business conduct in the cotton market. Through the system, industry actors can track,
and trace sustainability and circularity claim for cotton-made clothing, from field to
shelf, based on the United Nations standard for traceability and transparency of value
chains.
This project is jointly implemented with the International Trade Center (ITC) from 2019
to 2022 and is linked to the UNCE-UN/CEFACT framework initiative of "improving
traceability and transparency for sustainable value chains in clothing and shoes."
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The pilot operation is conducted in cooperation with brands, cotton cooperatives,
certification bodies, and clothing manufacturers covering the entire spectrum of the
value chain process from site to shelf in countries such as Egypt, Germany, Italy,
Switzerland, the United Kingdom, and the United States of America.
This project aims to provide data stored in the blockchain to support claims formulated
along the value chain by value chain actors and partners. The data is analyzed from
a business and legal point of view to ensure confidentiality and privacy by design
through multiple levels of supply chain data disclosure on the platform. To complement
digital traceability, physical traceability (connectivity between physical and digital
traceable assets) can be ensured through DNA markers. Physical traceability adds a
layer of reliability that supports risk mitigation, quality control, and claim execution.
The project also provides open source solutions as a global public good that utilize
cutting-edge technologies to achieve the SDGs. It requires the provision of a neutral
and cooperative platform enabled by the leadership of UNECE.
Challenges
•

Participation in all kinds of supply chain actors: To effectively coordinate the
collection of relevant information and supporting documents and achieve endto-end traceability, all value chain actors need to commit and allocate the
necessary financial, human, and technical resources. Such solutions may be
challenging for SMEs, small-scale actors, and vulnerable groups due to the
digital gap, implementation costs, and the skills required. Through the proof of
concept phase, they could validate that the new proposal fits with the needs of
the industry actors.

Conditions for success
•
•

The UNECE built a standardized approach to trace information exchange and
sustainability performance.
The UNECE leadership led the provision of a neutral and collaborative platform.

5) Blockchain of Frequencies (France, 2018)131
Case summary
Due to the spread of IoT devices and the increase in demand for radio frequencies in
the general authorization band, the risk of system collision and QoS collapse is
dramatically increasing. The National Frequency Agency (ANFR) has developed a
blockchain solution that reserves frequencies in the general authorization band,
especially Programme-Making and Special events (PMSE) bands in 2018. The
solution aims to prevent signal interference between numerous wireless microphones
likely to use the same frequency during major special events such as sports, cultural
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or political events (Roland Garros, France Galo, etc.). This project is conducted in
collaboration with Blockchain Partner, a startup specializing in blockchain technology,
and is using the Ethereum blockchain.
Since it is based on blockchain technology, the solution ensures integrity, invariance,
transparency, traceability, and hearing of frequency reservations. It is also developing
a software-designed radio-based spectrum organization to supplement solutions and
connected objects can dynamically organize their frequency jobs through blockchain.
Challenges
•

Lack of understanding of blockchain technology: Blockchain technology implies
a very different way of thinking. The project team met various design failures
during the testing phases but was able to solve these issues by adopting an
Agile method to project management.

Conditions for success
•

•

To increase the adoption of this application by users, the project teams tried to
make the frequency booking interface more user-friendly and to mask the
complexity of the underlying BC technology.
It was important to accurately understand and define the process before
starting the solution design and to work with all stakeholders to plan and
carefully think about the solution’s purpose and consequences.

6) Reducing Friction in Trade (RFIT) (United Kingdom, 2020)132
Case summary
The Reducing Friction in Trade (RFIT) project was launched in March 2019 as a proof
of concept to determine how blockchain distributed ledger technology and related
technologies can smoothly integrate supply chain data with HM Revenue and Customs
and Food Standards Office systems.
The proof of concept collected upstream data from wine producers that are relevant
to Port Health Authorities and Customs and Border agencies and distributing it to
authorized parties downstream in a secure manner within a blockchain. This reduced
the administrative effort required for traders at the border and showed potential to
achieve additional efficiencies by expanding early work into "intelligent/smart
contracts" that can further automate processing.
This platform was built in an open manner that can be expanded to avoid dedicated
systems or interfaces, and which can provide tracking functions using the Internet of
Things (IoT) tracking device to capture and relay related parameters such as location,
temperature, and humidity.
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Challenges
•
•

Funding: Government lacks methods to evenly distribute fundings among
existing projects that include innovative technology.
Data sharing method: There is a need to devise ways of sharing data that will
benefit both industry and government, especially more connected systems.

Conditions for success
•

A good mix between private industry and government is critical for this project:
the government can lead and invest in minimal requirements in order to attract
the private sector.

7) GovTech: Using technology to support the Sustainable Development
Goals in Portugal (Portugal, 2018-2019)133
Case summary
Starting 2018, the Portuguese government has been holding the GovTech competition
to promote sustainable economic growth and innovation, revitalize the governmentsector startup ecosystem and open new economies. The government applied
blockchain technology to the GovTech voting process.
All information was published on the GovTech website, and citizens wishing to vote
could cast their votes after creating an account using a citizen card or digital mobile
key on the GovTech website. The voting process used a blockchain-based virtual coin
called ‘GovTech’ to encourage citizen participation and make voting more interesting
while introducing the concept of investment.
Citizens automatically get a virtual wallet after creating an account on the website and
receive financial incentives in virtual coins when participating by using a digital mobile
key instead of a citizen card, joining roadshows, inviting friends, etc. On the website,
citizens can use their virtual coin ‘GovTech’ to vote for their preferred project and invest
in them.
As a result of the first competition in 2018, among the 140 applications, a total of 113
cases, excluding 27 cases that do not yet have functional prototypes, have been
approved and put on the vote. Out of the 4,963,100 GovTech virtual coins issued from
1,532 virtual wallets, 4,559,312 were invested in the project.
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By applying blockchain technology to voting, it was possible to maximize unique user
experiences and citizen participation, while ensuring security and transparency of
processes and the reliability of competitions.
Challenges
•

Technology-task fit: The use of blockchains was a challenge, mainly because
the voting system had to be something replicable, secure, transparent but also
user-friendly. The voters had to feel comfortable using it, so the solution was to
design the voting process as a game, which ended up working perfectly.

Conditions for success
•

•

By introducing a unique, fun, and user-friendly voting system based on
blockchain technology in the voting process, the project was able to encourage
participation in competitions and test the potential of blockchain technology.
This case shows that designing user experience before estimating the potential
of blockchain is an important factor in the new technology application business.
Political willpower and support is also essential: In order to succeed, a
competition of such magnitude requires human and financial resources, as well
as a dedicated team to design all processes and evaluate project submissions
according to the criteria. Therefore, these types of resources are only available
if the project benefits from political support.

8) The Child Package – using blockchain technology to improve services for
residents (Netherlands, 2017)134
Case summary
The municipality of Zuidhorn (now Westerkwartier) launched a blockchain-based Child
Package application in November 2017. The Child Package is a scheme intended for
children from low-income households.
At the time, running this scheme was a cost-intensive undertaking for the local
authority, involving physical vouchers that people could use to purchase products at
certain shops, and which applicants would have to pick up on a date set by the local
authority. After four months of hard work, which involved close collaboration with local
civil servants, the Child Package process was changed and provided through
blockchain. Nowadays, using the Child Package scheme no longer involves physical
financial transactions. Instead, residents logged in on a website using an activation
code and can use a QR code to pay for child products at participating regional
businesses.

Source: OECD OPSI (Observatory of Public Sector Innovation), The Child Package – using
blockchain technology to improve services for residents, https://oecd-opsi.org/innovations/the-childpackage-using-blockchain-technology-to-improve-services-for-residents/
134
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For this project, the municipality formed an innovation and research team, which
designed, developed, and delivered a blockchain-based children's package process
in four months. The children's package application will be expanded by reflecting the
pilot results.
Challenges
•

•

Lack of knowledge about technologies: There were people who expressed
reservations on the usefulness of blockchain. Furthermore, it was difficult at
times to explain the technical aspects of the application to colleagues from nontechnical backgrounds.
Another way to work: In particular, being able to innovate using new
technologies based on entirely different operating methods required thinking
outside the box, while remaining within the box of municipal organizations.

Conditions for success
•

•

With the strong leadership of the vice mayor of local governments, it was
possible to re-establish digital-based processes as well as develop blockchainbased children's package applications in a short period.
While developing the child package, the Zuidhorn municipal authority has
leveraged social and political interest in the application of new technologies
such as blockchain to foster an easier environment for the project to be carried
out.
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APCICT
The Asian and Pacific Training Centre for Information and Communication Technology
for Development (APCICT) was inaugurated on 16 June 2006 as a regional institute
of Economic and Social Commission for Asia and the Pacific (ESCAP), and is located
in Incheon, Republic of Korea. Guided by the 2030 Agenda for Sustainable
Development and other internationally agreed development goals, the Centre’s
objective is to build and strengthen the capacity of members and associate members
of ESCAP to leverage information and communication (ICT) for the purpose of socioeconomic development. APCICT’s work is focused on training, knowledge sharing,
and multi-stakeholder dialogue and partnership.
APCICT is located in Incheon, Republic of Korea.
http://www.unapcict.org

ESCAP
The Economic and Social Commission for Asia and the Pacific (ESCAP) is the most
inclusive intergovernmental platform in the Asia-Pacific region. The Commission
promotes cooperation among its 53-member States and 9 associate members in
pursuit of solutions to sustainable development challenges. ESCAP is one of the five
regional commissions of the United Nations.
The ESCAP secretariat supports inclusive, resilient and sustainable development in
the region by generating action-oriented knowledge, and by providing technical
assistance and capacity-building services in support of national development
objectives, regional agreements and the implementation of the 2030 Agenda for
Sustainable Development.
https://www.unescap.org
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