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Abstract

E-commerce is one of the best known and most common applications of ICT. The increased demands for efficient collection, dissemination and processing of information often results in the reengineering of business processes to adapt to e-commerce practices. This however raises various legal issues such as sufficiency of online contracts and electronic documentations, records and evidence, security or equal and available access to services. E-commerce basically lies at the crossroads of many different legal areas in which solutions prescribed by traditional legal understanding may no longer be applicable. Hence, the focus will be on the legal obstacles as well as the solutions to resolve such obstacles often arising from e-commerce transactions.

The paper will highlight various legal issues that may hinder e-commerce and the solutions which have been devised at international and regional levels to resolve the issues. This includes comparative studies on other jurisdictions which have successfully implemented or incorporated e-commerce solutions into daily government activities.

The intended result is to show how e-commerce can be transformed to work for the benefit of the Kingdom. This requires understanding of the legal issues that may prove to be impediments to the successful implementation of e-commerce. 

This paper is intended to provide the participants of the Symposium with a comprehensive overview of e-commerce with its various legal issues and problems which might pose to be a threat to the implementation of e-commerce in the Kingdom.

	Abu Bakar Munir is an associate professor from University of Malaya, Malaysia, specialising in ICT Law. He was an ICT Law Adviser to the Dubai Internet City, Dubai. He is a member of the UN ICT Policy and Internet Governance Task Force and a Council Member of Asia Pacific Privacy Charter. He is also an ICT Law consultant to some governments and private entities.

He is the author of the books "Internet Banking: Law and Practice" (2004), "Privacy and Data Protection"

(2002) and "Cyberlaw: Policies and Challenges"(1999).

Abu Bakar has published numerous articles on several aspects of ICT law and speaks extensively on the subjects
Mr. Sonny Zulhuda is a legal consultant at Jakarta-based Center for Regulatory Research (CRR). His expertise is mainly on cyberlaw, e-commerce law, e-government, ICT risk management and information security law. He has over four years of consulting, corporate training and lecturing experience, within both private and government institutions in <Malaysia> and <<Indonesia>>. He is currently undertaking his doctoral research at the International Islamic University Malaysia (IIUM), <<Kuala Lumpur,>> on the information security legal framework for the protection of electronic asset.


Defining Electronic Government 

Electronic Government or e-government means different things to different people. To some, the term may mean little more than accessing government information. For those actively involved in the policy thinking behind electronic government, it is far more than this; electronic government is seen as an opportunity to harness technology in order to improve the efficiency of government and to reinvent government’s relationship with citizens, businesses and other branches of government.  Gordon defined e-government simply as the use of ICT to improve the process of government
. 

According to the World Bank, e-government refers to the use by government agencies of information technologies that have the ability to transform relations with citizens, businesses, and other arms of government
. These technologies can serve a variety of ends: better delivery of government services to citizens, improved interactions with business and industry, citizen empowerment through access to information, or more efficient government management. The resulting benefits can be less corruption, increased transparency, greater convenience, revenue growth, and/or cost reductions
. 

The UK National Audit Office states that electronic government means “…providing public access via the Internet to information about all the services offered by central government departments and their agencies; and enabling the public to conduct and complete transactions for all those services for example paying tax, claiming and receiving benefits, getting a passport. It is also about departments harnessing new technology to transform the internal efficiency of government departments…”

Defining and conceptualizing e-government in a narrow manner restrict the range of opportunities it offers. One of the reasons why e-government initiatives fail is related to the narrow definition and poor understanding of the e-government concept, processes and functions. E-government is a multidimensional and complex concept, which requires a broad definition and understanding, in order to be able to design and implement a successful strategy.

The statement of the UK’s National Audit Office, arguably, lacks precision, since it suggests that the internet is the only vehicle for providing electronic services and that only central government is involved
. The World Bank’s definition is more successful in indicating the wider application of technology to government, the rationale for doing so and certain of the benefits expected to arise from the implementation of electronic government
.

Why ‘e-City’?

It is noted that some governments opted to go for establishments of ‘smart-city’ or ‘electronic city’ (‘e-city’) instead of declaring a nation-wide e-government initiatives
. This kind of initiatives is understandable for at least two reasons. Firstly, as in major change management effort to reach their national goals in certain development projects, governments find it necessary to conduct a more focused development model that serves as a test-bed. Pilot projects are expected to stimulate further development at national level. E-city is therefore regarded as initial reflection of e-government model a country wishes to adopt. 

Secondly, which is more pragmatic and realistic, governments do acknowledge that their regions do not develop in equal speed and intensity. Some sections in the country are more ready to embrace IT compared to others. Regional levels of literacy and infrastructure are just not the same. And this is mainly influenced by naturally demographic reasons: population, education and natural resources. In this sense, e-city projects are just the best way to go about this change processes.

Whichever reason that may have pushed governments for an e-city initiative, the bottom-rule is rather clear: governments acknowledge the importance of reshaping their governance processes in the wake of ICT developments and challenges.

Legal Issues and Challenges; 

Towards Legal & Regulatory Framework for e-Government

One should always bear in mind that e-government will be shaped not only by the new possibilities offered by technology, but also by the new risks and threats to the nation’s economy and security of individuals and organizations (including the governments themselves). The threats range from risks of data security and privacy, system intrusion, cyber-crime attacks, e-transaction process manipulations, and so on and so forth. 

This is again not a question of whether or not we should take the risk. Rather, the question is how these risks should be managed and mitigated through various ways. And one way that is emphasized by this paper is: legal and regulatory framework.

It is noteworthy that, opposite to common belief as to the exaggerated role of technology and innovations, e-government initiatives are management-driven instead of technology-driven. Managerial issues include leadership and regulatory frameworks through laws, by-laws, policies and administrative decrees. 

A study has identified five reasons why ICT adoption by the majority of Asia-Pacific governments was still relatively slow
. Interestingly, out of those five, four are related with the lack of, or absence of, necessary legal and regulatory framework for e-government: firstly, the legal framework in most countries, with regards to ICT, is weak. Secondly, there are no clear guidelines on what information can be shared, so government departments tend not to share at all (and this obviously hinder various e-government processes). Thirdly, intellectual property (IP) rights are not adequately protected. And fourth, procurement standards are weak or non-existent
. 

These policy and regulatory framework is a prerequisite environment for e-government and other ICT development initiatives. The Islamic Development Bank (IDB) does acknowledge the importance of enabling policies and regulations as the ‘foundation and first strategic pillar’ to encourage and stimulate growth of ICT
. IT states that as an enabler of socio-economic development, ICT policies and regulations must be consistent with education, social and economic policy.

Thus it is understood why the government of Malaysia formally pledges its commitment to become a regional leader in Intellectual Property (IP) protection and Cyber laws as part of its Multimedia Super Corridor (MSC) project
. Its former prime minister declared that the development of ICT without parallel development of ICT laws can only result in destructive abuses
.

The legal and regulatory framework as required for e-government projects obviously vary from one country to another depending on the unique legal systems and legal environments. Nevertheless, since ICT is a borderless phenomenon, there are common issues that may be shared by governments in the world, and may therefore apply also to the initiatives by the government of Kingdom of Saudi Arabia (KSA).

1. Security issues

In all e-government projects, it is always the ideal objective to reach as high level of public participation as possible. For this purpose, emphasis has been given to create and increase the level of ICT literacy and Internet penetration of public. E-government then simply means that more people should -and will- be connected through the Internet. 

This also means that government’s data and system is practically exposed to public realm through the Internet. This is a realm that does away with borders; enabling individuals interact dynamically with others across the globe. That interaction opens unprecedented doors of freedom and economic opportunity, not just for the people and government of KSA, but for all peoples and governments of the world who gain Internet access. 

Yet for all the positive possibilities, the challenge is that criminals and those ideologically bent on attacking economic and cultural stability now can operate on a global scale, reaching through the Net into virtually every wired community on earth
.

In this respect, the government of Malaysia has identified eight common information security threats that may impede the operation of its public sector ICT system
. They include errors and omission, fraud, employee sabotage, loss of physical support, malicious hackers, malicious code (e.g. computer viruses), industrial espionage, and foreign government espionage.

Obviously the threat that is posed is not just a threat to individual entities or to individual citizens. The threat is also one that is posed to nation's critical infrastructures, the services that people rely on for the very functioning of their economy both as individuals and organizations. 

Attacks against a nation's infrastructure –things like telecommunications and information systems, electrical, energy and transportation– have always been possible by enemies of the state. But what is different now, in the information age, is that these things are much more vulnerable than they ever were before. Increasingly they are reliant on the Internet and the public-switch telecommunications network not just for communications, but for their very operation.

The e-City initiatives that the government of Kingdom of Saudi Arabia wishes to establish need to comprehend the nature of this information security threats. The country is a destination of millions of foreign pilgrims and visitors every year. Databases and information management of the pilgrimage need to be given utmost security from unwanted intrusion. Critical information infrastructures such as those in the airports, hotels, government services and many more that are used to support the whole complicated pilgrimage management must be preserved from abuse and attacks. This is how the e-City initiative requires comprehensive management framework and legal protection. 

Due to the ubiquitous and decentralized nature of the Internet, however, attackers can operate from virtually anywhere and have access to those critical infrastructures just as easily from a foreign country as they could from within one’s country. And because these infrastructures are all interdependent, if someone brings down one of them, this can have a cascading effect on the rest as well. The vulnerabilities are multiplied many times because of these interdependencies.

To sum up, risks for data and information security breach that accompany the e-government projects perhaps cannot be at all avoided, but they can be mitigated. Appropriate legal protection needs to be established and widely educated to citizens. This legal framework should at least convey three-fold messages: first, that there are certain things that people must not do when they are embarking the realm of interconnectivity within the cyberspace. Secondly, that any attempt to cross this legal border must meet appropriate penalties, and anyone suffers should get remedy. Thirdly, e-government initiatives require higher and stricter protection on the national information infrastructure.

2. Privacy and Data Protection

Among the consequences of the increase in public participation following e-government processes is that people allow massive volume of the transfer, collection, exchange and exploitation of individuals’ personal data and information. The fact that governments handle more information and data about the citizens creates a major worry among public about how their privacy is preserved. The worry of personal information abuse is even exaggerated by the ever increasing government’s adoption of electronic processing system and electronic surveillance and monitoring in workplaces. The abuse may result from either intentional sabotage or simply human errors and mistakes. 

Citizens are the ‘consumers’ of public sector services. Their personal data are valuable properties that they do not want them to fall in wrong hands. Government sectors are constantly collecting, swapping, processing, storing and exchanging personal data. In a commercial networked environment, huge amount of personal data may now be collected from Internet users and aggregated to create a profile of their online activities and preferences. And in some cases, this collection and aggregation take place without the data owners’ knowledge! In a networked world, ensuring privacy of consumers is much more difficult compared to the physical world.

The availability of bulk of personal data in the networked world has allured businesses and organizations to exploit them for the purpose of their business. Therefore if these data fall in the wrong hands, they can turn to expensive commodities for sale. And this is a practice that may have been there for some time, but people just do not realize the risk that awaits them
. 

Without adequate protection on personal data, people’s trust on the system may erode and thus e-government initiative may just face a high stumbling wall that blocks effectiveness that it seeks to achieve. Without appropriate legal framework, many more risks are bound to follow:

Legal Liability Risk – An unauthorized use of people’s personal information may lead to legal liability for anyone who mishandles those data. The government should look into this matter in order to avoid unnecessary legal suits by people who find out that their data are being abused. Therefore, the law on personal data protection prescribes rights, obligations and duties to be assumed by all parties involved in the personal data collections, use and management. For the implementation of these rights and duties, the law regulates the manner of enforcement, and in event of contravention or neglect of those rules, the law provides for penalties, both for criminal and civil claims.

Financial Risk – Without proper, systematic and legitimate processes in handling personal data, government may end up spending unnecessary huge amount of money in order to satisfy the demand of consumers or foreign investors for an adequate protection of personal data. As more foreign businesses and governments are now worried with their personal information being mismanaged and misused, they would possibly require certain legal protection being addressed in accordance with their own law. In this respect, the European Directives has issued through its 1995 Directive of Personal Data Protection that anyone from outside Europe who is willing to trade and transact with the European Union member countries will need to ensure adequate protection. This trade barrier should be responded with adequate and systematic processes and to be mandated within home legal system. Thus to avoid uncontrolled big spending for the e-City projects to be effective, new set of data privacy and security legal measures would need to be prepared. 

Reputation Risk – E-City initiative is so much related to the notion of good governance and due diligence. Especially because it involves dealing with individual citizens that are involved in the whole e-government processes chains: government employees, businesses, investors and customers themselves. Thus any mismanagement of their personal data may put the government as a whole at stake for not sufficiently preserving individuals’ data privacy.

International Trade Risk – As mentioned earlier, non-awareness of the personal data protection regime gives rise to some difficulties and barrier to a trans-border business. This is because the new law would restrict a trans-border data flow to countries without having adequate protection for personal data. Hence, personal data protection law can be a significant growth factor for international practice of businesses.

To accommodate this matter, governments worldwide have adopted variety of legal approaches to protect personal data of people
. At multinational level, the UN has adopted a guideline on data protection. This has been followed by the OECD, EU and recently APEC.

It is submitted that the Kingdom of Saudi Arabia government needs to clearly regulate the collection, processing and use of personal data to facilitate e-City processes and objectives. Personal data laws seek to ensure that no abuse of personal data takes place by adopting certain data protection principles such as notice, permission, approved length and purpose of collection, security of storage, retention and public information regarding personal data both in public and private sectors
. 

3. E-Government and Consumer Protection

Another legal challenge that arose with the e-government projects is to cope with and well address consumer woos as to the service levels being provided by the government. In such situation, public expectation is higher and more demanding for more accountability and proportional liability. E-City initiative presumes –or expects- high participation of public through the adopted ICT systems. Government officials need to ensure smooth communication and service channels established for the purpose of delivering their services to citizens. 

Massive penetration of the Internet as the same time exposes the citizens to an open and ubiquitous network of networks whereby contents may no longer be subject to strict rule of monitoring and censorship. This is something needs to be re-looked at by the government when they are ready to embrace maximum use of the Internet: will they allow all kinds of content transmitted and accessed by their citizens? Or should there be any measures to ensure that the benefit of Internet is not outweighed by malicious and offensive contents it carries along? 

Allan Asher
 notes that in this information age where consumers buy services or goods on the Internet and other global mechanisms, the consumers are confronting the following type of consumer protection issues:

Information deficiencies, such as the inability of the consumer to find out basic information about the product or service, and the trader, on which to make informed decisions;

After sales difficulties, such as failure to supply the goods or services after payment has been made, problems with the delivery of goods, unsatisfactory goods or services, or goods or services that present health or safety risks;

Fraud and unethical conduct, such as identity deception, false advertising, receiving payment without intending to supply , and scams like pyramid selling schemes, and some work from home or investment schemes; and

Problems with privacy issues. 

The potential for problems also exists when consumers make payments over the Internet, including loss, errors and unauthorized transactions. A critical issue in undertaking on-line transactions is the security of payment details such as credit card numbers and bank account details.

A look into the guidelines adopted by the Organization of Economic Cooperation and Development (OECD) may lend us some perspectives. In 1999, the OECD adopted Guidelines for Consumer Protection in the Context of Electronic Commerce
. It provides basic principles for consumers as they determine what fair business practices to expect online. This guideline is intended for both the private sector as it develops self-regulatory schemes as well as governments as they formulate and implement consumer protections for electronic commerce. 

The guidelines reflect existing legal protection available to consumers in more traditional forms of commerce; encourage private sector initiatives that include participation by consumer representatives; and emphasize the need for co-operation among governments, businesses and consumers. Their aim is to encourage: fair business, advertising and marketing practices; clear information about an online business's identity, the goods or services it offers and the terms and conditions of any transaction; a transparent process for the confirmation of transactions; secure payment mechanisms; fair, timely and affordable dispute resolution and redress; privacy protection; and consumer and business education.

In Malaysia, the government came up with codes of practice for the industries that are involved with providing services to Internet and multimedia in the country
. While adopting no-censorship approach, Content Code is set up as a self-regulatory industrial code to make sure online offenders are not to jeopardize the nation’s initiative to embrace the Internet world. Meanwhile, a General Consumer Code is set up to specifically address the needs of consumers in the country to have appropriate redress if they are disadvantaged by the industry. This is one approach that may serve as a model for the protection of consumers from offensive contents within ICT and multimedia environments.

Another consumer issue is regarding the apportionment of liability between consumers and service providers. In the Internet and multimedia industry, there are numerous parties being involved in the whole chain of service provision: network operator, network access provider, content provider, and end-user. Without acknowledgment of each and every party’s liability, it is likely that end-users will end up bearing all the costs for the errors or failure caused by others. This is because there is no clarity as to the apportionment of liability in the provision of Internet services. Service providers manage to escape liabilities utilizing the loopholes in the legal framework and requirements for the industry. The best example for this situation is in the provision of Internet banking services, whereby a default by service providers may end up the consumer’s property lost while the Internet banking operator is not any helpful because they do not cause the system failure themselves having outsourced it to other third party
. If this disaster takes place in any e-government process, this may seriously damage consumer’s trust to the whole process, and may result in the failure of e-government itself. Unless this matter is clearly regulated, the consumers will always being victimized for the down and failure of the services.

4. Government Operational Processes

The last but obviously not the least challenge for any e-government initiative is to provide resilient and reliable operational processes for e-government projects and flagships. This all starts at having an established government internal IT system and government website.

For the e-City and the rest of e-government projects, website is an essential tool for governments. It is used as a portal and information gateway from which all necessary information about the government and its services can be retrieved by citizens and prospective investors.

A website can be either informational or transactional or both. For an informational website, government agencies usually post their profile, corporate information and available services. On the other hand, a transactional website usually provides a platform for citizens to forward feedback, or conduct certain transaction. To achieve their e-government goals, governments need to well inform public about the existence and functions of such websites and how to utilize them. Therefore, it is very essential to provide a citizen-friendly website with comprehensively good terms of use. 

‘Terms of use’ refers to those terms and conditions predetermined by the website owner that serve as the yardstick for consumers in accessing concerned websites. It also provides for the dos and don’ts that may be imposed by the website owner in retrieving information from such website. This term of use is becoming increasingly important in the wake of demand for better consumer protection. Government website operator needs to be careful in outlining the terms of use especially in relations with the following:

Privacy, confidentiality and personal data protection

Website owner should mention the principles of personal data protection embraced and practiced in dealing with collection, storage, use, processing and transfer of personal data of customers, employees, and others. In Malaysia, the law on personal data protection has not yet been passed by the parliament. The PDP Bill was introduced in year 2000 and since then underwent series of modifications, review and readjustments. When the time has come where this Bill is passed into law, there will be a lot to do for companies and organizations to adjust their data handling policies in order to be compliant with the law
.

Use of ‘cookies’ for direct marketing
Cookies are files stored in a website that records the track of website visitors. They are designed to create the profile of website visitors so as to identify their online activities and tendencies. The website operator should mention if they use cookies in their website so as to warrant the visitors. In Malaysia, some aspects of cookies management will also be governed by Malaysian law on personal data protection.

Protection of copyrighted material 

Website operator should ensure that all materials posted in the website do not infringe anyone’s copyrights and other intellectual property rights. This is because for any materials that infringe copyright, website operators are exposed to legal liability. In Malaysia, those provisions of law on this aspect are clearly provided in the Copyright Act 1987 (amended in 1997 for accommodating certain ICT issues).

Disclaimer

Disclaimer in a website is a statement that excludes certain potential liabilities that may implicate the website operator. It is normal to find a website with disclaimer saying that the materials posted does not constitute professional advise thus should not bear any legal liability upon reliance. This is important especially when reliance of the information posted at the website can bring about detrimental effect to consumers.

It is worth mentioning that government’s websites have been one important barometer of its readiness to embrace and adopt ICT in their delivery of services to citizens. An annual survey on e-government websites conduct study on the governments e-readiness based on several criteria, including the availability of online publications, databases, disability access, privacy and security of online services
. These are, and the discussion that have preceded above, among the main things government need to re-look at their websites in order to achieve maximum effectiveness and efficiency of e-government initiatives.

Conclusion

E-city or e-government which promises to make government more efficient, responsive, transparent and legitimate is a technical, economic and socio-legal challenge, where wrong or short-sighted decisions can waste resources. The most important lesson learned from e-cities initiatives around the globe is that in addition to a strong political will, the legal and regulatory frameworks as well as dedicated institutions are necessary elements for a successful e-city initiative strategy. The United Nations, which considers the legal framework as one of the guiding principle for successful e-government, states, “e-government introduces unique legal requirements and these should be faced early on”. 

The preceding discussion highlights several key legal issues and challenges that governments face when they decide to embark ICT for their operations and services delivery.  It is only an outline to the more complexities that one may find in the e-government initiatives. Further research and development of the framework so as to enable the e-government projects launch smoothly is needed.
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