The 4th Annual International Conference on Nexté®ation Infrastructures, Virginia Beach, VirginiBlovember 16-18, 2011

Considering Emergency and Disaster Management Systes from a
Software Architecture Perspective
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Abstract — Emergency and disaster management has become disaster, are termed as disaster management iestiyit].

a widely researched areain the last decade. The aisof
Information and Communication Technologies (ICTs) tas been
highly advocated for addressing the obstacles andnproving
decision-making in the event of a disaster. A numiveof ICT
support systems and frameworks, both conceptual
and application-based, have evolved over time to pport the
highly time and collaboration intensive task of emeyency and
disaster management. The use of ICTs like GIS haslped the
relief worker to a great extent.

This paper is based on a survey of the existing sgms,
ongoing research projects, supporting systems andoncepts.
These systems have been classified based on theie in the four
stages of Comprehensive Emergency Management (CEMs
categorized by the Federal Emergency Management Agey
(FEMA). Further, the systems are broadly divided
into monitoring, live and simulation systems.

Itis clear that each stage of the CEM, along witlthe purpose
of the corresponding software system, will have sp#ic quality
attributes to effectively address the requirementBased on the
study of these diverse systems and concepts, wehiight certain
vital qualitative concernsfor emergency and disasr
management software systems. We look at these conmtefrom
a software architectural perspective and suggest s ways to
address and incorporate them into future endeavoref research
and deployment in this area.

|I. INTRODUCTION

Disaster management, as a process, comprisesrafifinct
phases: Mitigation, Preparedness, Response, aral/&gc

With the increase in urbanization, disasters (bwtural
and man-made) have had a larger impact in termaloé lost
as well as the loss of life [2]. Rapid advancestlie
development of information and communication ted¢hgp
(ICT) have resulted in their use in all domainslitd and
society. Disaster management is no exception. Assalt,
ICT for disaster management has become a widebareked
area. Although, [3] contains a clear differentiatioetween
emergency response and disaster response, fotumlyr \se
do not make any distinction between the two. Rather
concentrate upon the overall software systems'aghtaristics
and concerns. A large number of software systemoés and
frameworks have been developed in the last dedddg has
resulted in many, but partially useful solutiortgslimportant
to note, however, that the quality and longevitpdoftware
system is determined by its software architectdije The
quality attributes of a system (also known as the
non-functional attributes) are the desired propertof a
software system beyond its delivered application
functionality. Whether a system will be able tchidit its
desired (or required) quality attributes is subkadn
determined by its software and hardware architedtbir

In this paper, we examine disaster managementrsgste

ISASTER is a broad term which can include a rarfge @rom a software architecture perspective. We idgritie

crisis situations arising as a result of naturati/an
man-made phenomenon. Disasters have varying malgsitu
temporal and spatial dimensions and varying soaiad
economic consequences. The impacts of disastengelthe
socio-economic environments of human life locadgd in
many cases, regionally [1]. We understand disasisr&
serious disruption of the functioning of a commyrit a
society causing widespread human, material, ecoaamni
environmental losses which exceed the ability efatfiected
community or society to cope using its own resairfd. In
the event of a disaster, the affected populaticedadarge
scale material and humanitarian assistance to witbethe
loss, and thereafter, recover from it. The totadtematic
coordination of activities undertaken before anderafa
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types of systems and the phases within which they a
expected to operate. We outline the vital qualityitzutes
required in the different types of software systetageloped
for disaster management. We examine some of thstirexi
systems developed for responding to emergency sagtdr
situations. We describe the software architectacalcerns
addressed by the existing systems. We thus devalop
framework within  which emergency and disaster
management systems can be analyzed.

Section Il contains a description of the disaster
management process, its phases and reflects onsthef
ICTs for emergency and disaster management aesvitn
Section Ill, we categorize disaster managementesyst
based on their operational phase and characteristic
Thereafter, in Section 1V, we define various softvguality
attributes in the context of disaster managemerg. al¢o
outline which type of system needs to possess which
qualities. In Section V, we present some existingaster
management systems that we studied. Section Vyjcares
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the existing disaster management systems and giigblthe also aim to stabilize the situation and reduceptibbability of
architectural concerns addressed by them. Sectitih \secondary damage and speed-up recovery actions
concludes the paper by making a note of the obedaind
future direction for disaster management systemeareh
and development.

D. Recovery

Recovery activities aim to return the living cdiahs to
normal or better and they usually include two sétctivities
[1].

1) Short-term recovergctivities return vital life-support
systems to a minimum operating standard.

In order to accurately categorize and analyze t#sas 2) Long-term recoveryactiviies may continue for a
management systems, it is important to have a cleaumber of years after a disaster.
understanding of the disaster management processt@an  Recovery efforts are primarily concerned with aasidhat
distinct phases. Each phase has a different obge@ind involve rebuilding destroyed property, re-employmend
different set of qualitative system requirements thill help  the repair of other essential infrastructure. Tjlimse also
in accomplishing those objectives. represents the first step to a nplanning/mitigation phase

The Federal Emergency Management Agency (FEMA) hagcause this is the point when the analysis ot#use of the
categorized four stages in a Comprehensive Emeygerdisaster or emergency takes place.
Management system [6]. They are structured by tamé [11] has outlined and emphasized various aspeftts o
function for all types of disasters. The phasesf€} disaster management where the use of ICTs will be
beneficial. The many facets of disaster managerhart
been discussed and suitable IT-based solutions haee
recommended for improving disaster management. H@en t
other hand, [7] has lucidly summarized both, supypernd
critical views of several scholars regarding th@éasing use

Il. DISASTERMANAGEMENT AND THE USE OFICTS FOR
DISASTERMANAGEMENT

A. Mitigation/Prevention

This phase focuses on long-term measures for iegloc
eliminating risk [8]. It is necessary to preventaals from
developing into disasters. It is vital to identiBnalyze and
document the possibility of an emergency event disaster . .
and its potential consequences or impacts on pifeperty of IT in Public Safety Networks (PSNs), over thetlavo

and environment [1]. The results of this phasesasential for decades. It is well known that IT has as-yet-unzed

the next preventive and response phases. It im;luo%mential to improve how communities, the nationd ahe
long-term activities designed to reduce the effeofs global community handle disasters [11]. It can donte, in a

unavoidable disasters. Mitigation measures cartrbetaral  Pig way, toward enhancing inter-agency coordinator
or non-structural [9]. Structural measures use rtelgyical collaboration in the highly time sensitive proce$slisaster
solutions like flood levees. Non-structural meastirelude Mmanagement. But, some studies criticize the lacklebility
legislation, land-use planning and insurance. Itlides Of the technologies deployed for disaster resporfde
providing  regulations  regarding  evacuation andeasons attributed to this are unavailability of IT
communication of risks to the public. infrastructures during disaster response, lackdirological
flexibility, non-user-friendliness of IT interfacestc. [7].
. o L This clearly points to the lack of good understagdof the
In this phase governments, organizations, andiisdials, jnortant quality attributes for a disaster manageim
develop plans to save lives and minimize disastenate. system.
Preparedness Is a continuous cycle of planningarazgg, Our research aims to address this issue by maipbcit

training, equipping, and - exercising, evaluatlon,danthe various non-functional attributes required a$adter

Improvement activities [10]. This is to_ensure effec management systems subject to the phases withchwvitéey
coordination and enhancement of capabilities tpoed to operate

and recover from the effects of disastdPseparedness
measures seek to enhance disaster response OPEIAYQ  CATEGORIZATION OFDISASTERMANAGEMENT SYSTEMS
through positioning and provisioning of inventoridésr ] _ _
emergency use and training of ground and emergenBjsaster management systems can be categorizéx tasis
operations center (EOC) personnel. A well-rehearséd their characteristics and the phase in whicketare used.

emergency plan developed as part of the preparsgiese Our classification of disaster management systeimsasi

B. Preparedness

enables efficient coordination of response. follows:
C. Response A. Monitoring System
The response phase starts when avoidance eféiirtsnid A monitoring system records data as real worldneyve

events trigger a crisis [7]. At this point, orgaations shift occur. These data are helpful in spreading timedyning to
their resources and efforts towards response tesivi agencies and populations at risk. It allows themtatioe
designed to provide emergency assistance for \actifhis ~Precautionary measures to prevent and reduce tds and
involves mobilization of emergency services andstfir Property caused by events like earthquakes, flosgsiami,
responders, initiation of emergency evacuationyasibpn forest-fires etc. The monitoring data may be usedun
assessment and requirements assessment procetineys. Simulation systems which are described below.



The 4th Annual International Conference on Nexté®ation Infrastructures, Virginia Beach, VirginiBlovember 16-18, 2011

B. Live System

A live system, as the name suggests, will be ajranning
during the response, relief, and recovery phasesdigaster.
Such systems will assist the responders in issuel as
situational awareness, information gathering, ergkaand
dissemination, and management of relief effortrimfation.

C. Simulation Systems

Simulation systems are used to
computer-generated scenarios using real world tging
These are used in the preparedness phase toheairdcue,
relief and decision-making personnel. Simulatiostemns are
crucial as they can be used to present varied sosnand
check the efficacy of procedures to deal with théhore
sophisticated simulation systems can be used wigbrthe
disaster progression and damage estimation.

IV. SOFTWAREARCHITECTUREANALYSIS OF DISASTER
MANAGEMENT SYSTEMS

In the previous section,
management systems. Certain architectural conesengital
for the development of these systems. We now défiora
[5], [12] the meaning of each of the quality attriés and their
implication in the context of disaster management.

A. Availability

Traditionally, availability is concerned with theng-term
proportion of time the system is working and deiing its
services. In the case of systems operating in ibjggpedness
and response phase of disaster management, itpisrtizamt
that they work round the clock collecting real tiotea. For
example, monitoring systems should be highly abdgla
irrespective of the climatic conditions prevalem &
geographical area.

B. Reliability

Reliability is concerned with the probability assym will
not fail over some specified interval of time. Thigans that
the system should not fail when it is needed thetnften,
systems are liable to failure when the demand g hie.
during crisis situations. It is crucial that themoounication
channels for disaster warning are reliable, i.e ¢lystem
should be built taking into account the overload tbase
channels during critical incidents due to high jpubdemand.
Reliability is also necessary for information systeused in
the response phase.

C. Modifiability

Modifiability is the ability of the system to bénanged
after it is implemented. It is usually concernethwvihe cost of
change. For example, a simulation system should
customizable. It should be able to simulate diffiétgpes of
emergency and disaster situations, for thorougpgresiness.
It should be designed in such a way that it caoHanged to
incorporate new realities that may enhance itstfanality.

D. Maintainability

In the context of disaster management softwartesys
maintainability refers to the ease or difficultyro&intaining a

system in such a state that it will be ready foe us the
sudden, critical situations arising on the occureernf a
disaster. This includes system and database maimten
costs. Maintainability [13] is important, espegyafbr live
systems, whose working is extremely critical in the
post-disaster period.

E. Interoperability

present Interoperability means that a number of organtrei

coming together to cope with a major disaster ghbel able
to exchange data for effective disaster responise.cbncern
here is to use a standard data interchange fodhéit, for
instance, is a flexible format because XML docuraerdn
contain all required information as well as metiimation
to extract the semantics of the information. It barused for
simple messages as well as complex maps [14].

F. Scalability

Scalability is the ability of a computer applicati or
product to continue to function well when it (& @ontext) is

we categorized disastehanged in size or volume in order to meet a uses&. In

the disaster management context, for example, thé&ews
Centre reported that in 2008, the death toll duaatural
disasters was 235,816 and it was more than thmeestthe
annual average of the previous eight years. A sy$t4ilt for
relief and rescue has to be scalable to handle bigth
numbers with reasonably low latency to remain fiomztl
and useful in such critical conditions. Similarky, system
should be able to scale adequately by the typeisaster
being serviced.

G. Performance

Performance is the ability of a system to allocise
computational resources for service in a mannet Wik
satisfy timing requirements. Another term commauded is
‘latency’. System performance is one of the pritgari
observed qualities of a software system. Any d&ast
management system will have a number of competing
requests and inability to service those requesthimwian
expected amount of time will make the users abarttien
system for other means. With the increasing richnels
information, processing of data in a timely manbecomes
very important. For example, applications like assimg
persons’ registry, a camp registry, etc. need terda a large
number of requests that flood in after a disaster.

H. Portability

Software portability is the property of a softwagstem to
be executed on a variety of software and hardwiatéopms.
In some instances, the software system should brljpje
enough to run on handheld devices carried by resoge
Elief workers to the site of the disaster. Emecgeof newer
tools and platforms makes it imperative that loived
systems — especially simulation-based decision @tipp
systems be easily ported to the new platformshiwrhanner,
these systems can take advantage of the technalogic
improvements available. The ease with which this ba
done affects other quality attributes and hencevéhae.
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I. Usability geographically spread clients with views to a stiatisaster

Usability is concerned with how easy it is for seuto database. . .
accomplish a desired task and the kind of suppersystem _ Envimon acts as an information channel between the
provides. In the disaster management context, gpdr involved authorities and experts for producing ahering
turnover of personnel attending to the efforts neggthat the Up-to-date information and prognosis for the disast
system be intuitive and not have a steep learnimgec It Circumstances. It iexiblein the way that it can use Google
need not be sophisticated. The main concern fosys®m is Earth viewer as an optional channel for publistsatellite

being easily usable and informative. The term wsahére, based disaster maps. o .
includes  user-friendliness, accessibility and gasil Envimon hasconsistentavailability even after a disaster

interpretable information useful to the voluntesistims and Pecause of the use of SAR data. SAR data have a gre

their families. potential as a source of relevant and near reak tim
information because it can provide data irrespectof
TABLE | climatic conditions and sun illumination.
SOFTWARE ARCHITECTURAL CONCERNS OFDISASTERMANAGEMENT . .
SYSTEMS B. Spatial Data Infrastructure and Intergraph GeoMetlia

Most of the information required for disaster mgemment

Maintainability

Type of System Desirable System Qualities has a spatial component [18]. This gives rise toetss
Monfioring Sysiem Availability problems in the collection, processing and usageisester
Interoperability management data [19], [20]. These problems caukgysle
Reliability that adversely affect the quality of decision-makiand
[ive System Interoperabiity consequently, the disaster response is also affbetely.

A pilot project conducted in Iran [21] showed that

Performance web-based GIS using an SDI framework facilitatesl an
;OTFaS'I'_'ttV improves the decision-making process and inter-@gen
Sga:;t;i:it{/ coordination. It reduces the response time by 60%is

Usability project also developed an SDI conceptual model hvhic
outlined the components of SDI.

Simulation System Interoperability
Modifiability
> Access
Network 7
V. DISASTERMANAGEMENT SYSTEMS AN ANALYTICAL People |« > Policy |« »| Data
STUDY J
. . . Lo . » Standard
In this section, we review some existing disastanagement

software systems. We describe their basic funclignand  Fig. 1. components of the developed SDI conceptuzdel for disaster
provide a brief software architectural analysishaf same. respons®
. Intergraph’s [22] emergency management solution
A. Envimon supports emergency management activities for natura
Envimon is a project which was undertaken by theTV disasters and large public events. Their SDI appitia helps
Technical Research Centre of Finland in partnerstith  in collaboration and distribution of geospatialgtated data.
National Research Institute for Earth Science, Jaf&e This is important becauss the variety of required datasets
main objective of the project was to build systemsneet for disaster response. No individual organizatian collect
diverse environmental monitoring needs. Envimon w8 and keep up-to-date all of its required spatiahsets before
of six Earth Observation (EO) applications builttwra and particularly after occurrence of disasters [2cision
common software framework EOFrame [15], which wlae a makers always need to be updated on the latestgemsr
designed and implemented in the project. situation. This application provides the technology
Envimon is essentially disaster information andhitasing  framework needed for cost-effective and efficient
system that addresses the need ‘fi@al time disaster communication of such data.
managemett. This is done with the help of Synthetic The Intergraph GeoMediaproduct portfolio provides a
Aperture Radar (SAR) [16], [17] data. It works dgiearly customizablesolution which acts as a foundation for an SDI
warning and post-disaster mitigation phases. Ithe used technology extension. This technology extensioto ifulfill
in case of floods and landslides which are detedigd the core requirements stistainability, interoperabilityand
topographic changes. The system essentially, psesethe flexibility. These concerns are crucial for timeliness and
SAR data and, on detecting topographic changegiits the inter-agency coordination during disaster response.
public by cell broadcast messages, etc. The datduather GeoMedi& SDI Portal services provide the building blocks
refined by disaster analysts to produce the damaged for empowering existing browser applications witlDIS
maps, etc. The system is fairlyser-friendly and has an technology. It offers a set of connectors, which eahance
extended reacto the public as it has been implemented astae functionality of all kinds of thin and smartecits.
web application. It will also work as a web bassfdimation
source for the general public. Thus, it provides
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C. Sahana

The Sahana Disaster Management System
development was initiated by considerable reli@rdmation
needs in Sri Lanka following the Indian Ocean tsunm
2004. It is designed to address the urgent needtHer
establishment of an institutional framework and obust
information communication system. It is web-basee fand
open source software specifically designed for siesa
management. It helps in solving the problems irrdioation
of relief supplies, management of camps, invensori
supplies, finding missing people and managing Vialers.

Sahana proved to be an effective IT based solutighe
post-Tsunami relief and recovery phase. It has

component-based desigvhere each component is designecg

to address a particular coordination problem inastisr
response, and can be dynamically included in astallation.
It has both lightweight and large-scale deploymaptions.
Theportableversion of Sahana does not need to be install
as it comes pre-set-up and requires only to coplycéiok for
execution. Sahana g&calablebecause it can be scaled up o
down from a single notebook computer (with or witha
portable WLAN) to a fully distributed networked ftarm.
Sahana is developed using LAMP
(Linux-Apache-MySQL-PHP/Postgres) under open sour
licenses.The database layer is accessed through the Ado
abstraction layer; this providedatabase independende

Sahana. [21] contains some details on the Sahaﬁl

architecture.

D. First Trak™ by Disaster Management Solutions

DMS First Trak™ Patient Tracking Solution (PTS) [24]
uses provides real-time, electronic patient traglgolutions
that track the number, status, and location. filiy scalable
and configurable First Trak™ PTS has been deployed in
over 60 entities across the United States, to nemagss
casualty incidents and forward movement of patiekisy
features of First Trak' PTS are:

1)Reliability: In large scale catastrophes standard intern

e

%gcovery actions. Damage and disaster progressiaaors

actual response activities in the post-disastesg@h@number

[29] prototypes and systems described in [6], havenbe

developed for different scenarios like toxic spiknagement,
earthquake mitigation policy analysis, nuclear popwkant
accidents, coast guard search, and rescue respidrséest
thing about DSS is that the components aasily
customizabléor various kinds of disasters. These systems are
essentially menu-driven and thus, fairly easy @ us

F. Integrated Earthquake Disaster Simulation Systems

qntegrated Earthquake Disaster Simulation SystéEI3S)

[25] is a Japanese government project started02 20t was
%uilt for earthquake disaster simulation and mitga
management. The key objectives of this work werméke
he system highly functional, inexpensive, and gibtThis is
possible with the use of Risk Adaptive Regional kigament
Information System (RARMIS) [25] and storing dataa
gpmmon database constructed on the Spatial-Tem@dgal
"RARMIS links disaster management information syste
Peamlessly with the daily operation informationtegss of
municipal governments. These systems aeasily
maintainablebecause they use a common database and share
the computer resources in the municipal governmaisb,
tge system uses multi-agent simulators for emenrgema

predict the efficacy of the emergency professi@udivities,

Léch as fire brigades, ambulances etc., faster ttiameal

me progress. The use of these technologies kesdsed the

versatility of the system for use across the pregaess,

response and recovery phases.

VI. PHASE-WISE CATEGORIZATION OF EXISTING DISASTER
MANAGEMENT SYSTEMS

TABLE Il
CATEGORIZATION OF DISASTERMANAGEMENT SYSTEMS

lines may be down for days or weeks. When this bapp
tracking systems that depend entirely upon web das
applications become non-functional. DMS uses imern
access by satellite phone to send data to theateeiver.

2)Scalability: First Trak™ can be configured for an
individual entity that wants a local system, ak tlay up to
an entire region that requires inter-agency fumetiiby.
Currently, First Trak" is utilized in operations that run over
20,000 transactions per day.

3)Customizable and Configurabl®MS offers long term
flexibility with First Trak™'s Vertical Software Engine
(VSE). This innovative solution allows DMS to gkiig roll
out updates and new functionalities to clients withthe
need for costly programming changes, and withoss lof
clients’ custom configurations.

E. Decision Support Systems for Disaster Management
Decision Support Systems (DSS) are

Mitigation Preparedness | Response Recovery
elt\/lonitoring Envimon Intergraph
eSystem Intergraph GeoMedi&
GeoMedi&
Live Sahana Sahana
System First Trak™
PTS
Simulation | Customized| DSS DSS IEDSS
System Arc-GIS®™ HEpss IEDSS

PTS: Patient Tracking Solution
IEDSS: Integrated Earthquake Disaster SimulatiosteSys
DSS: Decision Support System

intended to

complement the cognitive processes of humans iir the

decision making [6]. They can be used during desast
management for preparedness, through training stippd
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TABLE Ill
SOFTWARE QUALITIES IN SOME EXISTING DISASTERMANAGEMENT
SYSTEMS

Disaster Management System

Software System Qualitie

Envimon

Availability
Interoperability

Intergraph GeoMedfa

Interoperability
Modifiability

Sahana

Modifiability
Portability
Scalability
Usability

First Trak™ Patient Tracking Solution

Modifiability
Reliability
Scalability

Decision Support Systems

Modifiability

Integrated Earthquake Disaster Simulati
Systems

nMaintainability

VII. CONCLUSION
This paper outlines the software quality concehat

necessarily need to be incorporated in disasteragement
systems research and development work. This ikfeitahe

development of sustainable systems that will efffebt

achieve the objectives of the disaster managemuaepin
which these are to be used. The analysis providged s
based on the study of some existing systems iratieig. We
have looked at these systems from a software aathiial
perspective. This analysis will provide certain tfemark
quality attributes and perspectives for softwartays being
developed for disaster management.
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