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Descriptions

This hand out is brief description for easy and speedy learning on UN - ESCAP /
APCICT's core modules of the Academy of ICT Essentials for Government leaders.
With the agreement of UN APCICT, localization task force led by Union Civil
Service Board of the Republic of the Union of Myanmar translated in Myanmar
Language and English version are shown according to the hand out of UN APCICT.
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Summary

This briefing note focuses on ways in which information and communications
technologies (ICTs), particularly computer and Web-based digital technologies,
can be used to promote sustainable social and economic development and
achieve the Millennium Development Goals. A framework for understanding
the linkages between and among various development sectors and ICTs is
provided, followed by a discussion of the different roles that ICTs can play in
reducing poverty, providing education and healthcare for all, promoting gender
equality, and coping with environmental change and extreme climate events.
This briefing note is drawn from the first of nine core modules of the Academy
of ICT Essentias for Government Leaders (Academy). The Academy is a
comprehensive ICT for development training curriculum that aims to equip
policymakers with the essential knowledge and skills to fully leverage
opportunities presented by ICTs to achieve national development goals and
bridge the digital divide. More information on the Academy is available at
http://www.unapcict.org/academy.

© UN-APCICT 2009
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APCICT Briefing Note No. 1
The Linkage between ICT Applicationsand M eaningful Development

1. Introduction

The development challenge that the Asia Pacific region poses to the global
community of donors, development agencies, and practitioners is massive.
There is no one-size-fits-all, and a solution that works admirably in one country
can fail miserably in another part of the same region.

There is a need, therefore, for each country to find innovative approaches and
solutions to address specific developmental needs.

In the era of the knowledge society, cutting-edge applications of information
and communications technologies (ICTs) make possible such innovative
approaches and out-of-the-box solutions, and can place developing countries on
apath of rapid growth, as for example in Chinaand India.

This briefing note discusses ways in which ICT applications, particularly
computer and Web-based digital technologies,' can be used to promote
sustainable social and economic development and achieve the Millennium
Development Goals (MDGs). Specia attention is given to the meaningful
application of ICTs in addressing the needs of island, mountainous, |andlocked,
and least devel oped countries.

2. TheMDGsin Brief

The adoption of the Millennium Declaration and the MDGs in 2000 by all 189

member states of the United Nations General Assembly was a watershed in

global cooperation. Since 2004 there have been several mid-term reviews of

global and regional progress in meeting the targets in different parts of the

world. The Millennium Development Goals Report 2007° reveals that global

progress is uneven and that despite some visible and widespread gains even in

regions where the challenges are greatest, large parts of the world will miss the

targets set for 2015.

The Global Monitoring Report 2009° has called the current state of

development ‘an emergency’, one that has been further impacted by the global

economic crisis.

The final report of the United Nations Millennium Project” identified four
overarching reasons why the MDGs may not be met: poor governance,
corruption, poor policy choices, and the denial of human rights. Sometimes
being poor is itself a problem — i.e. some local and national governments are
too poor to make the necessary investments.

! Older technologies such as radio and television will be discussed only in so far as they are integrated with
digital technologies.

2 United Nations, The Millennium Development Goals Report 2007 (New York: United Nations, 2007), http://
www.un.org/millenniumgoals/pdf/mdg2007.pdf.

% The World Bank, Global Monitoring Report 2009: A Development Emergency (Washington, D.C., 2009),
http://siteresources.worldbank.org/INTGLOMONREP2009/Resources/5924349-
1239742507025/GMR09_book.pdf.

* UN Millennium Project, Investing in Development: A Practical Plan to Achieve the Millennium Development
Goals (New York: UNDP, 2005), http://www.unmillenniumproject.org/reports/fullreport.htm.
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Figure 1 is helpful in understanding the linkages between the different sectors
of society.

Policymakers

Citizens < Service Providers

»
»

Figure 1: Thelink between | CTs and various sectors
of government and society
Citizens, such as patients in a hospital, students in schools, and consumers of
water and electricity, are the people that government exists to serve. They are
the clients as they pay for these services, either through taxes or through user
charges levied by the state.

The service providers are the agencies or offices (public or private) that
citizens go to for services. Examples include the electricity, water and sanitation
supply boards, schools, and hospitals.

Policymakers can be identified as elected officias and government officials
who are in a position to set policies and determine courses of action, and who
have supervisory, monitoring, and disciplining authority over service providers,
including the mandate to reward or penalize based on performance.

Consider the relationship that citizens have with policymakers or elected
officials. In principle, citizens influence policymakers and politicians through
existing political processes, such as elections. In practice, thisis a slow process,
it does not aways work (especialy for the poor who have less clout with
politicians), and the distance between the citizen and the policymakers and
elected officials grows because of weaknesses in the electoral system or the
slowness of the process itself

(elections are held once every four or five years). Even if poor people can reach
the policymakers, services will not improve unless the policymakers can ensure
that the service providers will deliver the services to the people.

It is easier to influence service outcomes by strengthening the link
between the citizens and the service providers through the use of ICTs.
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The link between all three mgjor players can be accelerated, improved, and
made more efficient and effective through the use of ICTs. Indeed, within the
last decade, the ability to effectively use computers and the Internet has become
a key driver of the rapid development of severa Asian countries. ICTs can be
used to provide improved and equitable delivery of services; facilitate complex
planning processes and coordination across sectors, and enable increased
information sharing, outreach, and monitoring of key efforts. When ICTs are
used to facilitate integrated approaches and cost-effective scalable solutions, the
total implementation and operational costs are likely to be lower.

3. Applying ICTsto Meet Development Goals

ICTs by their very nature are cross-cutting and their application may be
multi-sectoral and multi-pronged.
For instance, while ICT deployment for poverty reduction may focus on
providing income-generating opportunities, it can also help bring women into
the mainstream of economic activity, thus addressing a parallel development
goal. However, for purposes of discussion, this section describes the various
applications of ICT with specia reference to their role in helping to achieve a
specific development goal or target. The goals are segmented into sectors of
development.

It merits mention here that there are two approaches to the deployment of
ICTs. The direct approach targets the ultimate beneficiaries and uses ICTs to
directly link them with the service providers. The indirect approach is
supportive — i1.e. it targets the development of policies, infrastructure, support
systems and content, which in turn is expected to benefit the ultimate
beneficiaries. Both approaches are critical to the achievement of development
goals, but each has a different design at the policy and implementation levels.
An effort will be made to look at both types of interventions, within the context
of the MDGs.

ICTs and Poverty Reduction. ICTs have an important role in spurring
economic growth, which in turn impacts poverty reduction. There is evidence
that business and industry have benefited the most from the information
revolution. ICT infrastructure and human resources development have given
rise to high growth rates in countries like China and India, transforming them
into powerful economies.
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Industry and private sector-led growth supported by ICTs has in some cases
contributed to poverty reduction. However, the poor have benefited less from
this type of development than the non-poor.® Because the faces of poverty are
many, governments need to address poverty directly and not just through
interventions in the economy to spur growth that it anticipates will eventually
benefit the poor.

Both direct and indirect ICT intervention — i.e. using ICTs to deliver
services directly to the poor, and supportive interventions such as natural
resource mapping — are important poverty alleviation strategies. Equally
important for addressing the multi-dimensional aspects of poverty are the
creation of effective |CT-based systems for supporting large public programmes
addressing poverty issues. An exampleisMalaysia' s SINAR system,

A database on the urban poor that has proven useful to governments and donor
agenciesin their effortsto provide services for this sector.

|CTsand Education. The impact of ICTs on education has been second only to
their impact on business practices around the world. A broad survey of national
efforts shows that the use of ICTs in education is as extensive as it is diverse.
ICTs can provide marginalized groups access to schools and educational
resources, enhance the quality of teaching and learning, and improve
administrative and instructional efficiency.

The potential benefits of ICTs are more likely to be realized when ICTs
are introduced in the context of system-wide reform in educational policies and
practices. Real learning gains and the improvement of an education system will
take place only when all of the elements of educational change, from policies
and practices, to teachers, learners and other stakeholders, come together.

ICTs and Gender Equality. Access to ICTs for women and girls remains
limited even today. The widening technological gap between women and men
has been observed to reinforce traditional forms of power dynamics.

As ICTs are increasingly becoming a major tool of social participation
and economic productivity, failure to equip women with ICT skills will
marginalize them further.

® OECD, Good Practice Paper on ICTs for Economic Growth and Poverty Reduction (Paris: OECD, 2005),
http://www.oecd.org/dataoecd/2/46/35284979.pdf.
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It is true that some women have used ICTs to directly engage in e-
commerce, and access education and e-government, but the technology by itself
cannot change the power structures that are deeply embedded in society. Some
Initiatives have sought to empower women by building their capacity not only
to access and use technologies, but aso to participate in their design, influence
their content, and shape their uses. ICTs can aso facilitate women’'s
participation in government and political affairs by providing a communications
platform to exchange opinions, to articulate and aggregate interests, and to
engage political leaders in women’'s issues. Women's advocacy groups can
effectively use ICTs to network and connect with each other, and to mobilize
public opinion.

ICTs and Health. There are two main categories of stakeholders in the health
sector who can benefit from ICT support.

The first category includes those for whom health services are intended. The
second category includes health care providers;, medical professionas such as
doctors, nurses and caregivers, researchers and heath managers, and
policymakers in the area of health care. For the first group, ICT interventions
can be direct, linking patients to expert medical services. For the second group
of stakeholders, ICT interventions can be indirect and supportive through the
creation of health monitoring systems or continuing professional education.
Both types of ICT interventions are important.

Using ICTsto link doctors to poor patients in rural areas has adirect and
significant impact on the quality and reach of a country’s health services. But
using ICTsto improve the quality of health care education and administration is
equally important as health care education and administration impact upon the
provision of health services. In many developing countries there is a lack of a
critical mass of health care professionals, including doctor educators for
teaching hospitals. Access to important medical literature is limited for both
medical students and health workers who must keep abreast of the latest
developments through continuing medical education and training.

ICTs have a key role to play in meeting these needs. For example, an
initiative started by a young doctor in India is providing medical content in
multimedia format both online and offline to a large clientele of medical
students, aspiring doctors, and practicing health professionals.® Global networks
are providing access to medical journas and to vast online libraries either for
free or at a substantially reduced subscription fee.

5 See “SmarTeach,” MEdRC EduTech Ltd., http://www.smarteach.com.
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The World Health Organization (WHO)-supported Web portal (HINARI) is a
global effort to provide support to health professionals and policymakers
worldwide.

Another critical application of ICT in health is the deployment of ICT-
based surveillance systems for the prevention, reporting and monitoring of
diseases such as HIV/AIDS, malaria, tuberculosis, and leprosy.” The avail ability
of such systems has enabled both international agencies and national
governments to monitor outbreaks of diseases across international borders. For
instance, addressing protection against and treatment of quickly spreading
diseases such as SARS and the avian flu has been possible only because of ICT-
based health surveillance systems.

ICTs and Disaster Management. Inequitable distribution of resources and
unbridled exploitation of natural resources have created a global crisis of
monumental proportions.

Global climate changes, including global warming, drought and floods,
are increasingly being felt in various parts of the world. Island states are
particularly vulnerable to the effects of global warming and rising sea levels
while landlocked and mountainous states are vulnerable to the melting of
glaciers, soil eroson and avalanches, to name a few. The most vulnerable
victims of climate change are the poor, wherever they are located, since the
scale of global degradation resultsin the loss of their livelihoods.

ICTs have a major role to play in addressing environmental issues and
reducing disaster risks, whether through GIS systems for the mapping of natural
resources or to draw sharp attention to the consequences of deforestation. For
iIsland and other remote areas, integrated planning and management systems
using ICTs could be very useful.

4. TheRoleof Policymakers

Small idand, landlocked, and mountainous countries have some key
characteristics in common. The first is that they have small populations and,
consequently, small economies, small markets, and limited human and
technical resources. In some cases, they aso have limited natural resources.
Second, they all have problems of great distances: the small island states have
oceans of water separating islands while the mountainous countries have
Impassable mountains.

All have remote populations, mostly underserved. And all have transport
and communications problems, with poor telecommunications systems. Third,
all of these countries are vulnerable to the forces of nature on the one hand, and
the winds of globalization, liberalization, and privatization sweeping the world
on the other hand.

" UNDP, Regional Human Development Report — Promoting ICT for Human Development in Asia: Realising the
Millennium Development Goals. (New Delhi: UNDP, Elsevier, 2005), 147-160, http://www.apdip.net/elibrary#rhdr.
7
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Some of these countries are surrounded by economically and politically
powerful neighbours, and few are free from ethnic conflicts that threaten to
destroy whatever small gains have been made over many decades of
development. Almost all of the conditions that pose severe challenges for
development can benefit from the application of ICTs. No matter what
approach a country takes to address its development goals, the usefulness of
ICTs cannot be over emphasized. Yet successful and effective use of ICTs
depends heavily on sustained political, policy, and administrative support from
elected officias, and policymakers. It is they who will drive the agenda for
development.

The experience with ICT interventions in different sectors —economy,
education, health and disaster management — in developing countries shows
that the role of policymakersis critical. For example, the use of ICTs in poverty
reduction® and e-procurement in Andhra Pradesh, India® shows that political
will and commitment made the difference between success and failure.

Success was possi ble because of:

¢ Direct intervention and involvement of the head of the government

e The establishment of empowered committees of senior government officials
who meet every fortnight to take decisions and resolve problems

e Public-private partnerships between the government who provides the
guidelines and the industry who provides the services

e The setting up of special project implementation unitsin all departments

e Sustained training and capacity building of government officials

e Ongoing monitoring and review of the processes, and independent
evaluations conducted by reputed institutions
5. Conclusion

ICT-based development interventions are different from programmes that

governments have attempted before. They include not just computers and the

applications, but also new ways of thinking and doing things. They go beyond

putting software and applications in place, and require large-scale reform and

restructuring of government and how it works. In this restructuring, the

sustained commitment and leadership of policymakersis an absolute must.

& National Rural Employment Guarantee Scheme - Andhra Pradesh, Department of Rural
Development, Government of Andhra Pradesh, http://nrega.ap.gov.in/Nregs/Home_eng.jsp.
9 http://www.eprocurement.gov.in/nome/.



HDB0loSqooasS &8¢ Eepron O:y oo & g6 ;58 &8&ce: soésew@wyeooo
L °q g L ° § JL - SR M L 61. b M b
0C9° C’ooc’a °ﬁ (."O° ° Cc C "]C O° . N C\ o
see§.aJc.§Lccep.m 0Q6:8:003 I_@Leoo ec?spagn 0050806010200 @L.m.m.oqma,q@.
qj’éoaé oagp0: ccﬁéﬂe go,|§|_ .ooooes'aeoT co J|.°2 éomep:éﬁ@&e@oo%ﬁsmg
OCo C° [of COC\N OCo COCa C C N C o ’Oo [of
§_oosfca§g.owmooo cxgooe@poo&chaz o5 &Looooof o0 2005¢05002:2000 ¢ [3: 0300050

c .9 coC C o

& p:@geao QOe202Cc§C 0PN ICTs )
c C cle ¢ o CL L(.‘ C - C ° -
|$€99 oog@eeooo&L el & eos §C 920309 326000000QEYD:

'_

ap:gac35260051
. S:geqs _oppe MJ$:e06qisG WIS 860§ %e\p;cﬂ eo;géegoo
295 @ep:apE ICTs Bgomsooa ELcomoogseeooso@L 3 03 a%:a00[gSiean[ge 9a3dl
¢ [3:08C¢qm§ oclseq; soooepc% 092§0[G00 329 FOEOS 3§80 poerggs-
& Andhra Pradesh |§3§ooooc o0& q_'eecolpaJE :s¢ e- procurement

<, |CT C o <, C o C
OC?.QJ’D Czo)C S C\)OG&)’DCSJO’)QJ’D.O’)G(I)’D(DQG] &CCGS]. S?q(D &)%EC.ES{?Q (opleplepleles)
0

L
crac C o O N\

0
O B dor

C. co¢C o _Cco ¢ C C C o
SQ_GQ"]CSG@’DCL&CSUD OEO'DGJ(D ZOCG&)’DC%U) GOZECZ
oc_¢C C S N C Q o] ore o C C
%CSQS?’DCY)OS?(:?C.G)’D.GOJ’J G(D’J@O’)@J’D D s'ao.qs'aqu@ QJ‘D.OD& qoooa
e

() 005aE od[38 ecp B & quoeJooep 9J|§c. Ew§oep clagé:[gcs

- 4{(5]3(\)6“%%99\"320’2 QJSQCZDGO GOJ’)S?OTQ_&C ()?GSO’)C@ QJ’D O')GOZCDé C\%

0(7)9(000? QJ’). 8’2@’): GB?:GI«J&C OO(UCD 0 GOr](g GQO’)ég_OSQ 8’29$ mc{pj’@ H
- 8’)?8’2’).(\).0’)8 8’300:8(50%%2(%]’). 8’28(7)’)68900@ G(.O’JGS]_ 8’3(.0 QJ’) H¢) Oé:@
- G’BO S]_S’BS]_’)SIQP.O% Oé&DOSQEO’) GC\)CDJCODCE’J.GO Eé:&é ®9:€1é@

(o C C 0
oogeaooooeo.@c.

- 890’38610895 C\)(SC% QJDSO% 8008@ OSG&DSESZI (U(SC
o - \ i C° C C - N C e C[2C

ODOBC“I S?CDS??CDE"_ 320 S’B‘DQSQJD 2D C\o)O')C\)OOOD’JS’B(D@O') OJLSCDOECS

C C

GJ'D O’)‘DB&)U) e C\) G&)’DCG‘D Cali

I 26: )
3 ? ) Co o [og CcC _C log [og o] C C[.O C \ [og
ICT soe@ 03¢ [§:03:00050 crScérapranps walm 9e8:qrbemaE [ 06:3003
C [og o CcC _C [og °
WScsogeprss (QOBO&'?“ wopd dopdeiofepiopd apfyomss  waog) Sof-tware

GJ’J"OD’JQCD C\)OG&D’JS@ Q (21~ o:G’BGST?g (U(S. ODO)@J’) 0{] (.){]C)COD[EII 080)0 C$ 08(%]9’&)&

o ° C C Q C
G’BOD QJ SO'H.’WQFGQJ’TG?GTJQ LQ Gg]?&) QGST)CD§CG§I§ G’BGCD’JCG’BOO[EG(.O’)ST)O)C E%Q’J’ODE
C

83

3

no")
o @
V]
()]
S
V]
O

Y
N

n

J o
EIECGE’)C C\)@I G’BOS]_ ®§® §C\)E g:@&é QéOSQQOC\)OG&D’)C@ OOD&O’) C\)G’B(.)Or]

Jg s L
C C C C C
OD[EII Q)QCUE?CU&LOO‘,@ QO)C (2] QOCD@EO) CUOGQD’JCQ&C 9(5]8861 9821'?_(9‘]’3.@% 8.8&3’)05{

8’39?.(7)9’1,@ ODE 9@698§ (6] C)C%Sl@é: ooc(p@é:né\ -

")
o]
nr

)



No. (2)

ICT for Development Policy, Process and
Governnance

sago%oé ()
$[§z0p0005055Cepeolecabegiogopdey 60§60,

s'aoo)os mm5:§§soo§ogoscq:§ézoeomo§_:I§LQ



Summary

This briefing note looks at what current (digital) technology is capable of and
what this implies for policymaking. The first section examines the process of
crafting policies that would be best suited to the needs of both the government
and citizens. It presents an information and communications technology (ICT)
development model and discusses the relationship between technology and
policy as well as multi-stakeholder ICT policymaking. The second section
focuses on some of the critical elements of a national ICT for development
policy, in particular ICT capacity development, building an ICT industry, and e-
governance. The third section emphasizes the need for an ICT governance
framework comprised of a set of principles, a decision-making hierarchy, and a
tailor-made suite of reporting and monitoring processes, in order to maximize
the effective use of ICT to achieve national development goals.

This briefing note is drawn from the second of nine core modules of the
Academy of ICT Essentials for Government Leaders (Academy). The Academy
Is a comprehensive ICT for development training curriculum that aims to equip
policymakers with the essential knowledge and skills to fully leverage
opportunities presented by ICT to achieve national development goals and
bridge the digital divide. More information on the Academy is available at
http://www.unapcict.org/academy.

© UN-APCICT 2009
Author: Emmanuel C. Lallana
Series Editor: Christine Apikul
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APCICT Briefing Note No. 2
|CT for Development Policy, Process and Governance
1. Introduction

Policymakers who are unfamiliar with the new information and
communications technologies (ICTs) tend to shy away from ICT policymaking.

But leaving ICT policy to technologists is not advisable because
technologists are often unaware of the policy implications of the technologies
they are developing and using. This briefing note on ICT for Development
(ICTD) Policy, Process and Governance provides a guide to developing
appropriate ICT for development policies.

2. Developing ICTD Policy

Like any other public policy, ICT policy is both what is articulated in
pronouncements and documents, as well as what is practiced by governments.
While public policy aims for the public good, public policy does not aways
embody the best possible solution to a given issue or problem. ICT
policymaking is not only about the best technical/scientific response to an issue;
it is primarily about the best technical solution acceptable to all (or majority of
the) stakeholders. This process requires identification of a suitable ICT
development model, assessment of current laws and regulations, and analysis of
stakeholders.

An ICT Development M odd

Many countries follow a market-led ICT development mode.
Telecommunicationsis a case in point.

Today, the private sector is seen as the man player in
telecommunications when only two decades ago, government ownership of
telecommunication networks was the norm.

The benefits of market-led ICT development model include: 1) boosting

consumer benefits by reducing prices for services and products and increasing
choice and service quality; 2) reducing the cost structure of exporting and
upstream sectors to improve competitiveness in regional and global markets; 3)
addressing the lack of flexibility and innovation in the supply-side of the
economy, which will be an increasing constraint to growth; and 4) helping to
Increase employment rates by creating new job opportunities and, by doing so,
reducing fiscal demands on social security, which is particularly important in an
aging population.*
But while markets have aleading role to play in ICT development, this does not
mean that government (or the state) and civil society have no roles to play. The
chalenge is to find the appropriate balance that will be responsive to the ICT
development needs of specific countries.

! Scott H. Jacobs, “The Second Generation of Regulatory Reforms” (paper prepared for delivery at the IMF
Conference on Second Generation Reform, Washington, D.C., USA, 8-9 November 1999),
http://www.imf.org/External/Pubs/FT/seminar/1999/reforms/jacobs.htm.

10
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Non-governmental organizations (NGQOs) are increasingly recognized as an
important force in development. The Asian Development Bank recognizes the
following as the particular strength of NGOs in development: 1) serving as
bridges to affected communities; 2) ensuring that projects are implemented as
envisaged; 3) nurturing continuity in project work; 4) advocating for increased
transparency and good governance; and 5) giving voice to vulnerable and/or
marginalized groups.

The Relationship between Technology and L aws

Open markets, deregulation, and liberalization are not enough for sustained,
rapid growth of ICT. Policy must also work towards strengthening regul atory
bodies and formulating new laws for ICTD. This is because technological
changes normally outpace legal and regulatory reforms, leading to a situation
where old rules are used to govern new things. Policymakers (and regulators)
should assess the extent to which current laws and established regulations
hinder or hamper the spread of new technology and the development of new
businesses. For instance, with the advent of the Internet, there is a need to
change the way the network or infrastructure is regulated. It is now possible to
treat service providers as a distinct group from network facility providers. To
what extent have your laws been repealed to reflect this development?

Stakeholder Analysis

Stakeholders are individuals, groups, or organizations with an interest in
the policy being formulated. They represent different interests and bring
different agenda to the table. Multi-stakeholder ICT policymaking is an
emerging norm. The World Summit on the Information Society recognized that
“governments, as well as private sector, civil society and the United Nations and
other international organizations have an important role and responsibility in the
development of the Information Society and, as appropriate, in decision-making
processes.”

Multi-stakeholder policymaking is deemed important for the following
reasons: 1) it promotes inclusiveness and equity in ICT policy and
Implementation; 2) it expands the analytical capability to address ICT policy
Issues; 3) it promotes grass-roots mobilization and participation; 4) it promotes
the development of focused and holistic action plans, and 5) it fosters the
sharing of skills and innovation.
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The following steps should be considered in multi-stakeholder policymaking:

| dentify the main purpose of the analysis.

Develop an understanding of the system and decision-makers in the system.
Identify principal stakeholders.

Investigate stakeholder interests, characteristics, and circumstances.
Identify patterns and contexts of interaction between stakeholders.

Define options for government.

ocoukrwbdrE

3. Elementsof a National ICTD Policy

There are two key points about national ICTD policy. First, to be effective, the
national ICTD policy must be comprehensive, addressing both the demand and
supply side of the issue. The second point is that national ICT policymaking is
not a one-time activity. Not all conceivable national ICT goals can or should be
planned for. Having too many goals at any one time requires more resources
and could result in poor alocation of limited resources. It is instructive to note
that the more successful countries have done a series of national ICT policies
with new plans building on the foundation laid by previous plans.

This section does not attempt an exhaustive discussion of al the elements of a
national ICTD policy. For illustrative purposes the focus is on three critical
elements of any national ICTD policy: capacity development, building the
ICT industry and e-governance. Information infrastructure development,
which is an important component of a national ICTD policy, is sufficiently
discussed in the literature of ICTD and is therefore not dealt with in this briefing
note. Moreover, it should be noted that infrastructure is ‘necessary but
insufficient’ for ICTD, and infrastructure cannot be the primary focus of a
national ICTD policy.

ICT capacity development

As noted by Bridges.org: “Any technology will be insufficient if people do not
understand how to put it to effective use as part of their lives or their work,
either because they are not trained to use it, or they cannot imagine the
possibilities for how they could use it.”? Thus, developing ICT skills should be
treated as an important e ement of any national ICTD policy.

In developing ICT capacity programmes, policymakers face two general issues.
The first is ensuring that al citizens have the basic competencies to succeed in
the Information Age. Thisis normally provided for through ICT literacy courses
that should be offered to all citizens. The second issue is developing specialist
ICT skills to enable the country's ICT sector and economy in genera to expand
In a sustained manner. This requires the development of specialized training and

2 Bridges.org, “Real Access / Real Impact criteria ,” http://www.bridges.org/Real_Access.
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advanced ICT courses, and degrees in universities and colleges. ICT literacy
serves as afoundation for specialized ICT training.

Building the ICT industry

A national ICT industry is critical because it is a major economic sector in its
own right. It can also serve as adriver of productivity and improved quality for
the economy as awhole.

Policies and strategies need to provide the right environment for the ICT
sector — such as ICT hardware manufacturing, off shoring and global software
development, and the digital content industry — to flourish and play itsrole in
driving social and economic devel opment.

An area of content development that Asian companies can focus on is
digitaa mobile content. This includes mobile news, mobile transport
information, mobile financial information services, mobile games, mobile
music, ring tones and icon downloads, mobile entertainment, and mobile
directories.

e-Governance

e-Governance is the use of ICT in the domain of administration
(including public service delivery, regulation, law enforcement, security,
improving bureaucratic efficiency, and policymaking), and the domain of
politics (the range of activities related to how society makes decisions and
establishes values that are binding to its members) at the local, national and
global levels.

A governance perspective is used to highlight not only the institutional
interactions usually associated with public policymaking but aso the
relationship of society to governing. This briefing note dwells on issues related
to e-government, or the “use of ICTs to improve the activities of public sector
organizations.” This focus was chosen because ICT expenditures by
government can influence the overall development of the local ICT industry and
also because e-government makes possible good governance. Focusing on e-
government would also help lower the high falure rate of e-government
projectsin developing countries.

Policymakers should be aware of the following reasons why e-government
projectsfail: 1) lack of internal drivers, 2) lack of vision and strategy;

3) poor project management; 4) poor change management; 5) dominance of
politics and self-interest; 6) poor/unrealistic design caused particularly by lack
of inputs from key local stakeholders, which leads to designs that are over-
technical, over-ambitious, or mismatched to the local environment (e.g. culture,
values and needs); 7)
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lack of requisite competencies; 8) inadequate technological infrastructure
(eg. lack of sufficient computers or network); and 9) technological
incompatibilities. See Briefing Note No. 3 for a more detailed discussion of e-
government and guidelines for implementing e-government programmes.

4. |CT Governance

ICT governance is about specifying a decision rights and accountability
framework for the desired ICT use behaviour to be met.® This is a critical but
often overlooked element of ICTD policymaking. Governments seeking to
maximize the use of ICT in pursuit of development goals need to develop an
ICT governance framework. This framework is usualy comprised of a set of
principles, a decision-making hierarchy, and a tailor-made suite of
reporting and monitoring processes.

Australia provides a good example of a set of principles for ICT governance.
These principles are:

1) Establish clearly understood responsibilities for ICT.

2) Plan ICT to best support the needs of the organization.

3) Acquire ICT validly. Ensure that ICT acquisitions are made for the right
reasons in the right way, on the basis of appropriate and ongoing analysis.

4) Ensurethat ICT performs well whenever required.

5) Ensure that ICT conforms to all externa regulations and complies with all
internal policies and practices.

6) Ensure that ICT use respects human factors. Ensure that ICT meets the
current and evolving needs of all of the people in the process.

Creating a decision-making hierarchy for ICT is not new to governments. Many
governments already have a national agency in charge of ICT. From current
practice, there are at least four types of ICT decision-making bodies:

Ministry/Department (e.g. Ministry of Communications and IT in India),
Commission (e.g. High Level Commission for ICT in Nepal), Authority (e.g.
National ICT Development Authority in Cambodia), and Council (Brunei
Darussalam IT Council). The issue for countries with an existing ICT agency is
whether the current arrangement is effective for their needs. For countries
without an ICT agency, the issue is finding a suitable arrangement for effective
ICT governance.

% peter Weill and Jeanne W. Ross, IT Governance: How Top Performers Manage IT Decision Rights for Superior
Results (Boston: Harvard Business School Press, 2005), 8.
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The third element of an ICT governance framework is a tailor-made suite of
reporting and monitoring processes. The Better Practice Checklist for ICT Asset
Management’ developed by the Austraian Government's Information
Management Office is an example.

Unfortunately, despite the importance of ICT governance, very few
governments have adopted an ICT governance framework (i.e. principles,
decision hierarchy, and routinized monitoring and evauation processes) at the
level of government as a whole or within each government agency.
Policymakers seeking to play a leadership role in creating an ICT governance
framework in their respective countries should start by considering Welll and
Ross's ‘Top Ten Leadership Principles of ICT Governance'.° These principles,
adapted for the public sector context, are:

1. Actively design governance. Management should actively design ICT

governance around the enterprise's objectives and performance goals.

Know when to redesign.

Involve senior officials.

Make choices.

Clarify the exception-handling process.

Provide the right incentives.

Assign ownership and accountability for ICT governance.

Design governance at multiple organizational levels.

Provide transparency and education.

10 Implement a common mechanism across the six key assets (i.e. human
assets, financial assets, physical assets, intellectual property, information and
I'T, relationships)

©CONOOARAWDN

* Australian Government Information Management Office, Better Practice Checklist — 24. ICT Asset Management
(Commonwealth of Australia, 2007), http://www.finance.gov.au/e-government/better-practice-and-
collaboration/better-practice-checklists/asset-management.html.

Adapted from Weill and Ross, IT Governance, 222-230.
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Summary

e-Government has the potential to bring about higher quality and more cost
effective government services, and better relationships between citizens and
government. This briefing note aims to assist government leaders in better
understanding what e-government is, and discusses three different types of e-
government models — Government-to-Citizen (G2C), Government-to-Business
(G2B) and Government-to-Government (G2G). It also provides a step-by-step
guide to implementing e-government programmes, with key issues to consider.

This briefing note is drawn from the third of nine core modules of the Academy
of ICT Essentials for Government Leaders (Academy). The Academy is a
comprehensive ICT for development training curriculum that aims to equip
policymakers with the essential knowledge and skills to fully leverage
opportunities presented by information and communications technologies
(ICTs) to achieve national development goals and bridge the digital divide.
More information on the Academy IS avallable at
http://www.unapcict.org/academy.

© UN-APCICT 2009
Author: Nag Yeon Lee

Series Editor: Christine Apikul
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APCICT Briefing Note No. 3
e-Government Applications
1. What ise-Government?

e-Government or electronic government can be defined as government activities
taking place through electronic communications among all levels of
government, citizens, and the business community.

These activities include acquiring and providing products and services; placing
and recelving orders, providing and obtaining information; and completing
financia transactions. In a broader sense, e-government is the application of
information and communication technologies (ICTs) to enhance the
performance of government functions and services.

e-Government is not about business-as-usual, but rather a focus on using
digital technologies to transform the structures, operations, and most
importantly, the culture of government. e-Government should be value-driven
and not technology-driven. The promised benefits of e-government do not come
simply from digitizing information and placing it online. Instead, they come
from leveraging the new ICT tools to provide better services to citizens and
make government more effective and responsive.

e-Government is not a single event or a short project, but a long-term
evolutionary process of transforming government to focus on citizen services.
Thus, it is necessary to establish a high-level e-government roadmap (top-down
design) with a bottom-up detailed implementation plan.

In the top-down design, the roadmap should include long-term strategic
plans, as well as corresponding annual plans. The bottom-up detailed
implementation plan should focus on delivering services that are based on the
needs of citizens and businesses. It is important that the services are prioritized
and included in the roadmayp tasks. Examples of popular services are payment of
income tax and corporate tax, registration of new companies, application of
personal documents such as passport and driver’'s license, and employment
services.

Generally, the online accessibility and widespread use of e-government
services yield a greater impact. e-Government requires a critical mass of e-
citizens and e-businesses to have a sustainable impact beyond internal
efficiency and transparency of government. The success of e-government
depends on strong demand and support from the maority of the population.
This demand will first come from a stronger awareness of the opportunities
offered through efficient online government service deivery. Citizens and
businesses also need to be motivated to use e-government services through the
provision of compelling, relevant, and accessible digital content.
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2. e-Government Models

e-Government primarily consists of two parts. front-office and back-office. The
front-office part is comprised of online service delivery to citizens and
businesses, through the Internet or other digital means.

The back-office part is comprised of internal government administration and
information sharing both within and between governments. In this briefing note,
Government-to-Citizens (G2C) and Government-to-Business (G2B) services are
categorized as front-office, and Government-to-Government (G2G) as back-
office. Some of the most commonly offered e-government services are shown in
Table 1. Each service can be grouped into either G2C or G2B.

Table 1. G2C and G2B services

G2C services G2B services

employees social
Income tax contributions
job search services | corporate tax

VAT declaration and
socia security notification
personal
identification registration of new company
car registration statistical data submission
building permits customs declaration
declaration to the
police environment-related permits
public libraries public procurement

2.11nnovating Citizen Services (G2C) and Business Services (G2B)
— Front-Office Delivery

G2C services include information dissemination to the public along with basic
citizen services, while G2B transactions consist of various services exchanged
between government and business. |CT-supported or electronic G2C services
are characterized by a government-wide information sharing system and new
Internet-based applications. These allow citizens to access information and
other services using a single-window online portal.

Such aportal can provide the following citizen services:

e Processing and issuance of various permits/authorizations and certificates

¢ Information on legidative/administrative notices and relevant laws
e Payment services, including tax refunds and social welfare payments
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Government administration participation, including requesting public
hearings and casting electronic votes. Electronic G2B service delivery
consists of a one-stop single-window service for businesses. The services
covered include corporate civil administrative affairs, industria information,
and electronic transaction services. Examples of these electronic transaction
services are procurements, bids and awards, and payment services for
various taxes and public charges. Effective electronic G2B delivery requires
the following ICT applications:

An integrated e-procurement system — i.e. a single-window government
procurement system in which all procurements-related processes such as
registration, tender, contract, and payment are done via the Internet

An e-customs system that would streamline customs administration in the
import and export industry while establishing effective smuggling
interdiction

e-Commerce to support the buying and selling of goods and services online

2.2Innovating the Way Gover nment Works (G2G) — Back-Office Delivery

Electronic G2G delivery aims to reform government internal work processes to
improve efficiency. More specificaly, reforming government work processes
using ICT is expected to have the following outcomes:

A

Reporting systems of central and local governments are connected, resulting
In increased accuracy.
There isinformation sharing among agencies to improve efficiency.

few examples of G2G services in the Republic of Korea include the

following:

Integrated National Finance Information System consisting of real-time
management of national fiscal activities by interconnecting 23 independently
operating finance-related systems in various government agencies.

Local e-Government Information System consisting of 232 loca
government administrative affairs, such as resident registration and real
estate, finance, and tax at the city, county and district levels.

Education Information System and e-Learning, which brings together
schools, provincia offices of education and their sub-agencies in a
nationwide information network.

Government e-Document Exchange, which includes preparation, approval,
distribution, and storage of al governmental documents.
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Digitizing document processing in government agencies and moving to
paperless government operations is a key G2C initiative. e-Document exchange
IS expected to ensure efficiency, security, and reliability in administration.

3. Key Considerations
In this section, the following three key issues are discussed: 1) the benefit of
successful e-government implementation; 2) critical success factors and risk
factors of e-government deployment; and 3) strategic planning.

3.1 Benefits of Successful ICT Implementation in Gover nment

Table 2 shows the beneficial changes to government work processes that come
from effective |CT-supported reform.

Table 2. Changes in government work processes from e-government
From To
Paper-based government Electronic-based

work processes document processes
Department-oriented Service-oriented
procedures procedures

Many government contact A single contact point
points and personal (face-to- | and online access,
face) visits to government making personal visits

offices to government offices
unnecessary

Department-level Government-wide

information resource information resource

management, with alot of management using a
duplication and redundancy | common standard and
among different departments | characterized by
convergence

These changes improve efficiency, transparency, and accountability in
government by reducing transaction times and removing redundant layers of
bureaucracy. In addition, e-government helps build trust between government
and citizens by enabling direct interaction between government offices and
citizens. Information is made universally available.

3.2 Critical Success Factors

There are five critical success factors that government leaders should consider
In implementing e-government:
20
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Vision, objectives, strategy

A long-term plan with a clearly articulated vision and strategy is vital to the
implementation of e-government. A quick fix or piecemeal approach will not
work. The more effective approach is to think big and have a ‘big picture
(top-down design). During the implementation process, it is important to
start small and prioritize tasks (bottom-up design). In sum, successful e-
government requires.

e A clear leadership vison

e Strong support from citizens

e Agendasetting

. Law and regulations

It is important to plan for sufficient time and direct efforts toward legidative

changes that may be required to support the implementation of new

processes. The following laws need to be in place for e-government to

succeed:

e Law on privacy and related issues

e Law related to changes in business processes and information systems

e Law regarding the government information technology architecture and
establishing an integrated computing centre

Organizational structure

The effort required in this area should not be underestimated. Organizational
restructuring typically makes up between 30-50 per cent of tota effort.
Change in organization structures must be well planned and implemented in
a systematic manner. The following are important in effective organizational
change:

Strong and committed |leadership

Planning IT management and change management

Budget preparation and budget execution

Coordination and collaboration

Monitoring and performance measurement

Government—private sector—citizen partnership

21



coq$

Q
C
[

:QJ’J
Ccl0D

[

¥

C
C

5
(\?_G’BOOD&

<
QO0C
c

(opicriavles)

C
O20CGaOl

0 Pry

L

C

C
20320000 30

C
o
cric
: eamdlgé
ol
0$00)6200
Q

J

Q

C
C
RO

co
(60(1351803') 8088
C

C e3820C

02:c0
C
Jo
C
oC
o

pseS
S’B’JS(I)CDGG’% ?()
@Or] S’BQJ

B
s7ad)

C|

Dos
Jud

C
Ju

C N\
DCIQ00O

o
c
C N\
&
c

C

L

onfgE:
4

(o
COJ(JQO)Gj
ocC
&ECQ’)BOGS
GB’)
9o
SBGO)OCG’BCDEG(D’JGIQEII (Sicrplesl=~1(s

[

AR
c
[og
OO &
Ode
L
c
oQIq$ ©

o0
EII S’BQJLO

J
C

c
oog-
e
c

2l

c
()
c
®§r~®9p
Ju

o
O’)Qg@p
o
JL

)
[of
¥
olo
C
C

Je
[o
cs
L
C

(UG’BOOr]

o
C

&
[

L

G’BLOC\EOC

-Government co

e
omé:lgspney

30!

o N
°=9o
0
()
L
c
gll e
c o
PR
c
06
‘D‘DGO’]
e
ooéeaoooo
SQJ’J

o)
J
9

C

05

C

(7)03@ 2]

C
C
(o
S]_GOD’J G’BLOOOG’BOQ

Rl

[od
o

C

2

C
J
92620
[of
¥
0p3 996
C

3200630000

cqpoSearnsss
<
-
sp R$QYo0
003 036
g0

C

c302C

i
g

Q0D

J

QOGQOD

C

006302C g_ooeﬁ 8’2861

C

20p3
opS:90pS

C
®ODEII

[

c

OODE@J’)

C
[od

Q)
(DODE-

o5ayd

o°
C

Q
N
co

Q
L

o

820

5

oC

9C26202 00D
C

o

C
Q00 QU3

o

C
O(U’JG@GI?

2
[od
[og
Q o
85
[of
Ju
16000 s'aeJo%ep

C ocC
popnRe
o C - C
QJ’)Z 03(9290[22

C

5| OdGREUOGY U2
lpoesep: 3
0050

QDGGI

C
C

00002:c 0D 8

[

oooep
[of
7 Ieb) E(]
[of
0C:s
$0005

C e
SJ(T)IB

[of

C

[

OBODO) S’BGCD’JCS’BQDEG@’)GGI

S3og

&

0§
$
Gl s2sle
G’BO)OS cS320MO

o

8’2@80’)0’)J G&)’DC%U)S]? S’BGq

C
C

QOC

L

e-Government g2

S’BGq

(0)

/g0
o
()
&
E
D
(2]
ad
cm cm._
&° @
O
; :
7 ©O
4 6 <5
Q o 9
C% _ omL o=
Cm.vo 2= NA
S @l
% cm qumu
{5 @30
7o V0O O O
o= “O Q mw mw
S g w O <0
00 [3] oo L0B—“O
onoLCC ¢) O&L
U)o 3 S YD e

O V> se U0 @0 Q
oQ9 .% KAe) o
Q 00 o [ ()

21



V. Business process
The existing way of doing business may not necessarily be the most
appropriate or effective. One of the tools used to carry out business process
innovation is Business Process Reengineering (BPR). This involves
redesigning the work flow within or between department levels to increase
process efficiency (i.e. to eliminate inefficiency in the work process).

V. Information technology
Information technology changes rapidly. Factors to consider when choosing
technology and vendors are:

Level of application technologies required

Network infrastructure

Interoperability and standardization

Technical and human resource capabilities

3.3 Risk factorsin e-Gover nment deployment

It is widely believed that e-government implementation in many countries
has failed to meet high expectations.
One study shows that 35 per cent of e-government programmes around the
world have failed, 50 per cent are partia failures, and only 15 per cent can be
considered successful.! Factors leading to failure of e-government deployment
in developing countriesinclude:

e Lack of agreement within the public administration system: Internal
resistance by government

e |nadequate plans and strategies: e-Government is introduced in a piecemeal
and unsystematic fashion

e Lack of adequate human resources: Insufficient institutional and human
capacity building

e Absence of an investment plan

e Shortage of IT and system suppliers

e |mmature technologies and overemphasis on technology or technology-
oriented deployment

¢ Rapid implementation without adequate testing and preparation, and without
adequate input from key local stakeholders

The most important challenge to overcome is realizing that there is no one

solution to fit every situation. Asia and the Pacific are characterized by vastly

different political, economic, social and governance contexts, which require

different approaches.

! National Information Society Agency, “Bridging Asia through e-Government” (Asia e-Government Forum 2007,
Seoul, Republic of Korea, 20 September 2007).
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3.4 e-Government Strategic Planning

A sound strategy is essential for effective e-government implementation. A
strategic plan provides a roadmap for an organization to move from its current
state to its desired medium- or long-term future state. The strategic planning
process consists of five steps as shown in Figure 1.

° l

visioning |

SWOT analysis

goal formulation

—'-{.strategy development

| objectives formulation |

communication and review |

|

.;j.‘;t.
Figure 1. Five stepsin the strategic planning process

Step 1: Analyse the present environment.

A SWOT analysis can be used to identify the internal and external factors that
are favourable or unfavourable to achieving a particular e-government aim or
goal. SWOT stands for Strengths, Weaknesses, Opportunities and Thresats.

Step 2: Articulate avision statement.

A vision statement is a statement that articulates what an organization aspires to
be. It is future-oriented and serves to inspire members of the organization
towards reaching the organization's future desired state. A vision statement
should be clear. While stating an inspiring ideal, it should aso express redlistic,
achievable aspirations. In addition, it should be aligned with the organizational
culture and va ues.
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Step 3: Refinethevision into goals.
Goals are long-term (3 to 5 year) directions or targets based on the vision.

Step 4: Determine strategies to address the findings of the SWOT analysis
and achieve specified goals.

Strategies can include specific managerial tasks and measures to achieve a
specific goal established in the e-government roadmap.

For example, a strategy is the construction of a comprehensive master plan
stating how the Government will achieve its objectives. Strategy
implementation is the process by which strategies and policies are put into
action through the development of programmes, budgets, and procedures.

Step 5: Formulate concrete and measur able objectives from strategies.
Objectives are the end results of a planned activity. These should be specific
and measurable statements of what is to be accomplished at specific moments.
In contrast to an objective, agoal is an open-ended statement of what one wants
to accomplish with no quantification of what is to be achieved and no time
criterion for completion.

4. Guiddines
To conclude:

1. e-Government is not a single event in a short period of time but a long-term
evolutionary process of transforming government to focus on citizen and
business services.

2. The more services that are available online and the more widespread the use
of these services are, the greater the impact of e-government will be,

3. e-Government will only be successful if there is strong demand and support
for it from the majority of the population. Therefore it is important to know
what types of services citizens and businesses need.

4. Develop a multi-channel single window common service delivery
infrastructure, including ‘physical’ citizen service centres and other public
access points such as telecentres, call centres, Web portals, and mobile
portals.

5. Encourage the development of relevant, compelling, user-friendly online and
mobile content.

6. Critical and risk factors should be fully studied to avoid mistakes or failure
In e-government implementation.
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Summary

A quick succession of technology breakthroughs has revolutionized how we
communicate and exchange information. But where did all these technological
developments come from and where are they headed? Given the wide array of
information and communication technology (ICT) applications, what are the
factors to consider when making a selection? The first section of this briefing
note provides some insights into some of the key ICT trends to date, and the
ways by which they are shaping the present as well as the future. The next
section identifies policy considerations relevant to building today’s modern
communication systems, to the continued development and evolution of the
Internet, and to socio-economic advancement and achieving development goals.
This briefing note is drawn from the fourth of nine core modules of the
Academy of ICT Essentias for Government Leaders (Academy). The Academy
Is a comprehensive ICT for development training curriculum that aims to equip
policymakers with the essential knowledge and skills to fully leverage
opportunities presented by ICT to achieve national development goals and
bridge the digital divide. More information on the Academy is available at
http://www.unapcict.org/academy.

© UN-APCICT 2009
Author: Rajnesh D. Singh
Series Editor: Christine Apikul
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APCICT Briefing Note No. 4
ICT Trendsfor Government Leaders
1. Introduction
In just a few short decades, the use of information and communications
technologies (ICTs) has completely transformed how we live, work, and play. A
guick succession of breakthroughs in technology has completely revolutionized
how we communicate and exchange information. From the invention of Morse
code in 1837, to the invention of the telephone in 1875, to the availability of
AM radio stations in the 1910s, followed by television in the 1940s, people have
been discovering and learning new ways to communicate and exchange
information. The invention of the microprocessor in the 1970s was the start of
another era of rapid change, and in just three decades we have arrived at today's
modern communications systems, of which the Internet is probably the most
pervasive and is fast becoming the primary medium of communication in many
Instances.
2. Broad Developments
The creation of the World Wide Web was an important catalyst in the Internet
transitioning from a research project to mass global, public acceptance. But the
technological evolution has not stopped there. The Internet is making possible
new ways of doing things. The use of the Internet to send and receive voice
communication is a prime example. Cloud computing, which is coming to the
fore at arapid pace, is perhaps the next evolutionary stage in computing for the
masses where low cost access devices are used to access and manipulate
information stored and processed within the network. In cloud computing,
instead of installing and running applications on PCs, applications are made
available from a central point on the Internet using Web-based technologies.
The applications themselves are hosted on infrastructure that is specially
designed to handle the requirements of users who could be dispersed across a
city, a country, or the world.
|CTs play an important role in any economy today. Some governments use ICTs
to improve administration and management functions. Others use ICTs for
health and education. And then there are some economies that have capitalized
on the economic returns that 1CT-based industries can offer. India's ICT
outsourcing sector, which is expected to generate some USD 75 hillion in
revenues from software and services exports by 2010, is a prime example of
building an industry around ICT.*
To compete in an increasingly globalized marketplace, economies need to not
only use ICT, but aso ensure the availability of ICT to all sectors of the
economy. This requires a significant investment in infrastructure and capacity
building, and a policy environment that fosters innovation and growth. Lack of
infrastructure and capacity building have been long-standing issues in the
developing world in particular. When coupled with a closed and restrictive

1NASSCOM, NASSCOM Strategic Review 2008 Executive Summary,
http://www.nasscom.in/upload/SR2008_Exec_%20Summary.pdf.
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policy environment, this results in the inability to fully maximize all of the

opportunities offered by ICTs.

Mobile phones represent an important strategy for providing universal access to

ICTs and bridging the digital divide in developing countries. Mobile phones

have the following advantages:

e Mobile phones are cheap, with some models retailing for less than USD40 in
developing countries.

e Mobile phones generadly have a long battery life, which is an important
factor for their use in settings where eectricity may not be readily available.

e Core infrastructure to support mobile phone services is generaly already in
existence, covering populated areas.

e Most, if not all, mobile phones today have a Web browser of some kind, as
well as Short Messaging Service (SMS) and Multimedia Messaging Service
(MMYS) facilities. Some are converged devices with FM radios and
flashlights.

e Various information services are available over the mobile service, as are
websites supporting access by mobile phones. This in itself is a business
opportunity in-country.

e Prepaid mobile phone services do away with the need for deposits and credit
checks. This gives low-income earners the opportunity to connect.

e |n community settings, a person (or agroup of persons) may be able to set up
a ‘telecentre’ using mobile phones to offer services for a nomina fee. This
creates another business opportunity.

e Commercial transactions via mobile phones are available in many markets.
These include mobile banking and ‘nano-finance’ transactions (i.e. low-
value transactions such as paying another person electronicaly by
transferring phone credit to hissher mobile phone). This is aside from the
guick access to information that having a mobile phone could enable, which
Is another business opportunity to support nano-finance-based transactions.

e Learning how to use a mobile phoneis aso much easier than learning how to
use a PC, and there are fewer application software-oriented issues to deal
with.

However, for mobile phones to be effective in helping to bridge the digita

divide, an appropriate regulatory environment must be in place to ensure that

mobile phone services can evolve and adapt to market demand. Second, the
service fee structure should encourage wider effective use, including use by
low-income earners and economically disadvantaged communities.

Governments can play a key role in ensuring that these requirements are met

through appropriate policy reform, which may include market liberalization and

competition, areview of access cost structures,
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and ensuring that service providers offer the required services in a way that
delivers maximum benefits in terms of technology and affordable access.

3. Key Considerations
3.1 Network Building Blocks

Technology evolves, and is embraced, at a rapid pace, particularly in the
developed world. Thisis a challenge for developing countries where users have
to cope with rapid technological changes often without the necessary resources,
and they are either forced to adapt to new technology or miss out on it
altogether, which further widens the digital divide. Voice-over-Internet-Protocol
(VolIP) is one example of this. Video-based websites (such as YouTube) that
require significant bandwidth to operate efficiently, are another example.

In order to appreciate the technical challenges in delivering some of today’s
rapidly evolving technology, it is important that policymakers and decision
makers in developing countries understand and take into account the basic
building blocks that make up modern communication networks. It is also
important to look at approaches that have been successful in other economies
and explore how best to adopt and adapt these to suit local conditions. These
include:

» Using appropriate technology to ‘future-proof’ infrastructure — for example,
deploying optical fibre networks instead of copper-based networks for
critical backbone connections;

» Exploring the possibility of regional and sub-regional cable networks to
provide for system redundancy and stability;

» Assessing the benefits that a robust national cable infrastructure can provide,
including looking a how this would help build investor confidence,
strengthen service delivery, and improve the reliability of service and
networks providers, and how all these would translate to providing better
services and opportunities to the general public; and

* |n situations where terrain and deployment costs hamper service provision,
using cable-based systems, wireless systems and/or satellite-based delivery
of services, and putting fair regulatory mechanisms in place to allow feasible
delivery of such services.
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3.2 Thelnternet

The growth and influence of the Internet in the past decade has been
phenomenal, to say the least. At the time of writing, it is estimated that there are
some 1.5 billion Internet usersin the world, and thisis constantly increasing.?

Voice communication over the Internet, blogging, Internet radio, Internet
television, socia networking sites, cloud computing, and Internet-based user
applications have al contributed immensely to the rise in popularity and
acceptance of the Internet as the primary communication method for many. The
Internet has also given rise to many businesses and industries generating billions
of dollars in revenue, which makes the Internet an integral part of the global
economy.

As such, it is important to ensure that the policymaking process looks at the
Internet as an important component of the economy's infrastructure. Indeed,
many economies now consider the Internet as part of critica national
infrastructure, much like water supply, electricity, and transportation services.
The policymaking process needs to ensure that Internet services are reliable and
secure, and provide an environment that alows Internet growth and innovation
to continue. This process needs to address the following:

» Fostering competition in Internet service provision and ensuring that there is
appropriate ‘unbundling’ of local loop services (i.e. separation of
infrastructure from the services that run over it);

* Interconnecting government agencies and institutions using appropriate
infrastructure, and promoting commitment to online delivery of as many
government services as possible;

* Ensuring security and stability of national Internet infrastructure through
such means as domain name system root server mirrors, Internet Exchange
Points, and international connectivity redundancy;

» Encouraging legidative responses to cyber security (e.g. anti-SPAM
legislation and consumer protection on the Internet);

» Providing appropriate regulatory flexibility to ensure the continued evolution
of Internet technologies and their use (e.g. liberalization of VolP and
development of broadband Internet from both access and cost perspectives);
and

e Building an environment that is conducive to the development of
community-based networks, particularly in rural environments where
commercial provision of services may not be feasible.

%Internet Usage Statistics, “The Big Picture from Internet World Stats,” http://internetworldstats.com/stats.htm.
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3.3 Connecting the Modern Organization

Today’s modern information technology systems are able to provide improved
process control and management, as well as enhanced genera operational
efficiency. But given the bewildering range of hardware and software available,
it isimportant to ensure that the right choice of hardware and software platforms
Is made. Factors that need to be considered holistically include the following:

* Ensuring that procurement and purchasing decisions take into account
technology trends, as well as the lifespan of the system, including its total
cost of ownership;

» Assessing the benefit of adopting free and open source software in terms of
economic savings, as well as the potentia to localize such software to suit
local conditions,

* Using new and emerging application delivery methods that require less in-
house technical resources to operate and maintain, such as Software as a
Service and Enterprise Resource Planning tools, to provide ‘whole of
organization’ application integration and access,

» Reducing interconnectivity costs by employing virtual private networks to
connect remote | ocationg/offices; and

* |Implementing intranets as an organizational information resource.
Softwar e as a Service (Saa$) is a software delivery platform over the Internet.
Instead of installing ‘client applications on user PCs, SaaS uses the Web
browser to provide the user client interface. The actua software is hosted in a
data centre that may be operated by the software vendor, or hosted by a third
party specializing in hosting such applications. The software is not ‘sold’ to the
user in thetraditional sense; rather, the user pays afee to use the software, much
like a subscription. This has some obvious advantages, including not having to
pay up-front costs (which are sometimes substantial) for purchasing the
software, investing in infrastructure to host and operate the software, and
mai ntaining both the hardware and software.
Enterprise Resource Planning (ERP) systems are based on the concept of
integrating various organizational data and processes into one unified system.
An ERP system may use various computer application modules with a unified
database to store organization-wide data as the key unifying factor. This allows
datato be available systemwide, and it reduces the need for constant monitoring
and updating between discrete systems. It could also reduce hardware
requirements in the sense that multiple applications running on multiple servers
could be made to run on one server (or a couple of servers for redundancy
and/or scalability). It also reduces cost by doing away with the need for external
interfaces between two or more systems to exchange common data. Typica
modern ERP systems have modules for financial management, human resources
management, supply chain management, and other basic functional
requirements of an organization.
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Virtual private networks (VPNSs) interconnect an organization's multiple,
physically separate sites or mobile workers by creating a protected ‘tunnel’ over
a communication network (e.g. the Internet). All of the sitesin aVPN work asif
they are part of the organization’s internal network, even though the data is
flowing across a public network. Various authentication and encryption
mechanisms are used to protect the ‘tunnel’ between the sites, and this can be
done at the network level using VPN gateways and at the client level using
specific software installed on a PC. In essence VPNs can be compared to having
leased lines between sites, except a much lower cost because the Internet is
used as the communication infrastructure.

I ntranets are computer networks that are normally available only to staff within
an organization athough they may also be accessed through the public Internet
using secure logins or VPNSs.

An intranet makes use of various Internet protocols and services to facilitate
access to organizational information (e.g. reports) and functional areas (e.g.
customer data, product data, financial data). Such information can typicaly be
accessed using a Web browser, often over a secure connection. On a Web
browser, a secure connection is characterized by a small padlock at the bottom
of the page and the address bar being displayed in a different colour and
preceded with ‘https'. In cases where Internet bandwidth comes at a premium,
an organization can set up an intranet and use it to host various information
obtained from the public Internet and other sources (e.g. anti-virus software).
This saves the organization Internet access costs while also providing quick
access to the data.

4. Conclusion

More than ever before, ICTs are being looked at as means to improve socio-
economic conditions, and as a tool for achieving the Millennium Development
Goals (MDGs). As technology continues to evolve, it isimportant to ensure that
the policymaking process is thorough and ultimately contributes to socio-
economic advancement. The following are some key actions that can contribute
to this process:

» Establishing a National ICT Taskforce that considers advances in technol ogy
in a critical manner and provides timely and relevant input into the overal
national planning process,

* Ensuring that the ICT regulatory and policymaking arm of government is
proactive in its approach, engages with stakeholders from all sectors, and has
the capacity to research and assess new technology trends so they can be
rapidly adopted where appropriate;
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e Formulating a national ICT strategy with balanced input from all
stakeholders, and taking into account both global technology trends and local
needs;

» Collecting national statistics that include an ICT aspect to aid in planning
and devel opment;

* Promoting policy reform efforts underpinned by market liberalization and
competition but balanced by access cost structures and service provisioning,
to ensure that service providers offer the required services in a reasonable
manner;

» Policymaking that explores aternative forms of access and, in particular, the
potential of mobile telephony and convergence;

» Adopting new technology and deploying forward-looking strategies for
infrastructure development and the use of appropriate technology to
maximize the availability and use of information and services; and

» Using open standards in system procurement and deployment to ensure
continued interoperability among systems.

The policymaking process needs to carefully explore various options to provide

an outcome that is halistic, practical in the local context, and at the same time,
aligned with regional and global trends and best practice.
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Summary

The Internet raises significant chalenges for public policy and sustainable
human development. Hence the ongoing development of international policies
and procedures to govern the use and operation of the Internet. Internet
Governance, however, is more about governance than the Internet, and there are
anumber of political issues concerning international Internet policy, the use and
abuse of the Internet, as well as the deployment of the Internet to help achieve
social and economic development. Governments need to understand these issues
If they are to have avoicein the global information network. The first section of
this briefing note provides a brief history of and context for Internet
Governance. The next section gives an overview of the report developed by the
Working Group on Internet Governance, the political tension around the most
contentious aspects of Internet Governance, and the rise of the Internet
Governance Forum. In the final section, a roadmap is suggested to guide
policymakers in developing a plan of action for addressing Internet Governance
Issues at the local, regional, and global levels.

This briefing note is drawn from the fifth of nine core modules of the Academy
of ICT Essentias for Government Leaders (Academy). The Academy is a
comprehensive ICT for development training curriculum that aims to equip
policymakers with the essential knowledge and skills to fully leverage
opportunities presented by information and communications technology (ICT)
to achieve national development goals and bridge the digital divide. More

information on the Academy is available at http://www.unapcict.org/academy.

© UN-APCICT 2009

Author: Peng Hwa Ang

Series Editor: Christine Apikul
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APCICT Briefing Note No. 5
Internet Governance
1. Introduction: What |Is The Big Deal About Internet Gover nance?

Contrary to common misperception, the Internet has one point of
‘control’ called the Root Zone System. This Root Zone may be imagined as a
master directory of directories of telephone numbers. Every computer that
accesses the Internet must have an assigned number called an Internet Protocol
(IP) address. It is analogous to a postal code or a phone number; the numbers
tell the sender where the letter, call or data are to be sent. This master directory
or Root Zone is needed to ensure that no two recipients have the same address.
Management of the entire Root Zone System is in the hands of a US company
called Internet Corporation of Assigned Names and Numbers (ICANN). As its
name suggests, ICANN gives out names and numbers. The names are for
country codes. So .CN is for China, .1Q for Irag, .SG for Singapore, and so
forth. Without an assigned |P address, a computer does not exist in cyberspace.
Thisrole of ICANN istherefore critical to the functioning of the Internet.
There is no disputing that ICANN has run the Root Zone System well in the
sense that the Internet has run well. The issue that causes discomfort is that
ICANN is an American company under the authority of the US Department of
Commerce. That is, the US Government can tell ICANN what to do.
Governments all over the world use Internet infrastructure to deliver essential
services in education, health and government services. The possibility that the
US Government can somehow prevent use of the Internet by a country that for
some reason finds itself at odds with the US is therefore disquieting for some if

not al governments.
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Thereisin fact an actual instance of a country being cut off from the Internet. In
2002, the domain name .1Q was in the hands of a Paestinian living in Texas
who was charged for unauthorized sale of computer parts. In the process, the
1Q domain name was taken back by ICANN. That is, there was no one to turn
on the computer servers for .1Q. Coincidentally or otherwise, this meant that
Irag did not exist in cyberspace just before the 2003 war between Irag and aUS-
led coadlition. The .IQ domain name was not available until July 2005, just days
before the Working Group on Internet Governance was to issue its report
recommending that every sovereign government should have the right to control
its own country-code domain name. It is with reference to this that China has
repeatedly called attention to control of “critical Internet resources’ as an

important concern.

2. TheOriginsof Internet Governance

The issue of Internet Governance goes back to the 1998 plenipotentiary
meeting of the International Telecommunication Union (ITU) in Minnesota,
USA where the idea of a summit on the information society was mooted. There
were several motives behind the summit. The dotcom boom was at its height.
The Arab countries were concerned that for all their oil wealth, they might be
left behind in the information-based economic wealth that was being created.
The Chinese saw the matter partly as a resource issue — that because US
universities such as the Massachusetts Institute of Technology and Michigan
State University had each been given more IP addresses than China, and the
number of IP addresses was limited, there was a possibility that large parts of
the Chinese population would not be able to access the Internet. (The
universities have since returned the unused IP addresses. Also, a new [P
addressing system called 1Pv6 has been introduced.) The ITU itself, many of
whose members had thought the Internet was a fad, was keen to have some role
in the governance of the Internet.
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The 2003 World Summit on the Information Society (WSIS) came close to
failure over the issue of Internet Governance. While many countries wanted to
address Internet Governance, the USA was of the view that there is insufficient
capacity especially in developing countries to address the issue. It was decided
that a working group be appointed by the UN Secretary-General to report on the
issue. The Working Group on Internet Governance (WGIG) concluded its work
with an 80-page Background Report that reflected the inputs of many interested
parties, and a Final Report edited by the entire Group. The Final Report defined
Internet Governance thus.

Internet governance is the development and application by Governments, the
private sector and civil society, in their respective roles, of shared principles,
norms, rules, decision-making procedures, and programmes that shape the
evolution and use of the Internet.

Severa important points should be noted about the definition. Internet
Governance is not merely a law passed by a government. It also encompasses
the principles, policies, rules, processes, and procedures for administration by
government. Other public policy issues such as spam, privacy, and cybercrime
were included. The private sector and civil society were to be considered as
stakeholders in Internet Governance. This meant that Internet Governance was
not the traditional government-to-government arrangement that was prevalent in
international agencies. The sweep of the definition implied a rejection of the
attempt by the ITU Secretary-Genera at the time to limit Internet Governance
to “ICANN-related issues’ only.
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2.1 The Four Clustersof Issues

The WGIG Final Report outlined the issues in Internet Governance and divided

them into four clusters:

1. Physical Infrastructure, which encompasses ICANN-related issues such as
| P addresses, domain names, and the root zone server.

2. Use and abuse of the Internet, such as spam, network security, and
cybercrime;

3. Issuesrelated to the Internet but with wider impact, such as competition
policy, e-commerce, and intellectua property rights; and

4. Development aspects of the Internet, which had been a motivating force
behind the WSISin thefirst case.

The second cluster refers to issues specific to the Internet while the third cluster

refers to issues that spill over from the Internet to the offline world. As for the

fourth cluster of issues, the WGIG Final Report recommended that development

be considered a priority that cuts across all the issues. Internet Governance was

to be placed within the context of the Millennium Development Goals. This

meant that there should be effective and meaningful participation in Internet

Governance arrangements, which in turn means capacity building to address the

issues. A Digital Solidarity Fund had been created but very little money for

what is needed has been donated.
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These issues need to be worked on in a process that, according to the Final
Report, should be transparent and democratic, and with multilateral (i.e.
involving many countries') participation.

The WGIG Final Report also gave two key recommendations. The first
recommendation was that there should be an international forum for all
stakeholders to discuss Internet-related issues. Such a forum should be low-cost
and have no decision-making powers. The reason for denying decision-making
to this forum was to avoid the protracted negotiations that would inevitably
accompany the discussion. In short, the forum was to be a ‘talk-shop’.

The second recommendation was that “oversight of the Internet” be

“internationalized” based on the WSIS principle that such oversight be
democratic, transparent, and with multilateral (involving many countries) and
multi-stakeholder (government, business, civil society) participation. In short,
ICANN should not be in the hands of the US Government but be placed in an
international body.

The US Government was against both recommendations. At the second World
Summit on the Information Society held in Tunisia (it should be noted that this
Isthefirst time ever that there has been two summits on one issue; by definition,

there should only be one summit), the bargaining led to the following outcomes:
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e |CANN should be allowed to continue in its present form;
e TheInternet Governance Forum (IGF) will be established; and
e Country-code top-level domains (cc-TLDs) will be placed entirely under the
control of national governments.
This last point meant that theoretically at least, the .1Q situation where the Iraq
domain name was removed from cyberspace would not be repeated.
The Final Report also recommended better coordination among the international
bodies involved in Internet Governance, and the implementation by national
governments of “Internet-friendly national policies.”
3. Implementing Internet Gover nance
The WGIG Final Report was intended to resolve the question of defining
Internet Governance. Thus, it is short on details regarding how to go about
resolving the issues outlined. The WGIG Final Report does not contain a road

map or a plan of action.

It should be noted that regulation of the Internet can be done not just through

laws. There are four modes of regulation:

1. Architecture—what technology permits, dissuades or prohibits
Technology may be used to regulate conduct. For example, software

encryption is being used to attempt to defeat online piracy.

2. Markets— priceand availability
Market forces may be used in certain instances. An example may be privacy
protection. In the USA, users are encouraged to ‘shop’ around for a website
with a privacy protection policy that they are comfortable with before

transacting on the site.

39



° ICANN 03 w3 e morgé’l(f) $9203¢: 005005 Sez008¢ ELwéwéu
L 3 altT (i L o] d
C C ° C ° o [*] C C
L s'acmﬁ,ms'a:){:@s?oqtogce@ Forum (IGF) opoopdecodc ogo CTev]l
) Country — code top — level domains (cc-TLDS) coSc$:08920003 86860592814

N (' . C C QC, C ,Q "] (g
S’B(OQ’S’BODQ‘,GJ’D,GS’B’D(DO;)C CD?.QJLOCD’J.aq_O lel

C. 2, C C c o e Q COCo d . C C |Q .
G?DCDG?_.S’BSJO)G?G?BQ 9&&%00@0@0%% G’BS]_O’)%CC(JQ omain name @0&)& . 8228

c _Cco

Cyberspace ¢ 00530003 [§6958|: c0bdegdynieoqs §p5gaS3oopsi
2[geS[gpSBEqp 98 m0pSiapmmlog: 9aComsnd =o%fg 92696

° o C o
(20) S’BG(D’JCSSQS

'.=¢D

02601865008 OSB |§ $e¢ 888co5::8: s'aws'w 20 6 Bé " méomsodsd
Re : Q [N198¢ & sl E > PY< FO°§C

o C c ocC oy oy
CGOD’D S?QlL.OD’J.GS]:GIQLOr]S@J’D. (72 S’BG(D’JCS’BCDQG(D’DC\EO(YEC GSO’JCgO’)

[og ° [og C o0 O [og (g [ [og e
(9) 28omg0deradg 52695008 seommcpdevdesnégadfgé:
C Q@ Co C o [o ° o C oo [o] c_¢C [o
WGIG & 92[8:0005928E 800005 9280705059203:[g)9969) 600861 528¢loSqE:c0l:9/05
C o C° (o C C o C C [*] [og o ﬁ
§S00dOdD) e198:03 Me[gepeeqs qoSquSfat:ocgdoopdt Bepé GEfqomsod
[og Cc O C C c O C (*] C
2,519 686005005¢)  se[gepepRé  epSadeanlgadqepdad s'aeoa:oaoo@: 20936
cr c c ﬁ o Q Co [o o _¢C o [o (¢] o c _C
qeg@owgu WGIG ms'a@:oom FOCIVORC FEIVOOIVEA$E (W VIOD) COOCH:
c2028ga5e mdmodedloéeor
[og C C ﬁ C o C C C C (¢} C C C C
2[g¢  mComsadelops:gbiopS:m&:qpilgdopy  poesepideoydagss) ew006gab
coC (o] [¢] c c (o [*] (o o c CcC O C o (o
olglep0§EsaopSa} 2 3fg qepdlgoopar diepdiepiopdiarsid} (g)gpaiecpfqdlaspds
(o (o (g C o (o oc o¢ [og [og [og
o gpSopng opSioopSea0005¢ - §pSiopndE:BEepgtlq g sabgode
olg|co6e0q§ cupt:aeade (9 erod) oxxlgdegpr
B33 2¢[qe/ omrlgdecd Bsind 2000003 %203:[q qepS[gd0d oeomesfas
30 3¢ld10/ 01{g6¢0b B§:pdas spS0p Qo2 B8 Fl4<

online col'e S0 cmSes software encryption o3 sooo°|§ coo@:n Si
[ TR A T R (¢} qt? yp (! [ |. E

Jr eepapodep: - copafied of

o CCDO I—3 Q C °EC CB oc¢ r]OD Q CE] C CD’DC :19)@’) Q
(YE(D C\E Lle(YE O')’J(YODQDGO., C:O0Cl0O&CO EII 8’26961 §r~ EG CQ%)C ° ,qooogeoo
° o ¢ ¢ o

(7)’)(730)80:61% 90180)66158’28?@&: 8’20{2@'_0{9’)202 8’2’)28020’20)08 :QCDBQ Website GOTOg

/

o

Q [of (o C C C c ¢ C co C
030’)28613 S’BGG]_’JCZG’BO(DCUOGQO’)CCD@J’):S’BO’)CD QOO0C :eesoocg_ooe G’BQOCGEGQJ’)GQ Q
<] L L [¢] OeJ

q§socloopSi

vC



3. Social norms - through expectation, encouragement, or embar rassment
On the Internet, there are areas where social norms are in place. For

example, posts on discussion boards are expected to be relevant (on-topic).

4. Law — government and private sanctions and force, including self-
regulation
Laws will always lag behind fast-changing technology. Self-regulation
would thus be a good mode of regulation. Being industry-specific, it should
be able to adapt to change more quickly than legidation passed by
Parliament. However, not all conditions for self-regulation exist. Perhaps the
most serious objection is that the industry for the most part is unwilling to
self-regulate.
4. Suggested Road Map
While the WGIG Final Report places heavy emphasis on process, it
does not give as much guidance on the ‘what’ of Internet Governance.
Given competing priorities, what steps in Internet Governance should be
taken? What follows is a suggested road map that may be used as a
plan of action. This road map has been ‘tested’ in the sense that where
there have been regulations, they have covered the areas outlined and

in the sequence shown below.
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Access and Service Provision
Obtaining affordable access while maintaining quality are key issues. Where
possible, competition among Internet Service Providers should be

encouraged to lower prices.

. Electronic Commer ce

Addressing e-commerce issues not only benefits the business community but
also overcomes a host of problems in going online. By this time, most
countries would have their legal systems set up to enable e-commerce.
However, many countries have not fully resolved issuesin areaslike taxation
and the rights and responsibilities of various parties online. With the increase
in the use of socia networking sites, an issue that has come to the fore is
liability for third-party content — that is, the extent to which a website host
should be liable for content posted by users where there are hundreds of
thousands of such posts everyday, making it impractical for a person to scan
al posts.

Content Regulation

The issues in this area go beyond censorship. The fundamental issue is
reconciling conflicting cultural values in information content, since what is
acceptable in one part of the world may be objectionable in another. To
allow everything on the Internet would mean upsetting existent laws. On the
other hand, it is impossible in practice to apply existent laws to the Internet
because doing so would require an army of censors. The current best practice
Is to filter rather than to block content. That is, content may be available to
some groups but not available to others.

Another issue in content regulation is online defamation. Given the ease with
which this can occur, the traditional law on defamation will need some

modification. For example, some form of mediation may be useful.
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V. Security
The US Government will be putting greater emphasis on this in the near
future. Broadly speaking, the issues here encompass the protection of
computer systems against hackers, as well as the prevention of online crime.
Among the issues to be addressed are scams and Trojan horses that
surreptitiously collect sensitive data like passwords. Developing countries
will need to work on security issues as well because tightening security in
the US will have the unintended consequence of driving hackers to attack
systems that are less secure, which would be in developing countries.

V. Intellectual Property Rights
In many countries, the issue is the need to extend current intellectua
property law to the digital era. There are new areas, such as whether domain
names should be linked to trademarks — that is, should a company be
entitled to the same name online as it has offline? Intellectual property rights
are defined and in the past there has been a balance between the rights-
holders and society. The tendency is for the rights-holders to push their case.
Many academics are in favour of less restrictive copyright rules because of
the larger socia benefits of encouraging innovation.

VI. Privacy
For many countries, privacy is a new word. On the Internet, the scope of this
concept is fairly narrow and for practical purposes privacy refers to the use
of persona information by the collector of the data. The European Union’s
Data Protection Directive requires non-EU countries that handle data from
the EU to have ‘adequate’ data protection. The Directive has yet to be given
full forcein al third-party countries.
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VII.Illegal Content

Child pornography and consumer fraud are content that are globally accepted
asillegal. There are international ‘sweeps where law enforcement groups in
some 40 countries cooperate to sweep the Internet for such content.
Simultaneous raids have been conducted to arrest offenders, particularly in
child pornography cases. Such sweeps require offline laws before these
online counterparts can be effective.

Spam, despite its nuisance factor, is not illegal in many countries. At the
IGF, there is a loose grouping of interested stakeholders who are looking

into the issue.

5. Development

Information and communications technology for development or ICTD is a
whole sub-field by itself. There are many ICTD applications in government
services, agriculture, education, health and business, and with varying success.
The cost of hardware continues to decline, making access more affordable. One
area that governments can work on is computerizing government services. e-
Government implementations have been shown to increase efficiency and
reduce corruption.
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6. TheFuture of thelnternet Gover nance Forum

The IGF mandate ends in 2010. Much of the action in the IGF is now happening
In the paralel sessions, instead of in the plenary sessions. Often, issues have
some technical dimension that must be grasped before policy can be made. The
paralel sessions are able to bring together a small, diverse, and motivated group
of stakeholders called Dynamic Coalitions to address the issues. Any interested
person or organization may join these Dynamic Coalitions.

Recently, China stated that it would not support the continuance of the IGF
beyond 2010 because a ‘talk-shop’ is not enough to solve problems, the main
one being what China perceives to be “a monopoly” of the Internet. The IGF,
however, was never intended to change Internet Governance arrangements. The
strongest complaint would be that the IGF has not helped social and economic
development in developing countries, which was a major motivation behind the
WSIS. However, thisis not the basis of the complaint by China. There appears
to be political backroom manoeuvrings because in 2005 at WSIS 2, China
suddenly dropped its demand that ICANN be internationalized after a direct
appeal by the US Government. It is possible that China is seeking some
bargaining chips with the USA. In 2005, the USA had opposed the

formation of such a forum; now, however, the USA wants the forum to
continue.

The political dimension of Internet Governance especially at the international
level therefore continues to dominate. At the local level, the need for
development is as strong as ever. Together, they show the need for countries to
be aware of theissuesin Internet Governance.
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Summary

In today’s society, governments, public institutions, and private corporations
collect, process, and store confidential information about their employees,
customers, products, research and financia status in electronic format, which
can be transmitted globally across networks. Information is an asset to be
protected and policymakers need to know what information security is and how
to take action against unauthorized access, use, disclosure, disruption,
modification, or destruction of information. This briefing note provides an
overview of the need for information security, information security issues and
trends, and the process of formulating an information security policy.

This briefing note is drawn from the sixth of nine core modules of the Academy
of ICT Essentials for Government Leaders (Academy). The Academy is a
comprehensive information and communications technology (ICT) for
development training curriculum that aims to equip policymakers with the
essential knowledge and skills to fully leverage opportunities presented by ICT
to achieve national development goals and bridge the digital divide. More
information on the Academy is available at http://www.unapcict.org/academy.

© UN-APCICT 2009
Author: Freddy Tan
Series Editor: Christine Apikul
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APCICT Briefing Note No. 6
Network and I nformation Security and Privacy
1. Introduction

In today’s information society, information has become a valuable asset and
there is increasing dependence on access to information. This makes
individuals, organizations, and nations highly vulnerable to information security
attacks.

Threats to the Internet first began in the 1980s with the emergence of ‘hackers
and malware devel opers who were motivated by the desire for notoriety as well
as the thrill of wreaking havoc. Using the Internet, they were able to quickly
propagate macro and script viruses. In the 21% century, spamming, phishing, and
botnets are the new information security threats, and their perpetrators are
motivated by the desire for profit.

2. Types of Information Security Threats

Threats to information and communications technologies (ICTs) range from
consumer threats (e.g., becoming a ‘bot’, theft of personaly identifiable
information, and child endangerment), to enterprise threats (e.g., theft of
intellectual property and customer information), to national threats (eg.,
espionage, denia of service attacks).

At the same time, there is increasing concern about social aspects in the digita
age. Some of this concern is a function of the criminal landscape, like the theft
and misuse of persona credentials. But increasingly, there are concerns over
child sexual exploitation, Internet addiction, online pornography, privacy, and
other socia issues that are far broader than public safety concerns. Through
social networking applications, individuals today generate greater amounts of
information electronically, and how that data can be collected, aggregated,
anaysed, disseminated, and used is becoming an important issue.

3. I nformation Security Methodology

In the Information Age, information is an asset to be protected and
policymakers need to know what information security is and how to take action
to protect information and intellectual property from leakage and infringement.
Policymakers need to recognize information security issues and trends, and
understand the process of formulating an information security strategy.
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An important point to consider is that security is not an end state. Security
threats will continue to evolve with technology. Thus, in the same way that we
dea with automobile, aviation, and shipping risks such as accidenta collisions,
hijacks and loss of assets, we need a combination of regulations, technological
standards, and competencies to protect individuals, organizations, and nations
from threats to ICT, such as computer hacking, cyberterrorism, cybercrime, and
the like.

And as in the automobile, aviation and shipping industries, governments have
an important role to play in ensuring information security by expanding the
Information-communication infrastructure and establishing systems to protect
against ICT threats.

e e

| Layered Protection & Graceful Degradation l

Figure 1. Defense In Depth

Oynamic / Active Defense

Various security technologies have been developed to help organizations secure
ICT. However, it must be recognized that such technologies are not fool-proof
due to human errors, inherent unknown system vulnerabilities, administrative
lapses, available resources, and technical competencies. Today’'s security
systems need to be deployed based on a Defense-In-Depth (DID) model that
leads to unified management of the technologies involved. This model is
different from perimeter defense, which has only one layer of defense against al
threats. The DID model consists of prevention, detection and tolerance, with
threats being mitigated at each phase.
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4, I nfor mation Security Policy Considerations

In defining a national information security policy framework, policymakers
need to take into account a number of considerations, among them the rationale
for a policy, available resources, the policy direction, budgetary and legal
requirements, and expected policy outcomes. In addition, the national
information security policy should include the information security strategy,
legal relationships, information security organization, information security
technology, and the interrel ationships among them.

Policymakers should have the ability to:

1. Know the threat |landscape.
2. Keep abreast of vulnerabilitiesin ICT.
3. Determine the value and liability of information on ICT.

Policymakers must ensure that the available resources are directed at protecting
information systems against threats; that known vulnerabilities are addressed;
and that information risks are adequately managed. Policymakers need to
collaborate with academe and industry to ensure that a vibrant security
ecosystem is developed. Technology is only as good as the people who manage
the technology.

Policymakers today can draw on the experience and work of many international,
regional, and national organizations in the area of information security and in
implementing a national information security policy. These include countries of
the European Union (EU), Germany, Japan, Republic of Korea, Singapore and
the US, and international organizations like the Asia-Pacific Economic
Cooperation, International Organization for Standardization and International
Electrotechnical Commission, International Telecommunication Union (1TU),
and Organisation for Economic Co-operation and Devel opment.

There are d'so many initiatives that have gained popularity and adoption. One
example is the Council of Europe Convention on Cybercrime (CECC)
promulgated in 2001, which “lays down guidelines for all governments wishing
to develop legidation against cybercrime” and “provides a framework for
international co-operation in this field.” Thirty-nine European countries signed
the treaty, as well as Canada, Japan, South Africa, and the US. This makes the
CECC, which entered into force in July 2004, “the only binding international
treaty on the subject to have been effectuated to date.”
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It should however, be noted that different countries will have slightly different
policy considerations and contexts.

Availability | Confidentialityl Integrity Accountability | Assurance

Information Security Policy |

q ) q
nzdeire Security Human resources G eration ama International
organization / Privacy protection Securi ty inspection
laws / operation || seeur ty L seeunity laws /
systems Asset classification syst;ﬁgzr:caéﬁz'tio Account privilege Management and systems
/ contro ] d development 8 secur ty response of
rit management | securi ty accident

People Information Document Hardware Software Service

Figure 2. Information Security Framework

Responding effectively to threats and information security violations requires
cooperation among the national information organization, investigative agencies
and legal institutions, as well as organizations that conduct security accident
inspection and damage estimation. It is also essential to cooperate with
organizations that can analyze technical vulnerabilities and prescribe technical
countermeasures.

Due to the global nature of the Internet, policymakers must recognize that
Information security cannot be achieved through the efforts of one country alone
because information security violations tend to be cross-border in practice.
Thus, international coordination in information security protection, both in the
government and private sector, must be institutionalized.

For the private sector, the relevant international organization for the promotion
and protection of information security is the Computer Emergency Response
Team Coordination Center. Among governments, the European Network and
Information Security Agency (for the EU) and the ITU aim to foster cooperation
in information security among countries. In each country there must be a
government institution whose role is to facilitate cooperation by both
government and private organizations with internationa agencies and
institutions.

49



Information Security Framework

Availability | Confidentiality | Integrity | Accountability | Assurance |
Information Security Policy |
Nation's Security | Human resources | I ‘nfgrprg?at{?c?nsgﬁtdem | | International
organization / > Privacy protection f Security inspection
security security
laws / operation managemant laws /
systems Information iy systems
Asset classification systems acquisition Acco:géu?irtlylege Mar:!e;gpirg;egto?nd
/ control and de\(/:ilr?tpmem management security accident
I Physical security |
IT Resource People Information| | Document Hardware Software Service

C c ¢ 0o
%Gﬂ:@OT‘D‘DG&):SJ(D?C (I)QL

co o O C ofe C oy \ C
qmo:ﬁep:o?_ C\)LS)(DC\?_EL‘Q’D GSO’)CaO')GO:GOJ’D S’B(&S’B@g:@p:

3o

\N_O C Q \ C C C \ (o C \ C C
M 8088&08’2& () OESO’DEGCD’DCGD’J:GQD’D S’BLOOGS’BO ol ?_:OG:GC\?C\)’DGQ:S’B(&S’BOE:GPS«J&Q

o
C C C [o C o oo
2§|r000100008:929, epizfor: 3meGeonnniediEieanndgabelgbanpy woréisagabeacoas cdf§coes;
Jre0seap:sé Bé:efgoadogp:ad Beqpaden [gscopSadlgs

o
{R ELC\EOG‘?OJE" $05: 0899” ?E
[o C [o o O O C o
odepisé p38briconinplspSioprnmsfases:sedoodanad 806a5:05686qs 920 m005:0pie¢
200:601E:6200Eg a5 Bsa5Cloopdi
ILIL L
C 2, C C 2, C "] o \ . C C° C C oo o [*]
mdmgoad: saEomsadanadlgeeliné edlseqiagmadpd 0mE:gg05m05d[§|e8:ad
COCo C° [¢] o N [o [o [ C° ch c 00C c C (o] Co N (o
»6§E8mSin 3zo0:ea08gadbenSopd: eoaégéeqddensennodnpSad cwasdaiqeps
Eqéooéu

32
(o] co C C C e OC C C o e ¢ C o C
CD S’BGD B C\)’)(.O(DS]_Q)EII s'acooo§ooe ooeoco:eocsp S’BQJCDS’BCD(DQJ’D:CD OOBCD’D:CDEII GDG@DC
[of
C

SefpBens wmtmydnnes affeqdemdseapass $0588csGosems
<L ° J L|.€|.°\".° JLP’E?% tP

o J
C °

Q
OL C\)(DO)%{Q?@QLC)C\E:O’)CS’BO)EO)(DJ 8’2(.0 8’20& G]_q@glgq@@ Q)O)C°S’29J(DS’2C\)CDC\)|§|_GOGQ

%:GOWC:GSO’JC%O’)EC:@‘DOJEII

~C
=0)
o
3
3
3
3
o3
Sh

N

S’)Bé@é&%éq’) géémm’:s’a&s’aoé:wé S’BGq:GOTO)E§GS’2®° (")_:GO{]

‘%
o C
Ciee00Cyg

o)
r) 8’)

(2]

2

a
I'SO

o]

[

—on
@

©

@’J. BGSTJO§CCGJ’D (D?OJO')&)(DOJOOGS’B(D S’BQe.I 2000C3 S’DSJO')S’BC\)O')

o
(&
3
~©o0
j
S,
96
S,
©
3 3,
%
S

Eé@ga?cqoe@:§§:somagweq:weg ( International Telecommunication

Union)ode ome8Edep:fon: oooo&sescrgsecocgcﬁb“e : 0260166200805 SREQS S (5@
] R tP‘ ° ° J L LSI" L ° ?1 [ Gﬁ SIP_.J?J

.2 C Q. N (' cC O C <, N\ Coﬁ C

.‘DOOJC %?.619’3(&9’308.0’)0?51@[@&" C)IC.,S’B(‘)D’S’BOe.QI ooc&;goog §LCCUJO')’)
co \ C C Q \ C C o [of C C C [of
GS’BOJCOI 8’2(&8’20&89{323&(28’20& 9_(3&)(7)8’2%008’20&2?9 S’BOL: (I{SGOWC:GSD’JCgmq’DOgC S’B&)CG@GQJ’J

8
[
2n
O
O
8
©n
~2no
0On
Oo
]
On

oc ¢ C %
69,8 % |go0p0N

o]

esOHMAVNG |§5 20008:52905520005 C\SBG 2001881 230ePO05085:2005 oceoorgelg
¥ : : 3399 i | A4 q PR o3
[od

3

L
C cr e C c O C C ocC C C
B@GOTG?GEB@CDEII (;C:OEO’ODC GS’?’)CDGGYJBO’] S’B(T)_CSCD(('pGCD:QLOr]OCOr]QDE-

o



Lastly, information security policy life cycle is continuous. It consists of four
phases that are cyclical (see Figure 3):

1. Information gathering and gap analysis
2. Establishment of the policy

3. Implementation of the policy

4. Control and feedback

Information security policymakers need to continually review the nationa
security policy and supplement underdeveloped areas. Policy revision is aso
essential to measure the efficiency of an information security policy.

Information gathering

. e\
- . ,:\""*&Qexecution
- %
-
Review and

gap analysis evaluation

establishment

Figure 3. Life Cycle of Information Security Policy

Because of the way the Internet is designed and managed, and the exponential
growth of the digitally wired society, new challenges to information security are
constantly emerging. International organizations, national governments, and the
industry need to collaborate to find a better way to address these challenges,
which include:

Global connectivity
Anonymity

Lack of traceability and trust
Increasingly valuable target
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Summary

Projects that focus on the effective use of information and communications
technology for development (ICTD) have emerged in the last three decades of
the 20th century. Studies have shown that ICTD projects have a high failure
rate, in part because of poor project design and management. Government
leaders must understand the process of managing projects and be aware of the
tools available to raise project success rates. This briefing note begins by
introducing three vital elements of ICTD projects — people, process, and
technology. Defining, balancing, and integrating these elements can result in
optimum project performance. This briefing note also provides a set of
disciplines or instructions for project managers to develop project management
competencies and standards. Principles and issues that contribute to project
success and sustainability are briefly discussed.

This briefing note is drawn from the seventh of nine core modules of the
Academy of ICT Essentias for Government Leaders (Academy). The Academy
Is a comprehensive ICT for development training curriculum that aims to equip
policymakers with the essential knowledge and skills to fully leverage
opportunities presented by ICT to achieve national development goals and
bridge the digital divide. More information on the Academy is available at
http://www.unapcict.org/academy.

© UN-APCICT 2009
Author: Mayette Macapaga

Series Editor: Christine Apikul
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APCICT Briefing Note No. 7
ICT Project Management in Theory and Practice
Introduction

Information and communications technology for development (ICTD) projects
are often mistakenly thought of as a set of activities requiring only hardware,
networking systems, software and applications with the end goal of introducing
technological changes. In fact, however, there is a substantial amount of human
activity in these projects, and each project is or should be anchored on the larger
goals of the organization. In large and complex ICTD programmes, the
acquisition of ICT applications is only one of the tasks or sub-projects. ICTD
projects are not standalone activities but part of an integrated whole (i.e. a
programme, a component, a strategy or a strategic plan).

Studies indicate that managing ICTD projects is quite chalenging. A 2005
World Bank study estimates that the majority of public sector ICT applications
in least developed countries are either partial or total failures. One of the
reasons for failure is poor project design and management.! The resources
invested in the project, the process, as well as the product (i.e. the outputs or
deliverables) should be managed responsibly.

1. ICTD Projects

ICTD projects are similar to conventional projects in that they are transitory
undertakings that use resources, incur costs, and are expected to produce
deliverables over a period of time. Projects are meant to solve problems and
meet challenges. They may also serve as test cases and proofs of concept or
take-off points for developing new solutions. In ICTD projects, ICT-based
solutions are developed that meet needs or address a problem. These projects
introduce processes and methodologies that are supported by ICT. They
introduce technological changes in an organization that are intended to be
beneficia to the organization and its target group. Some ICTD projects address
and support larger development goals such as the Millennium Development
Goals.

Given the constraints of funds, time and resources, policymakers need to be able
to manage ICTD projects well, to raise their success rates, provide benefits for
people and their organizations, and improve the quality of life of citizens.

! |sabel Neto, Charles Kenny, Subramaniam Janakiram and Charles Watt, “Chapter 1 - Look Before You Leap:
The Bumpy Road to E-Development,” in E-Development: From Excitement to Effectiveness, ed. Robert Shware
(Washington, D.C.: World Bank, 2005), 1-22, http://www-
wds.worldbank.org/servlet/WDSContentServer/WDSP/I1B/2005/11/08/000090341_20051108163202/
Rendered/PDF/341470EDevelopment.pdf.

52



3

0o [g60]
53

53

e
L

003220

:

C
0)80)

G302CO M
<
o

00000  QOOC

L
°
°

C
b
L
(g
Scs
2°C%

Q)

L

(Roen

opS
LM
e

c
9

L

QOO0C
G50
C
o
§ese
2%

4

Q
L
Q o
STS{ QJ'D

e 1as e s Lo o)
oC
P 8se
g5 &,

a-

(0p) QO'D’DOJH_(D’DODQSJO’)O)Q)

C

gll 080)0)8?'3
Q
C
GCD’)OD’)O%QJ’)

®qoooee§r.gg£

<
08

oc

DC
L

00QOOVD T2

903

c _C

B

[o o

320C
L

(6p)

L

o

G’BGO)’)CG’BCD&G(.O’)Q)&

Qs OC

QUGS FPAEOPIDOCMS:E
epey

32
e
N\

0

C
lo
[
oR3%

Q

(]
0

(o

(Software),
co

0!

C

S?@J’D

C
C

o

o310
§8

Cl)e 0
b3

(4

Jelfe
[0}
ILGC\?a

Ces0

N\
oc
90’)§r~
9

L

[o)
(6]
oy

o
olo

QQOC
||_0'3’3

P

C
C

2op)
ell

(4

°
°

°

°
L

QC  S2qPOsC

Q
[}
C
o83
9. OC
®9(7)§
c
o
3l VOO0
(o
?
e
o

c
C

C
o
o%oo 36

)

GOr]
9P

c _c (o4
OXC:§GO0D

(networking systems)i ¢
o

$8'1$:
o§ez0oEe0

uR70l °TROET YA B B D Y9 /g 8 92 ¢
mh__.%om NJ..JCW c% ac@l. pd 78] MOJ.OMm 3
8 G T pE 808 B
owﬁ ..WMLCW.TSJ ®C|.CWW.I._ m C% CMb ® OJO%L%
&8 68 Frafuretd S
5 B ARS8 g A
Gml._om OLCC.. MWI._BJ m m mLOMw v w m
1% O an L a . 838 3
9= UG v c&.s.mdmum_mKmeucu
oo 8 wLmlcm_elm 3 2.9 3" 2]
O° [ ] 0O @ B & o319dl, 3
.o\&l_ ﬂlg a m m E w m w o m w nm
rO 8T bl A —oq] § & o3
vt~ cmuomL 24 m g Hr3 9 6 o o
Om Mw co MIQ = oo ml Mw 373 Oﬁ.v"h c 8
° &3 [N (" @o QERVS) wE O w 8 m
e%cc.w._ecswl.@ow a%o.almcog ]
[ 0Q, 06 s UB-[IT0Q g 8 S & 8-
0156 L 8% wmmwowm S 8
wwf,dw.alMJ@eO_M_G%mch&lcm
v 5 3 q 8,00 (@ I S
(% fin g ¥ g Beg o0 dl 8
AL B AR )
) °g 8 o 0§ 29 8 % oo
€ a8 8FC "R EAg &
ma w ew mu 3 m un B g 3 \Mmcm m cw
“Q %@C&IH ml._c.emwnd%m..ml._
Q Cm _.lm_om le._ o A\.w 0O U o omL m
S eoed 8 83 80P Yematy
o CWM Gnvu__ — M\d o @me._cml.__é WO %o .@mom
IRISEE L i sy
8T d G0 g8 L8F L
TIORE L P 56D § g
FLER TR o3t dg 00
nnAOv n“% 78] »@CWNML m %IONL%% w Cwl._ MM_CMW._ %
o & LX) oo
“m wm m om“ 3 8 3 o c%uem op m embomu =
00 90 3 o Q° @& 98 °C B o8’ &
o0 Lo c@.cm cw Vel & TO o§LoCL 25 G o2 Q
O%LO%LC@qul._m b Gcmp\mmm % Cﬂ.% m
S eSS S wha
Ow O%L AQI.CC Q = oo oL Oom oo,
O~ 1% I p i @
5 £ YERGIR

2

c
52

JEEE
Soaep

§RIFPR

coc
0OCRCYY!

5
G‘% 0'308’261

[

P

202!

38R o

C
L

ZOJB :)’)(g_.)gg

00 O

c
Cc

[3¢8¢lg1000
A



2. |CTD Project Management
Various definitions of project management indicate that:

e Project management is a method, adiscipline, and a process.

e |t has a set of tools for planning, implementing, maintaining, monitoring,
and evaluating progress of activities.

e |t defines what has to be accomplished in line with larger goals and
objectives of the organization.

e The mgor challenges in project management are managing the project
scope and resources, particularly time, cost and people.

Good project management practice observes the different phases of project

management, namely: Planning, Implementation, Monitoring and

Evaluation. Other terms are sometimes used to refer to these phases, depending

on the school of thought or project management reference standards used. In

each phase are signals or checkpoints, called ‘milestones’, that herald the start

or finish of each phase.

3. Vital Factors of Project Management
The vital factors of project management are elements or variables that impact
on the quality and speed of a project. These are people, process and
technology. Defining, balancing, and integrating these elements can result in
the project’ s optimum performance.

People

Projects are developed, managed, and implemented by people. More
specificaly, projects have component processes and activities that require
competent professionals to work together as a team. Project managers have to
have a clear understanding of the roles of people in the project, including
stakeholders and beneficiaries. They need to manage the expectations of the
people involved in the project. A stakeholder analysis should be conducted upon
project initiation to determine the participation levels of people in the project.
Ownership of the project by beneficiaries must be emphasized because
ultimately, they will be the ones using, integrating, and sustaining the products
or systems developed by the project.

Process

A process that runs well relies on good procedura design by the management,
as well as adherence to the process by the project implementers or staff. A well-
designed and precise process can lead to the discovery of potentialities, and
enhance the capabilities or competencies of project staff members and make
them self-propelling, which is vital to successful internal project management.?

% TeleTech, White Paper: Human Capital as a Force Multiplier,
http://www.teletech.com/teletech/file/pdf/White%20Papers/HC_White_Paper.pdf.
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In most ICT projects, one of the work components iS process re-engineering,
which means that the activities and documentation are reviewed to remove
redundancies or unnecessary processes. If this review is not done, the old
process will produce the same inefficient or ineffective results.

Technology

This refers to the machines and/or software that are available in the market that
are used to support the needs and processes of the organization. Technology
should not dictate how a project will proceed. Instead, it should be used in
support of the needs of the people in the organization. In ICT-enabled
community projects, technology should take the back seat until the needs of
people and processes are defined. Projects that put technology before the users
needs and process requirements often fail, resulting in awaste of time and other
resources. When it is selected well, appropriately used, and built on a stable
platform, technology can make project processes efficient and accelerate the
project workflow.

4. Disciplines of Project Management

The project management disciplines described below are critical during the
planning and implementation phases.

Critical to project preparation is the selection of the project manager and the
team. Qualified and competent managers must be prepared to handle the
following disciplines:

e Scope — managing all of the work required to complete the project
successfully. This also includes the vision, goas, requirements at a high
Ievel,sand the specific ‘commercia’ and technical specifications at the lower
level.

e Time — managing project timelines, including how much time to alot to
each task. Tools that can help manage time include Gantt charts and
schedulers.

e Cost — managing the funding allocated to the project and ensuring that it is
spent for project resources, activities, tasks, and services. It may also be wise
to add time and cost to the risk and change factors identified in the project.

% Nick Jenkins, A Project Management Primer or a guide to making projects work (v.02, 2006), 6-15,
http://www.exinfm.com/training/pdfiles/projectPrimer.pdf.
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Human Resource — managing people (individuals, teams, professionals)
assigned to do the project tasks and activities.

Risk — managing uncertainties that pose threats, limitations, and obstacles to
the achievement of project goals and objectives.

Quality — managing the parameters set, standards and forms, and ensuring
user focus and reliability of the planned project performance.

Procurement — managing the process of acquiring goods, services,
infrastructure, and equipment that are needed by the project to meet its goals,
objectives, and deliverables.

Communication — managing information and messages that need to be
imparted to address expectations and reactions from people.

Integration — ensuring coordination, coherence, and consistency of tasks,
actions, activities, and documentation.

Issues and Acceptance — managing problems raised by users during the
anaysis of requirements, during testing, and upon the receipt of project
products.

Change — managing change at two levels: change that will impact on parts
or the entire sequence and process of the project, and changes that will affect
the organization, such as instituting a new system or anew unit.

Documentation and the use of templates will aid project managers and the team
to address the requirements and specifications of users, and track project tasks
and activities.

5. Standardsin Project Management

Through the years, various schools of thoughts and approaches to project
management have emerged, and severa best practices and reference standards
have been offered. Government leaders should be aware of the common
reference standards that are used by donors, vendors, and suppliers of
outsourced projects. Some of these standards include:”

4 Wilson Mar, “Project Planning Strategies and Tools,” http://www.wilsonmar.com/1projs.htm.
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The Project Management Book of Knowledge (also known as PMBOK)
approach, which is presented in a 182-page compendium on project
management published by the Project Management Institute (PM1) based in
the USA. The institute encourages certification of project managers who will
apply their standards (http://www.pmi.org).

The Projects in Controlled Environments (Prince 2) approach developed in
1989 as a standard for IT project management by the UK government.
Organizations are certified through standard examinations administered by
the Association for Project Management group. Prince 2 is registered under
the UK Office of Government Commerce
(http://www.ogc.gov.uk/methods_prince 2.asp).

The Microsoft Solutions Framework (MSF) evolved out of best practices in
software development. Microsoft claims that it has been successfully applied
to infrastructure deployment projects as it is designed “to provide value in
today’s Internet era of computing”

(http://www.microsoft.com/technet/sol utionaccel erators/msf/default. mspx).

The Rational Unified Process (RUP), which provides an amalgamation of
constructs developed after the Rational Corporation. It is an iterative
framework for software development that is now available as a product from
IBM. It is a cousin of the Unified Modelling Language, which is widely
adopted in tools for object-oriented software design and development
(http://en.wikipedia.org/wiki/Rational_Unified Process).

Project Cycle Management (PCM), which describes the management
activities and decision-making procedures used during the life cycle of a
project (including key tasks, roles and responsibilities, key documents, and
decision options). Many organizations, including bilateral and multilateral
aid groups, make use of PCM tools and processes
(http://ec.europa.eu/europeai d/mul timedia/publi cations/documents/tool s/euro
peaid adm pcm guidelines 2004 en.pdf).

The Logical Framework Approach (LFA), an analytic, presentational and
management tool developed by the US Agency for Internationa
Development and other donor groups. It establishes a logical hierarchy of
means by which goals and objectives are reached, with the indicators, risks
and assumptions, and inputs and outputs identified

(http://www.ausal d.gov.au/ausguide/pdf/ausguideline3.3.pdf).
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These international project management reference standards offer tools and
templates that will aid project managers in tracking project tasks and activities.
Using templates in project documentation is an efficient way of following the
progress of each project management phase and its disciplines.

6. Post-Project: Putting ICT Systemsinto Operation
and I ssues of Sustainability

Technically, a project ends with the project closure and product handover.
However, the project results or product will take on a new life in the user
environment. The processes undertaken to ensure the usability and
effectiveness of the product in that context will determine the product’s future
life.

Policy environment

Countries that are embarking on e-governance and ICTD projects need to
consider national ICT policy needs and requirements. Without policy support,
new initiatives could end up as 'white elephants, unable to yield their promised
benefits. It is aso important to take into account the telecommunications
policies that will support or hinder |CT-supported development in the country,
as well as the organizationa policies that will support or hinder the
development of any ICTD or e-governance initiative a the local or
organizational level.

Capacity for maintenance and improvement

Aside from policies, there are resources required to ensure the continuity,
maintenance and improvement of the product or system. A product sponsor
(for example, a Ministry at the country level, a local government unit at the
local government unit level, or an ICT or Management Information System
Unit at the organizational level) that will continue to support the development
and maintenance of the product or system should be designated.

Continuous advocacy

Especialy in ICTD projects, it is essential to ensure that the product or system
developed works for the intended users. Government should invest in making
the new product or system as widely known as possible. The support of the
business sector, which has the capacity to invest and embark on ICTD and e-
governance initiatives, should be sought.
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7. Conclusion

In general, for ICTD projects to be successful, the following principles should
be observed:

e Participation — People who are part of the project should be involved at
every stage, from the initia needs assessment through to monitoring. A
participatory and demand-driven approach increases the impact of ICTD
activities.

e Loca ownership and capacity development — For projects to be sustainable,
they must be locally owned and accompanied by human and organizational
capacity development. Physical access is just one element of effective ICT
access and use. Local ownership and capacity development will ensure that
individuals, communities and organizations can use and maintain ICT
systems and gain the full benefits from their use.

e Mix of technology — The choice of technology will depend largely on the
context of use. The relationship between the user or audience and the
specific media type also needs further exploration. The potential pro-poor
impact of any ICT is determined by appropriate choice of technology.

e Multi-stakeholder partnerships — ICT use will have spill over effects beyond
individual sectors and programmes and can considerably improve outreach
and resource allocation. Multi-stakeholder partnerships are an appropriate
response to the complexity of ICTD project management given the need for
increased resources and the fact that development is the responsibility of all
sectors of society with multi-level linkages.

e Alignment — The potential benefits for the poor are more likely to be realized
when ICTD activities are digned with the larger demand-driven
development efforts of partners, particularly those related to poverty
reduction.

e Ingtitutional ownership and leadersnip — It is important for partner
Institutions to have a sense of ownership and leadership. Although successful
ICT pilot programmes are often driven by individuals, there must also be an
institutional base to extend the project’s reach and increase the number of
people involved.

e Competitive enabling environment — An enabling ICT policy environment
includes respect for freedom of expression, diversity and the free flow of
information, completion of ICT infrastructure provisions, including in the
last mile, and investment in service development, including local content and
the adoption of open source solutions.

° Adapted from Swiss Agency for Development and Cooperation, SDC ICT4D Strategy (Berne: SDC, 2005), 7,
http://www.deza.admin.ch/ressources/resource_en_161888.pdf.
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e Financial and socia sustainability — In order for projects to be financially
sustainable, al potential costs and revenue generation should be included in
the planning process from the start. The issue of socia sustainability is of
equal importance and is secured through local ownership and capacity
building. It is essential for both socia and financial sustainability to be
considered.

e Risk considerations — Possible and unforeseeable negative impacts need to
be taken into account and carefully monitored, including watching out for
how the benefits of [CT-supported interventions may be unequally
distributed or even have the opposite of their desired effect — i.e. deepening
economic, social, and cultural dividesinstead of reducing poverty.
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Summary

The use of information and communications technologies (ICTs) in nationa
economic development has become a strategy for many governments in the
region. However, among the difficulties that governments face is limited
financia and technica means to embark on meaningful ICT projects.
Understanding diverse funding structure and options available for government
to tap into in carrying out ICT for development projects is essential. This
briefing note aims to: discuss the issues that influence investments in ICT
deployment, with a focus on e-government projects; highlight various financing
mechanisms; and examine the different types of public-private partnerships for
funding ICT for development and e-government projects.

This briefing note is drawn from the eighth of ten core modules of the Academy
of ICT Essentials for Government Leaders (Academy). The Academy is a
comprehensive ICT for development training curriculum that aims to equip
policymakers with the essential knowledge and skills to fully leverage
opportunities presented by ICT to achieve national development goals and
bridge the digital divide. More information on the Academy is available at
http://www.unapcict.org/academy.

© UN-APCICT 2009
Author: Richard Labelle

Series Editor: Christine Apikul
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APCICT Briefing Note No. 8
Optionsfor Funding ICT for Development
1. Introduction

Information and communications technologies (ICTs) are becoming ubiquitous,
especially in the Asia Pacific region. Among others, there is an increase in the
availability and diffusion of wireless broadband in the region and in the use of
mobile technologies. Upper middle and high income countries are fast adopters
whereas lower middle and lower income countries are noteworthy laggards,
although thisis expected to change within the next few years.

To fund universal access to the ICT infrastructure for broadband and wireless
technologies, governments need access to financia resources. This is important
to ensure that everyone benefits from the information economy.

In the region and elsewhere in the world today, competition for financial
resources is fierce, especially especialy given the globa economic slowdown.
The recession has limited the ability of governments to raise funds from taxes,
duties, and other fees and levies to fund infrastructure development and provide
e-government services.

However, there are also new opportunities to attract investment in ICT for
development projects. These include the increasing wealth of some developing
countries and the growth of sovereign wealth funds (SWFs), which are a
financial vehicle designed to help countries manage and invest their excess
incomes.! There are signs indicating that the Asia Pacific region has not been
affected by the economic slowdown as much as North America and Europe
have been. Data from the Organisation for Economic Co-operation and
Development (OECD) show that ICT production in China, Japan, the Republic
of Korea, and Taiwan has been accel erating since early 2009.

Countries are pouring money into their economies in order to stimulate
economic growth. This is leading some countries to focus on newer forms of
production designed to reduce greenhouse gas emissions and increase energy
efficiency while continuing to contribute to economic growth and development.
The term ‘Green Growth’ has been coined to capture this trend. Several of the
OECD countries have focused on green growth strategies, such asusing ICTs as
tools to tackle climate change.

In this context, another opportunity is the role that ICTs can play in reducing
energy consumption and greenhouse gas emissions. One recent study
undertaken by the Commission of the European Communities suggests that
|CTs have the potential to reduce energy consumption by 53 percent by the year
2020 if appropriate steps are taken now to use ICTsin

a rational and planned fashion that would optimize energy consumpation and
use over time.?

! with the increasing public revenues generated from the payment of fees, taxes, and/or royalties on the
exploration and export of oil and minerals (e.g. in the Gulf States, Russia) or from a large and very favourable
balance of trade (e.g. China, Singapore), many countries have acquired large amounts of foreign exchange and
are increasingly looking for opportunities to invest this newfound wealth.
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2. Different Funding M odalities

Governments and other development actors rely on different sources for funding
ICT for development activities. Usually, governments depend on funds from the
public treasury to finance ICT infrastructure and service investments such as e-
government services. Other sources of funding come from collaboration
between the public and private sectors. In these cases, the government provides
an enabling environment to encourage the participation and involvement of the
private sector in funding and operating public infrastructure and services. In
funding expensive yet basic ICT infrastructure such as fibre optic networks,
governments may look at a collaborative funding model involving the private
sector not only to fund the installation but also to secure its operation.
Governments may also outsource some of the work through contracts but retain
all power over design and implementation as well as operations.

A third way of funding an ICT project of public interest is to cede a concession
to the private sector for the provision of public services through a contract based
on a public-private partnership (PPP). A further variation is the multi-
stakeholder PPP involving severa partners from the public and private sectors
as well as others such as non-government organizations (NGOs) and donors.
Under certain circumstances, governments can aso count on philanthropic
contributions from the private sector. Best sourcing based on market testing is
another option. In best sourcing, the government tenders proposals for service
provision and challenges the market to come up with the most cost effective
solution possible while ensuring and/or exceeding the specifications required of
the service or product sought.?

3. Making Public-Private Partnerships Work

The choice of funding options varies and can be based on need, risk avoidance,
the need for financing, the commercial potential of a given public service, and
other factors. In some cases, PPPs may require no funding from the government.
But for PPPs and other arrangements involving a partnership between the public
and private sectors to bear fruit, both parties must be able to work together.

One of the maor stumbling blocks to PPPs is a lack of understanding of the
benefits of working together. Open consultation between parties helps.
Confidence and collaboration building measures such as public-private
dialogues can aso be implemented.

% The Government of Singapore has adopted this strategy of best sourcing through market testing. If a private
company can deliver the service more cheaply and more effectively than a public sector entity, then it is hired to
do the job.
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For PPPs to succeed, the following conditions must be met:

Commitment from executive leadership

A statutory foundation for partnering
Direct public sector involvement

A well-crafted plan

Effective communication with stakeholders
The right opportunity

The right partner

Well-defined management processes

Countries that are more open to business are more likely candidates for a PPP-
based approach.

PPPs have several advantages mostly related to the transfer of or sharing of risk
with the private sector partner(s) who in many circumstances will also assume
financing, freeing public funds for other purposes. Working with a private
sector partner also allows for more innovation in the implementation of the
project and the development of alternate service delivery mechanisms to meet
the needs of the public.

Other significant advantages include whole life costing, and a focus on the
delivery of service outcomes and not just outputs. Whole life costing is a
method of evaluating or comparing building materials and components by
looking at installation costs, life spans, and running and maintenance costs For
the private sector, the advantages of PPPs include access to new markets and
opportunities, along with a high degree of predictability of cash flow as aresult
of working for areliable client such as the government.

PPPs have been around for a long time. Their popularity received a significant
boost in the early 1980s in the United Kingdom (UK) where the government
experimented successfully with PPPs in order to continue to provide public
services without taxing rate payers or national accounts. Eleven percent of
public spending in the UK is via a PPP model. The model has diffused around
the world. In the recent past PPPs were used mostly for large infrastructure
projects, but thisis changing.
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The PPP model can be used at various stages of the project cycle and also for
whol e project implementation.

There are various types of PPP concessions. These include Build-Own-Transfer
(BOT), Build-Own-Operate-Transfer (BOOT), and management and service
contracts and |eases. Figure 1 shows the continuum of PPP types.

Publle Private Partnership

Management

& Operate Full
Maintenance Privatization
Conftracts

Low - High
Extent of private secior participation

Figure 1. Types of PPP

PPPs are not for al types of projects and circumstances. PPPs require that the
right legal and regulatory regime be in place. In some jurisdictions, it may not
be possible for the government to cede a concession to the private sector. In
some cases, the provision of services eectronicaly may not be possible,
limiting or precluding a PPP for ICT project implementation. Setting up a PPP
requires, among others, a high level of public consultation to ensure buy-in and
support from the public as well as from politicians. Good technica and
managerial knowledge and expertise about the system to be put into place is
also required. The credit rating of a country may also affect the likelihood that
private sector operators will bid for a project.

4. PPP and e-Gover nment Projects

PPPs can be used at al levels of government. In India, PPPs have been used
successfully at the local and community level (e.g. Bhoomi and eSeV A centres
in India). Some private sector operators have developed business models to
provide government services using a PPP type of approach.

But not all e-government projects are fit to be implemented as a PPP. Projects
that provide services are more likely candidates for PPPs. In addition, projects
that have a high degree of predictability are more likely candidates for
consideration as PPPs.
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ICT projects have a high risk associated with their implementation. This is
especially so for projects requiring the development of original coding and/or
customization of an application. Larger systemwide projects such as
government automation projects may aso be riskier because it may not be
possible to quantify the risks and accurately measure the level of effort required,
especially when many people and organizations or departments are involved.
These can be overcome by working with a partner that has demonstrated ability
to deliver. One trend is to use a shared services approach to the provision of
public services. With the shared services approach, government services are
rationalized and consolidated in order to provide the public with comprehensive
and efficient service through one-window solutions.® This reduces costs and, in
some cases, the shared services can be devel oped as a PPP.

ICT project risks can be controlled through systematic planning and by putting
In place detailed risk assessment and management plans and procedures.
Communication with the parties involved and stakeholder consultation are
needed to reduce risk. A risk register can likewise be put in place. The public
has perceptions that will have to be managed. PPPs that meet the priority needs
of the public tend to be less risky. Avoid complexity. For IT projects, which are
especially risky, it is important to develop a common solutions framework and
detailed enterprise plansto arrive at a standard approach to project management.

5. Other Funding Options

There are several other funding sources that can be considered for implementing
ICT projects.

e Foreign direct investment (FDI) is an investment in an enterprise operating
outside of the economy of the investor in order to gain an effective voice in
the management of the enterprise. FDI benefits from a positive business
environment.

e Venture capital refers to private equity capital typically provided for new or
startup companies with a potential for high growth. After some five to eight
years, the venture capitalist sells out either to the entrepreneur, other parties
or the stock market.

% Some of the most widely accepted forms of shared services occur in the provision of IT services within the
public sector, as well as in financial services, human resource management services and supply chain

purchasing services.
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In addition to capital, venture capitalists support the young enterprise
through close monitoring and technical and managerial support, the most
Important areas of which are strategic decision making and building up the
management and administrative organization.

e Transnational corporations, with their corporate socia responsibility
Initiatives, are also an important source of funding.

e [nternational financial institutions, which include multilaterial, regional, and
bilateral development banks, can be a source of funding for projects that are
closely linked with national development planning priorities and
development modalities.

e Government-to-government funding refers to aid or economic assistance
provided by wealthier countries to economically developing countries. This
Isincreasing with the growth of SWFs.

e Finally, debt swap financing can be an important way of accessing funds for
ICT for development projects.

6. Preparing a Resource Mobilization Strategy

The idea of developing a resource mobilization strategy is presented as a way of
associating funding with project conception and design. Without funding, a
project will not go forward. Thus, it is important to think strategically about
funding and to include thisin project development plans.

Developing a resource mobilization strategy is usually one of the first stepsin
developing a funding proposal. It is a plan identifying potential partners and
donors, and explaining how and what resources they may contribute. It isalso a
component of a project proposal. If sources of funding and other resources
cannot be identified, then perhaps the proposed activity or project is not viable.

Cost isnot thefirst issue that donors will be concerned about. If the project is
well conceived and appears to address many of the key issues and priorities that
concern the donor, then it islikely to get donor support. A good funding
proposal should therefore do the following:

e State how the project will contribute to national, government, ministerial
and/or organizational goals and objectives.

e State the project objectives and place these in the larger context of national
development goals and objectives as well as achieving the MDGs.

e Describe how the project will be implemented, project governance and
institutional arrangements, and the approach to the project that the agency or
ministry intends to take, including working with all stakeholders and not just
those in government.
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Enumerate the ICT requirements, specifications and outputs.

Adopt a Results Based Management (RBM) framework, which describes
what will be achieved in terms of outcomes, in addition to outputs. Outputs
describe what will be acquired or created by the project. Outcomes include
processes and systems, and are important measures of success in
development terms, i.e. in terms of poverty reduction or in terms that are
relevant to achieving the MDGs. The RBM framework is based on the use of
indicators and means of verification, along with a description of assumptions
that will guide the use and measurement of these indicators.

Provide an estimate of resource requirements, including the human resources
and competencies required for the project.

Draw up a project calendar and timelines. A Gantt chart can be very helpful
in this regard.

Provide an indicative budget detailing the main cost components and how
the costs will be managed.

Describe a monitoring and evaluation component that will use the RBM
indicators to track and report performance and results over time.
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The APCICT Briefing Note Series aims to provide at-a-glance information on
key information and communication technology for development (ICTD)
agendas for high-level policymakers and stakeholders. The series includes: 1)
highlights of conventional research papers, assessment and survey reports and
publications; 2) policy considerations drawn from the Academy modules; and 3)
key challenges and lessons |learned based on analyses of best practices and case
studies.

APCICT, a regiona ingtitute of the United Nations Economic and Socid
Commission for Asiaand the Pacific (ESCAP), was established and inaugurated
on 16 June 2006 in Incheon, Republic of Korea. The role and mission of
APCICT is to strengthen the efforts of the 62 ESCAP member and associate
member countries to use ICTs in their socio-economic development through
building the human and institutional capacity for ICT. In pursuit of this
mandate, APCICT’s work is focused on three inter-related pillars — Training,
Advisory Services and Research. The Briefing Note Series is part of the
research pillar. Also under the research pillar is a Case Study Series that
provides compilations and analyses of best practices and case studies of
different aspects of ICTD and capacity building in the Asia Pacific region.

Contact information:

United Nations Asian and Pacific Training Centre for Information
and Communication Technology for Development (UN-APCICT)

Bonbudong, 3rd Floor Songdo Techno Park
7-50 Songdo-dong, Y eonsu-gu, Incheon City
Republic of Korea

Telephone: +82 32 245 1700-02
Fax: +82 32 2457712
E-mail: info@unapcict.org

http://www.unapcict.org
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